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1 ARCHITECTURE OVERVIEW 

1.1 MIM 2016 / AZURE ACTIVE DIRECTORY COMPONENTS 

MIM 2016 is a family of products. 
 

Component Description 

MIM Synchronization Service 
(previously MIIS 2003, ILM 

2007, FIM 2010) 
This is the MIM 2016 synchronization engine. 

MIM Service / MIM Portal 

MIM Service is Windows service that provide MIM Portal with web APIs. 
MIM Portal is the SharePoint website. It allows: 
ü Configuration of MIM Service. 
ü User and groups management from Business teams via a customizable 

web interface. All the configuration is stored in a dedicated database. 

BHOLD 
This component provides access-based user roles, attestation, analytics and 
role reporting features. This component will not be deployed on this lab. 

MIM Reporting 

This component is based on SQL Server Reporting Services and Microsoft 
System Center Service Manager (SCSM). 
System Center 2012 Service Manager provides an integrated platform for 
automating and adapting your organizatƛƻƴΩǎ L¢ ǎŜǊǾƛŎŜ ƳŀƴŀƎŜƳŜƴǘ ōŜǎǘ 
practices, such as those found in Microsoft Operations Framework (MOF) 
and Information Technology Infrastructure Library (ITIL). It provides built-in 
processes for incident and problem resolution, change control, and asset 
lifecycle management.  
MIM reporting will not be deployed in this lab. 

MIM Certificate Management  
(previously named Certificate 

Lifecycle 
Manager - CLM) 

This tool allows smart cards, user certificates and computer certificates 
management. Smart card is requested from MIM Certificate Management 
web interface. MIM Certificate Management includes workflows which allow 
to send email notifications. A modern app is available for MIM Certificate 
Management. 
This component will not be deployed in this lab. 

Privilege Access Management 
(PAM) 

This component allows to protect against vulnerabilities like Pass the hash 
attack. PAM allows to define group membership expiration for highly 
privileged group like Domain Admins. This component will not be deployed 
in this lab. 

Azure Active Directory 
The MIM 2016 Password Self-Service site will not be deployed because we 
will use Azure Active Directory Premium feature to perform this task. 
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1.2 MIM 2016 SERVERS 

The lab environment will be created on Azure IaaS solution and will be based on 4 servers. 
 

 
 
The following tables describes the lab environment. 
 

Server Configuration 

POCDC1 

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk) 
OS: Windows 2008 R2 
Roles: domain controller (POCMIAM.INTRA) and Azure Active Directory Connect server. 
Remote access: RDP (pocdc1.westeurope.cloudapp.azure.com) 
Backup: every day at 3 AM. 

POCDC2 

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk) 
OS: Windows 2008 R2 
Role: domain controller (CHILD.POCMIAM.INTRA) 
Remote access: RDP (pocdc2.westeurope.cloudapp.azure.com) 
Backup: every day at 3 AM. 

POCEXCH1 

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk) 
OS: Windows 2012 R2 
Role: Exchange 2013 server SP1 
Remote access: RDP (pocexch1.westeurope.cloudapp.azure.com) 
Backup: every day at 3 AM. 

POCMIM 

Standard DS11 v2 (2 vCPU, 14 GB of memory, one 130 GB SSD system disk) 
OS: Windows 2012 R2 Standard 
Roles: SQL Server 2012 SP2 SP3 (MIM), MIM 2016 Synchronization Services, MIM 2016 
Services, SharePoint 2013 portal, Visual Studio 2015 U3. 
Remote access: RDP (pocmim.westeurope.cloudapp.azure.com) 
Backup: every day at 3 AM. 
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1.3 MIM 2016 LICENSING 

 
 
Microsoft has completely change MIM 2016 license model since April 2015. 
 
Windows Server license includes Microsoft Identity Manager 2006 server license. 

 
 
An Azure Active Directory Premium P1 or P2 license is required for each user which is managed via MIM portal / 
service or MIM Certificate Management. 
If you only use MIM Synchronization Service, no Azure Active Directory Premium license is required. 
Enterprise Mobility Suite (EMS) or Enterprise Cloud Suite (ECS) plans include Azure Active Directory Premium 
license component. 
 

 
 
If you use MIM 2016 to manage external users, an external connector license is required (price divided by 1000). 
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aLa tƻǊǘŀƭ ǊŜǉǳƛǊŜǎ ǘƻ ŘŜǇƭƻȅ ŀ {ƘŀǊŜtƻƛƴǘ {ŜǊǾŜǊ ŦŀǊƳΦ aLa нлмс ƭƛŎŜƴǎŜ ŘƻŜǎƴΩǘ ƛƴŎƭǳŘŜ {ƘŀǊŜtƻƛƴǘ {ŜǊǾŜǊ 
ƭƛŎŜƴǎŜΦ  {ƘŀǊŜtƻƛƴǘ нлмс ŦƻǳƴŘŀǘƛƻƴ ƴƻ ƭƻƴƎŜǊ ŜȄƛǎǘǎΦ ¢ƻ ŀǾƻƛŘ ǳǎŜ ƻŦ {ƘŀǊŜtƻƛƴǘ {ŜǊǾŜǊ нлмо ƭƛŎŜƴǎŜǎΣ ƛǘΩǎ 
required to deploy SharePoint Server 2013 Foundation. 
 
You could use Office 365 E3 / E1 licenses which includes a SharePoint client access license to deploy SharePoint 
2016. 
 
MIM includes license for System Center Service Manager (MIM 2016 reporting feature). 
 
More information: 
https://technet.microsoft.com/en-us/library/mt346112(v=office.16).aspx 
http://social.technet.microsoft.com/wiki/contents/articles/2487.how-to-license-fim-2010-and-mim-2016.aspx 
http://www.interlink.com/blog/entry/what-is-microsoft-s-enterprise-cloud-suite-ecs-1 
 

1.4 SQL SERVER CONFIGURATION 

Performance on MIM 2016 solution is relying to SQL Server performance. 
 
System Center Service Manager Management Server ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ {v[ {ŜǊǾŜǊ нлмп. ¢ƘŀǘΩǎ ǿƘȅ {v[ Server 
2012 will be used for all SQL servers (one SQL Server version) for the POC environment. 
 
System Center Service Manager (Management Server and Data Wharehouse) require a supported collation type 
(Latin1_General_100_CI_AS) to allow multi languages support. 
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sql-server-collation-
requirements-for-system-center-2012/ 
 
¢ƘŀǘΩǎ ǿƘȅ ŀƭƭ {v[ ǎŜǊǾŜǊǎ ǿƛƭƭ ǳǎŜ ǘƘƛǎ Ŏƻƭƭŀǘƛƻƴ όLatin1_General_100_CI_AS). 
 
SQL server 2012 SP2 will be installed on POCMIM (instance MIM) with database engine, full-text search 
components. 
 
MIM Synchronization Service (Forefront Identity Manager 2010 R2) has better performance when collocating 
service and database. 
 
You must perform these actions on SQL server to obtain best performance: 
ü On the left, click Memory and change the Maximum server memory (in MB) value to 4096. This will limit 

the amount of memory allocated to this SQL Server Instance and reduce the risk to have the operating 
system competing with SQL Server for memory resources. 

ü On the left, click Database Settings and check the Compress Backup box. 
ü On the left, click Advanced, look at the value of Max Degree of Parallelism. It should be set to 1. 
 
When SQL Server runs on a computer with more than one microprocessor or CPU, it detects the best degree of 
parallelism, that is, the number of processors employed to run a single statement, for each parallel plan 
execution. You can use the max degree of parallelism option to limit the number of processors to use in parallel 
plan execution. To enable the server to determine the maximum degree of parallelism, set this option to 0, the 
default value. Setting maximum degree of parallelism to 0 allows SQL Server to use all the available processors 
up to 64 processors. To suppress parallel plan generation, set max degree of parallelism to 1. Set the value to a 
number greater than 1 to restrict the maximum number of processors used by a single query execution. The 
maximum value for the degree of parallelism setting is controlled by the edition of SQL Server, CPU type, and 
operating system. 
 

1.5 SHAREPOINT ARCHITECTURE 

SharePoint 2013 Foundation will be used for the POC because: 
ü aLa ƭƛŎŜƴǎŜ ŘƻŜǎƴΩǘ ƛƴŎƭǳŘŜ {ƘŀǊŜtƻƛƴǘ {ŜǊǾŜǊ ƭƛŎŜƴǎŜΦ  
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ü SharePoint 2016 foundation is not available: https://te chnet.microsoft.com/en-
us/library/mt346112(v=office.16).aspx 

 
SharePoint Foundation will be configured to use a POCMIM\MIM. 
Indexing in the SharePoint Server will be disabled to gain performance. 
 

1.6 MIM SYNCHRONIZATION SERVICE AND MIM SERVICE SCHEMA 

The schema of MIM Services and MIM Synchronization Services will be updated to add attributes like 
Global_ID, Domain, HomeMdb, MsExchHomeServer to the class Person. 
 
The EmployeeType attribute will be updated to allow only the values: Internal, External. 
http://bit.ly/MIMServiceSchema 
http://aka.ms/FIMServiceSchema 
 
The company attribute will be a drop-down list. 
 

1.7 MIM REPORT 

MIM 2016 report is based on System Center Service Manager Management Server, System Center Service 
Manager Data Warehouse and SQL Server reporting Services. System Center Service Manager Management 
Server and System Center Service Manager Data Warehouse could not be deployed on the same server. The 
collation of System Center Service Manager databases must be Latin1_General_100_CI_AS as explained here: 
https://technet.microsoft.com/en-us/library/gg429478.aspx 
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sql-server-collation-
requirements-for-system-center-2012/ 
 

  
 
MIM report will not be deployed on this lab. 
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1.8 SERVICE ACCOUNT 

The following user account will be created in Active Directory 
 

User Description 

svc-sql This account starts SQL Server service (database and agent services). 

svc-mimsync  This account starts MIM Synchronization Service 

svc-mimservice  This account starts MIM Service 

svc-mimsps MIM SharePoint configuration account 

svc-mimspspool MIM SharePoint Server pool account. 

svc-mimma This user account is used for MIM Synchronization Services connectors 

svc-miminstall User account for all administrative tasks. 

svc-scsmwf System Center Service Manager mail-enabled user to use for workflow. 

svc-scsmrep System Center Service Manager reporting and analysis service account. 

svc-scsm  Service account to start System Center Service Manager services. 

svc-adma 
Service account used by MIM Synchronization Service Active Directory 
Connector to connect to Active Directory. This account has right to create, 
update and delete users, groups, contacts on POCMIAM OU. 

svc-sqlma 
Service account used by MIM Synchronization Service SQL Server Connector 
to connect to Active Directory. This account is DBOWNER on HR database. 

 
The following groups will be created: 
ü FIMSyncAdmins (members: svc-miminstall, svc-mimservice and svc-miminstall) 
ü FimSyncOperators 
ü FIMSyncJoiners 
ü FIMSyncBrowse 
ü FIMSyncPasswordSet 
ü SCSM-Admins (members: svc-miminstall, svc-scsmwf, svc-scsmrep, svc-scsm) 
 

1.9 PASSWORD SELF-SERVICE FEATURES 

The MIM 2016 Password Self-Service site will not be deployed because we use Azure Active Directory Premium 
to perform this task. 
 

1.10 MIM CERTIFICATE MANAGEMENT 

MIM certificate Management will not be deployed on this lab. 
 

1.11 BHOLD 

BHOLD will not be deployed on this lab. 
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1.12 LANGUAGE PACK 

MIM language pack will not be deployed on this lab. 
Pay attention of the type of the collation for report features (SCSM) 
https://technet.microsoft.com/en-us/library/gg429478.aspx 
 
The architecture has been defined based of the following guide: 
MIM capacity Planning Guide (http://bit.ly/MIMCapacityPlanning) 
MIM compatibility matrix (https://docs.microsoft.com/en-us/microsoft-identity-manager/plan-
design/microsoft-identity-manager-2016-supported-platforms).  
https://docs.microsoft.com/en-us/microsoft-identity-manager/plan-design/microsoft-identity-manager-2016-
supported-platforms 
http://b log.ilmbestpractices.com/ 
 

1.13 NETWORK FLOWS 

MIM Service listens on port TCP 5725 by default. 
The following item describes all System Center Service Manager network flows: 
http://aka.ms/SCSM2010Ports 
Windows firewall has been disabled to make the lab easier to deploy. 
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2 INSTALLATION STEP BY STEP 

2.1 DEPLOY THE ACTIVE DIRECTORY FOREST 

Apply this guide to create domain controller in Azure IaaS. 
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-new-forest-virtual-machine 
 
We will create a forest with 2 domains. 
 
After promotion of the child domain, you need to reset the password of the trust between the 2 domains. 
NETDOM TRUST child.pocmiam.intra /Domain:pocmiam.intra /UserD:child\gmathieu /PasswordD:XXXXX 
/UserO:pocmiam\gmathieu /PasswordO:XXXX /Reset /TwoWay 
 

  
 
You also need to create the UPN Suffix miam.msreport.fr. 
 

 
 
Create 3 OU at the root of the domain. In this lab we have three entities. 
In each OU, create a sub OU named Users, Disabled_Users, Groups. 
Perform this tasks in the 2 domains. 
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2.2 CREATE A ROOT PUBLIC KEY AUTHORITY 

A PKI has been created on POCDC1 to generate a proper Exchange (SAN) certificate for POCEXCH1. 
 

 

Select Certification Authority and Certification 
Authority Web Enrollment. 

 

Select Enterprise. 

 

Select Root CA. 

 

Select SHA256 (instead of SHA1). 

 

Enter Pocmiam. 

 

Perform a default installation and click on Finish. 
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2.3 CONFIGURE INTERNET EXPLORER BY GPO 

 

Install GPMC on POCMIM. 

 

 

Start GPMC with an account member of the group 
Enterprise Admins. 

 
Configure Internet Explorer default URL, favorites and local Intranet zone. 
https://blogs.msdn.microsoft.com/askie/2012/06/05/how-to-configure-internet-explorer-security-zone-
sites-using-group-polices/ 
https://blogs.msdn.microsoft.com/asiatech/2014/12/16/how-to-apply-favorites-links-to-ie10ie11-in-gpo-
without-iem/ 
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2.4 INSTALL POCEXCH1 

Configure a static private IP in Azure IaaS for the Exchange server. 
Configure a DNS alias for dynamic public IP. This allows to connect via MSTSC (RDP): 
pocexch1.westeurope.cloudapp.azure.com 
 

 
 

 
 
Prepare the server to deploy Exchange 2013 
https://technet.microsoft.com/en-us/library/bb691354(v=exchg.150).aspx 
 
Install-WindowsFeature AS-HTTP-Activation, Desktop-Experience, NET-Framework-45-Features, RPC-over-
HTTP-proxy, RSAT-Clustering, RSAT-Clustering-CmdInterface, RSAT-Clustering-Mgmt, RSAT-Clustering-
PowerShell, Web-Mgmt-Console, WAS-Process-Model, Web-Asp-Net45, Web-Basic-Auth, Web-Client-Auth, 
Web-Digest-Auth, Web-Dir-Browsing, Web-Dyn-Compression, Web-Http-Errors, Web-Http-Logging, Web-
Http-Redirect, Web-Http-Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-Console, Web-
Metabase, Web-Mgmt-Console, Web-Mgmt-Service, Web-Net-Ext45, Web-Request-Monitor, Web-Server, 
Web-Stat-Compression, Web-Static-Content, Web-Windows-Auth, Web-WMI, Windows-Identity-Foundation, 
RSAT-ADDS 
 

 
 
Install the required hotfixes: https://support.microsoft.com/en-gb/help/3146715/hotfix-rollup-3146715-for-
the-.net-framework-4.6-and-4.6.1-in-windows 
 
Install Unified Communications Managed API 4.0 Runtime 
https://technet.microsoft.com/en-us/library/bb691354(v=exchg.150).aspx 
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Create one database for each entity. Use the same 
name than the company name. 

 Install the Exchange 2013 Enterprise license. 

 

Generate Exchange 2013 certificate. 

 

 

 

Click on Next. 

 

Click on Next. 
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Use a local shared folder to store the request. 

 

Click on Submit button. 

 

Click on Complete link to install the new certificate. 

 

Use a local shared folder. 

 

Assign all Exchange 2013 services to the new 
Exchange certificate. 

 
Create an Exchange mailbox for svc-adma and add this user in the group Organization Management. 
Also create an Exchange mailbox for svc-mimservice. 
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2.5 PREPARE THE ENVIRONMENT (DNS, SERVICE ACCOUNT AND PREPARE 
POCMIM) 

The following procedure is based on the items: 
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/preparing-domain 
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/prepare-server-ws2012r2 
 
Create DNS entries (10.0.0.4). 
mimportal.pocmiam.intra 
mimservice.pocmiam.intra 
register.pocmiam.intra 
 

 
 
Create all services accounts. 
Start PowerShell and enter the following commands: 
import-module activedirectory 
$sp = ConvertTo-SecureString "!!!!YOURPASSWORD!!!!" -asplaintext -force 
New-ADUser -SamAccountName svc-mimma -name svc-mimma 
Set-ADAccountPassword -identity svc-mimma -NewPassword $sp 
Set-ADUser -identity svc-mimma -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-mimservice -name svc-mimservice  
Set-ADAccountPassword -identity svc-mimservice  -NewPassword $sp 
Set-ADUser -identity svc-mimservice  -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-mimsync -name svc-mimsync 
Set-ADAccountPassword -identity svc-mimsync -NewPassword $sp 
Set-ADUser -identity svc-mimsync -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-mimsps -name svc-mimsps 
Set-ADAccountPassword -identity svc-mimsps -NewPassword $sp 
Set-ADUser -identity svc-mimsps -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-sql -name svc-sql 
Set-ADAccountPassword -identity svc-sql -NewPassword $sp 
Set-ADUser -identity svc-sql -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-mimspspool -name svc-mimspspool 
Set-ADAccountPassword -identity svc-mimspspool -NewPassword $sp 
Set-ADUser -identity svc-mimspspool -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-miminstall -name svc-miminstall 
Set-ADAccountPassword -identity svc-miminstall -NewPassword $sp 
Set-ADUser -identity svc-miminstall -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-scsm -name svc-scsm 
Set-ADAccountPassword -identity svc-scsm -NewPassword $sp 

http://msreport.free.fr/
http://www.metsys.fr/blog
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/preparing-domain
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/prepare-server-ws2012r2


Guillaume MATHIEU ς CTO Metsys ς http://msreport.free.fr ς http://www.metsys.fr/blog  

Set-ADUser -identity svc-scsm -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-scsmrep -name svc-scsmrep 
Set-ADAccountPassword -identity svc-scsmrep -NewPassword $sp 
Set-ADUser -identity svc-scsmrep -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-scsmwf -name svc-scsmwf 
Set-ADAccountPassword -identity svc-scsmwf -NewPassword $sp 
Set-ADUser -identity svc-scsmwf -Enabled 1 -PasswordNeverExpires 1 
New-ADUser -SamAccountName svc-adma -name svc-adma 
Set-ADAccountPassword -identity svc-adma -NewPassword $sp 
Set-ADUser -identity svc-adma -Enabled 1 -PasswordNeverExpires 1 
 
ServicePrincipalName must be created to enable Kerberos authentication. 
setspn -S http/mimservice svc-mimservice 
setspn -S http/mimservice.pocmiam.intra svc-mimservice 
setspn -S fimservice/mimservice.pocmiam.intra pocmiam\svc-mimservice 
setspn -S fimservice/mimservice pocmiam\svc-mimservice 
setspn -S http/mimportal pocmiam\svc-mimspspool 
setspn -S http/mimportal.pocmiam.intra pocmiam\svc-mimspspool 
 
Create the groups below (global groups). 
FIMSyncAdmins 
FIMSyncBrowse 
FIMSyncJoiners 
FimSyncOperators 
FIMSyncPasswordSet 
SCSM-Admins 
 
Add svc-mimservice as member of the group FIMSyncPassword (to enable Password reset portal). 
Add gmathieu, sa-mathieu, svc-mimservice and svc-miminstall as members of the group FIMSyncAdmins. 
Add gmathieu, sa-mathieu, svc-miminstall, svc-scsmwf, svc-scsmrep, svc-scsm as members of the group SCSM-
Admins. 
 

 

Install .Net Framework 3.5 on POCMIM. 
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You need to specify the path to the SXS folder on 
Windows 2012 R2 installation drive (E:\sources\sxs). 

 
You need also to delegate access on the domain pocmiam.intra and child.pocmiam.intra to the service 
account pocmiam\svc-adma on each OU (which contains non system objects). 
 

Delegate the right to create, delete and users and 
groups in each OU. 

 

 

 

Delegate also to pocmiam\svc-adma the right 
Replicate Directory Changes at the domain level for 
POCMIAM.INTRA and CHILD.POCMIAM.INTRA. This 
is required to allow the MIM 2016 AD connector to 
perform delta sync: 
https://support.microsoft.com/en-us/kb/303972 
 

 
Add IIS roles and Active Directory PowerShell module on POCMIM. 
import-module ServerManager 
Install-WindowsFeature Web-WebServer,rsat-ad-powershell,Web-Mgmt-Tools,Application-Server,Windows-
Identity-Foundation,Server-Media-Foundation,Xps-Viewer -includeallsubfeature -restart 
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Add pocmiam\svc-sql, pocmiam\svc-mimsync, pocmiam\svc-mimservice, pocmiam\svc-mimsps and 
pocmiam\svc-miminstall as members of the local administrators group on POCMIM. 
 

 

Disable Internet Explorer Enhanced Security 
Configuration on all servers of the lab. 
https://social.technet.microsoft.com/wiki/contents/
articles/16682.fim-troubleshooting-synchronization-
service-setup-is-having-trouble-contacting-sql-
server.aspx 

 

Reduce privilege of svc-mimsync and svc-mimservice 
on POCMIM. 
Start gpedit.msc 
Configure the setting Log on as a service for the 
users : 
pocmiam\svc-mimsync 
pocmiam\svc-mimservice 
pocmiam\svc-mimma 
pocmiam\svc-mimsps 

 

 
Configure the settings Deny log on as a batch job, 
Deny log on locally, Deny logon through Remote 
Desktop Services and Deny access to this computer 
from the network for the users: 
pocmiam\svc-mimsync 
pocmiam\svc-mimservice 

 
Enter gpupdate /force command. 
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/prepare-server-ws2012r2 
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Configure svc-mimservice for Kerberos delegation. 

 

Configure svc-mimspspool for Kerberos delegation. 

 

Configure IIS on the server POCMIM. 
iisreset /STOP 
C:\Windows\System32\ inetsrv\appcmd.exe unlock 
config /section:windowsAuthentication -
commit:apphost 
iisreset /START 

 

Disable Windows Firewall for the private, public and 
domain profils on all severs of the lab. 
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2.6 INSTALL AND CONFIGURE AZURE ACTIVE DIRECTORY CONNECT ON 
POCDC1 

We will configure Azure Active Directory Connect tool to allow synchronization between Azure Active 
Directory and the Active Directory forest POCMIAM.INTRA. 
This tool will also be used to replicate password from Azure Active Directory to Active Directory (Azure 
Active Directory Premium feature). 
 
Install PowerShell V3 (Windows6.1-KB2506143-x64.msu). 
 

 

Install Azure Active PowerShell module. 

 

Click on Next then click on Install. 

 

Start Azure Active Directory PowerShell module. 
Enter the command: 
Connect-MsolService 
Connect to Azure Active Directory with the user 
admin@miam.onmicrosoft.com. 

 

Enter this command to enable synchronization on 
Azure Active Directory. 
Set-MsolDirSyncEnabled -EnableDirSync $true 
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Download and start the installation of Azure Active 
Directory Connect: 
https:// www.microsoft.com/en-
us/download/details.aspx?id=47594 

 
Use Express Settings.  
This will deploy SQL Server Express Local DB 
automatically. 

 

 

Username: admin@miam.onmicrosoft.com 
Click on Next. 
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Username: pocmiam\gmathieu 
Click on Next. 

 

Click on Next. 

 

Uncheck the box Start the synchronization process 
when configuration completes. 
 
Click on Install. 

 

Click on Close. 
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Start Azure AD Connect console. 

 

Click on Configure. 

 

Click on Customize synchronization options. 

 

Click on Next.  

 
Select only the OU MIM\Groups and the OU Users and Disabled_Users under each OU corresponding to the 
entity 
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Check the boxes Password writeback and Password 
synchronization. 

 

Check the box Start the synchronization process 
when configuration completes. 
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2.7 CONFIGURE AZURE ACTIVE DIRECTORY PASSWORD SELF SERVICE 
FEATURES 

 

Go to https://manage.windowsazure.com and click 
on Active Directory. 
 

 

Click on Configure. 

 

Users enabled for password reset: select Yes. 
 
Restrict access to password reset: select No. 
 
On Authentication Methods Available to Users, 
select only Office Phone, Mobile Phone and Alternate 
Email Address. 
 
Number of authentication: 1 

 

 

Require users to register when signing in: select Yes  
 
Number of days before users are asked to re-confirm 
their authentication information: 360 
 
Write back passwords to on-premises active 
directory: select Yes 
 
Allow users to unlock accounts without resetting 
their password: select Yes 

 

 
Email Language Preference: select English 
 
Notify admins when other admins reset their own 
passwords: select Yes 
 
Click on Save. 
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Connect to the Office 365 administrative portal. 
Go to Billing | Subscriptions. 

 

Click on Add subscriptions. 

 

Start a trial of Enterprise Mobility Security E5. 

 

Click on Try now. 

 

Click on Continue. 
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2.8 INSTALL POCMIM 

2.8.1 Install SQL server on POCMIM 

Download Windows 2012 R2 installation file to install .Net Framework 3.5. 
This is a prerequisite for SQL server 2012 SP3. Check that pocmiam\svc-sql is member of the local 
administrators group on POCMIM. 
 

 

Select the following components: 
ü Database engine 
ü Full-text search 
ü Management Tools - Basic 
ü Management Tools - Complete 

 

Enter MIM as Instance name. 

 

Click on Next. 

 

Collation: Latin1_General_100_CI_AS 
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Add pocmiam\svc-sql and local administrators group 
as SYSADMIN. 

 

Click on Install button. 

 

Click on Close button. 

 

Start SQL Server Configuration Manager. 
Go to Protocols for MIM properties in the tab IP 
Adresses. 
Configure SQL Server database to listen on port TCP 
1433. 
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2.8.2 Install SharePoint 2013 Foundation on POCMIM 

This documentation is based on https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-
use/prepare-server-sharepoint  
 
Download SharePoint Foundation Server 2013 SP1: http://www.microsoft.com/fr-
fr/download/details.aspx?id=42039 
 
Check that the user account pocmiam\svc-mimsps is a local administrator of the server POCOIM. 
 

 

Click on Install Software prerequisites. 

 

Click Next. 

 

Click Next. 
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Click on Finish and then restart the server. 

 

After Restart, the installation continues. 

 

Click on Finish button. 
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Start the installation of SharePoint 2013 Foundation. 

 

If the following message appears, apply this 
procedure: 
https://support.microsoft.com/fr-
fr/help/3087184/sharepoint-2013-or-project-server-
2013-setup-error-if-the-.net-framework-4.6-is-
installed 
 

 

Click on Continue. 

 

Click on Install Now. 
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Click on Close. 

 

Click Yes. 

 

Select Create a new server farm. 
Click on Next. 

 

Enter the following information: 
Database Server: POCMIM\MIM 
Database name: SharePoint_Config 
User: pocmiam\svc-mimsps 
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Enter the passcode. 

 

Click on Next. 

 

The URL of the central admin is 
http://pocmim:29371/  
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Click on Finish. 

 
Create web application. 
Start SharePoint 2013 Management Shell. 
$adminCredentials = get-credential pocmiam\svc-mimspspool  
$dbManagedAccount = New-SPManagedAccount -Credential $adminCredentials 
New-SpWebApplication -bŀƳŜ άaLa tƻǊǘŀƭέ -!ǇǇƭƛŎŀǘƛƻƴtƻƻƭ άaLa!ǇǇtƻƻƭέ -ApplicationPoolAccount 
$dbManagedAccount -AuthenticatƛƻƴaŜǘƘƻŘ άYŜǊōŜǊƻǎέ -Port 80 -URL http://mimportal.pocmiam.intra 
 

 
 
Create the SharePoint site collection. 
$t = Get-SPWebTemplate -compatibilityLevel 14 -LŘŜƴǘƛǘȅ ά{¢{Імέ 
$w = Get-{t²Ŝō!ǇǇƭƛŎŀǘƛƻƴ άaLa tƻǊǘŀƭέ 
New-SPSite -Url $w.Url -Template $t -OwnerAlias pocmiam\svc-mimspspool -CompatibilityLevel 14 -Name 
"MIM Portal" -SecondaryOwnerAlias pocmiam\svc-miminstall 
$s = SpSite($w.Url) 
$s.AllowSelfServiceUpgrade = $false 
$s.CompatibilityLevel 
$contentService = [Microsoft.SharePoint.Administration.SPWebService]::ContentService; 
$contentService.ViewStateOnServer = $false; 
$contentService.Update(); 
ϷŦƛƳtƻǊǘŀƭ¦Ǌƭ Ґ άƘǘǘǇΥκκƳƛƳǇƻǊǘŀƭΦpocmiam.intraέ 
Set-SPWebApplication -Identity $fimPortalUrl -AuthenticationMethod Kerberos -Zone Default 
cd c:\windows\system32\ inetsrv 
.\config\applicationHost.config .\config\applicationHost.config.bak 
.\appcmd.exe set config "MIM Portal" /section:windowsauthentication 
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Change the configuration of the default website to listen on port TCP 8080 instead of TCP 80. 
 

 
 

 

Connect to the SharePoint website by using the user 
account pocmiam\svc-miminstall. 
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Disable indexing. Start SharePoint 2013 Management Shell: 
Get-SPTimerJob hourly-all-sptimerservice-health-analysis-job | disable-SPTimerJob 
 

 
 
Restart the server. 
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2.8.3 Deploy MIM Synchronization Service on POCMIM 

Check if pocmiam\svc-mimsync is member of the group Administrators on POCMIM. The account will obtain 
SYSADMIN right on the SQL server instance MIM. 
Check if .Net Framework 3.5 and 4.5 are installed on POCMIM. 
Check if SQL Server 2012 native client is installed on POCMIM. 
 

 

Open a session with a domain user which have local 
administrator right. 
Check if you have created the 5 MIM 
Synchronization Service groups created previously. 
Click on Install Synchronization Service link. 

 

Click on Next. 

 

Select a named instance and enter MIM. 
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Enter the following information: 
Service account: svc-mimsync 
Password: enter the password 
Service Account Domain or local computer name: 
pocmiam 
 
The domain name must be entered in NETBIOS 
format. 
 

 

Administrator: pocmiam\FIMSyncAdmins 
Operator: pocmiam\FimSyncOperators 
Joiner: pocmiam\FIMSyncJoiners 
Connector browse: pocmiam\FIMSyncBrowse 
WMI Password Management: 
pocmiam\FIMSyncPasswordSet 

 

Check the box Enable firewall rules for inbound RPC 
communications. 

 

Click on Install. 
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Click on OK. 

 

Backup the key in the folder C:\_adm. 

 

Click on Finish and then restart the server. 

 

In case of installation error, you can start the 
installation with a log file by using this command: 
msiexec /i "D:\Synchronization 
Service\Synchronization Service.msi" /L*v 
c:\Log\LOG.txt  
If you obtain this error 25009, apply the following 
procedure and check if you have install .Net 
Framework 3.5. 
https://social.technet.microsoft.com/wiki/contents/
articles/1734.fim-troubleshooting-installation-error-
25009-sa-admin-rights-missing.aspx 
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2.8.4 Install MIM Service on POCMIM 

Open a session with the user pocmiam\svc-miminstall. 
This user has local administrative right on POCMIM server, on the SharePoint Server and on SQL server 
instance. Provide SYSADMIN right to this account: Pocmiam\svc-mimma. 
 

 

Click on Install Service and Portal. 

 

Click on Next. 

 

Click on Next. 

 

Click on Next. 
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Do not install the following components: 
MIM password Registration Service 
MIM Password Reset Portal 
MIM Reporting 
Privileged Access Management. 

 

Database Server: POCMIM\MIM 
Click on Next. 
 
Note: 
Install will continue even if you enter a bad SQL 
instance name but the FIM Service will not start. 

 

Enter the name of the Exchange Server: 
pocexch1.pocmiam.intra 

 

Click on Next. 
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Enter the following information: 
Service Account Name: svc-mimservice 
Service Account Domain: pocmiam.intra 
Service Email Account: gmathieu@pocmiam.intra 

 

MIM Management Agent Account: Pocmiam\svc-
mimma 

 

MIM Service Server address: 
Mimservice.pocmiam.intra 

 

SharePoint site collection URL: 
http://mimportal.pocmiam.intra 
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Registration Portal URL: 
https:// register.pocmiam.intra 

 

Check the boxes Open ports 5725 and 5726 in 
firewall and Grant authenticated users access to 
MIM Portal site. 

 

Click on Next. 

 

Click on Install. 
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Click on Finish. 

 

The user Pocmiam\svc-mimservice has been granted 
access to SQL Server database automatically by the 
setup. 

 
Add *.pocmiam.intra in Local Intranet website zone to enable Kerberos authentication. 
Start IIS and configure the MIM portal website to listen on TCP 443 and map a web server certificate. 
 
Connect to: http://mimservice.pocmiam.intra/IdentityManagement 
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2.8.5 Install Visual Studio 2015 on POCMIM 

Install Visual Studio 2015.  
This tool is required to create MIM 2016 rules extension or Metaverse rules. 
Perform a default installation. 
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2.8.6 Install MIMWAL 

MIMWALL allows to extend MIM workflow activities: 
ü Add Delay - Add delay in workflow processing 
ü Create Resource - Create new MIM resources 
ü Delete Resources - Delete existing MIM resources 
ü Generate Unique Value - Generate unique value for use in attributes 
ü Request Approval - Request Approval during authorization phase 
ü Run PowerShell Script - Run PowerShell script code 
ü Send Email Notification - Send Email Notifications 
ü Update Resources - Update existing MIM resources or read existing MIM resources to populate 

WorkflowData dictionary 
ü Verify Request - Verify request during authorization phase 
 
http://microsoft.github.io/MIMWAL/  
https://github.com/Microsoft/MIMWAL/wiki/Add-Delay-Activity 
 
The step to install MIMWALL is described here: 
https://github.com/Microsoft/MIMWAL/wiki/build-and-deployment 
https://tlktechidentitythoughts.wordpress.com/2016/02/02/mimfim-workflow-activity-library-installation/ 
 
Create the Key pair. 
 

 
 
Copy the pair key to the proper emplacement. 
Edit the file WAL.sln with Visual Studio. 
Compile the project in Release mode. 
 

 
 
Go to the folder C:\_adm\MIMWAL-2.16.1028.0\MIMWAL-2.16.1028.0\src\SolutionOutput. 
Start the register.ps1 script. 
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Start also the command: UpdateWorkflowXoml.ps1 
 

 
 
Check that all news workflow activities are available. 
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3 CONFIGURE MIM 2016 SOLUTION 

3.1 MAIN USE CASES 

3.1.1 schema and synchronization rules 

HR database 
(person class) 

AD attribute  
(User class) 

MIM 
Synchronization 

Service   
(person class) 

MIM Service 
(person class) 

Provision 
(source of 
authority) 

Update (source 
of authority) 

Rules 

Global_ID 
ExtensionAttribute

15 
Global_ID Global_ID HR Database 

No update 
allowed 

Change is not allowed. 
Global_ID is a counter (digits only). 

FIRST_NAME Sn LastName LastName HR Database HR Database  

LAST_NAME givenName Firstname Firstname HR Database HR Database  

 MailNickName MailNickName MailNickName HR Database 
AD (Manual 

change) 
Allow to build email address. 
Generate automaticaly: GivenName + . + Sn 

 displayName displayName displayName Mim portal Mim portal Sn + space + GivenName 

EMPLOYEE_ID 
ExtensionAttribute

1 
EmployeeId EmployeeId HR Database HR Database 

HR code entity and employee ID  
Example: S000000002E000000001 
9ƳǇƭƻȅŜŜL5 ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ ǘƘƛǎ ŦƻǊƳŀǘΦ ²Ŝ ǿƛƭƭ ǳǎŜ 
ExtensionAttribute1 instead. 

EMPLOYEE_TYPE EmployeeType EmployeeType EmployeeType HR Database HR Database 2  possibles values : Internal and External 
Could be changes by manager (Mim portal) or by HR 
team. EMPLOYEE_TYPE EmployeeType EmployeeTypeMim EmployeeType N.A Mim portal 
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 samAccountName AccountName AccountName MIM portal MIM portal 

Active Directory login 
Generated automatically : givenname + . + Sn. 
In case of conflict, add a digit 
Size: 20 characters 
If first name or last name is changed, 
SamAccountName is not updated automatically. 

 distinguishedName   AD 
AD (Manual 

change) 

Size: 255 caractères 
Generated automatically. If first name or last name is 
changed, DistinguishedName is not updated 
automatically. 

 cn   AD 
AD (Manual 

change) 

Size: 255 caractères 
Generated automatically. If first name or last name is 
changed, Cn is not updated automatically (rename). 

 mail Email Email AD AD 
Generate by Exchange (email addresses policy) based 
on mailnickname 

 userPrincipalName   MIM portal MIM portal 
Generate automatically based on SamAccountName 
and Company attribute: SamAccountName + 
@pocmiam.msreport.fr 

DIVISION company company company HR Database HR Database 
Generate randomly based on HR6.XLS file. 
Example: ENTITY1 

DEPARTMENT department department department HR Database HR Database 
Generate randomly based on HR6.XLS file. 
Example: Internal Communication 

JOB_TITLE title JobTitle JobTitle HR Database HR Database 
Generate based on HR6.XLS file. 
Example: Executive Assistant Finance / Legal 

MANAGER Manager Manager Manager HR Database HR Database Contains the Global_ID value of the Manager. 

STATE streetaddress PostalAddress Address HR Database HR Database 
Generated randomly based on AddressesPhones.csv. 
Example: 255 quai de la Bataille de Stalingrad 

ZIP_CD postalCode postalCode PostalCode HR Database HR Database 
Generated randomly based on AddressesPhones.csv. 
Example: 92866 

CITY l City City HR Database HR Database 
Generated randomly based on AddressesPhones.csv. 
Example: London 
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C 
co 
C 

CountryCode 
Country Country HR Database HR Database 

Generated randomly based on AddressesPhones.csv. 
Example: France 

Mobile Mobile MobilePhone MobilePhone HR Database HR Database 
Generated randomly based on AddressesPhones.csv. 
Example: +33 (0)6 57 75 84 28 

Mobile Mobile Mobile MobilePhone N.A Mim portal 

Generated randomly based on AddressesPhones.csv. 
Example: +33 (0)6 57 75 84 28 
Allow to update mobile from MIM portal (avoid 
bidirectional synchronization). 

TelephoneNumber TelephoneNumber OfficePhone OfficePhone HR Database HR Database 
Generated randomly based on AddressesPhones.csv. 
Example: +33 (0)1 57 75 84 28 

TelephoneNumber TelephoneNumber TelephoneNumber OfficePhone N.A Mim portal 
Generated randomly based on AddressesPhones.csv. 
Example: +33 (0)1 57 75 84 28 

 thumbnailPhoto Photo Photo Mim portal Mim portal Photo attribute 

EmployeeEndDate AccountExpires EmployeeEndDate EmployeeEndDate HR Database HR Database Used to deprovision user. 

EmployeeStartdate  EmployeeStartdate EmployeeStartdate HR Database HR Database Employee start date. 

Type 
ExtensionAttribute

10 
Type Type HR Database HR Database 

Generated Randomly based on Type.csv. if "Cadre" or 
"Agent de maitrise": no manager approval if you 
change EmployeeTYpe, Mobile or TelephoneNumber. 
If cadre dirigeant, approval is required if you change 
HR field from MIM portal (EmployeeType, Mobile, 
TelephoneNumber) 

Domain  Domain Domain HR Database 
No change 

allowed 
If 1, create user in domain, pocmiam.intra 
If 2, create user in domain child.pocmiam.intra 
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3.1.2 MIM 2016 Web interface customization 

The edit form of the Mim 2016 web portal will be configured to display the fields in the table below: 
 

General Work info Contact Info 

Photo Employee Start Date Office Phone 

Global_ID Employee End Date Mobile Phone 

First name Employee Type Address 

Last name Employee Id City 

DisplayName Manager Postal code 

AccountName Company Country 

Domain Department 

E-mail alias Job title 

E-Mail Type 

 
Only fields in Red and bold could be changed by a manager via MIM Portal. 
Only fields which are underline could be changed by the user himself. 
Other fields will be displayed in read only. 
 

3.1.3 Other requirements 

MIM 2016 will be configured to: 
ü Provision, update and deprovision accounts in AD and Exchange 2013 automatically based on HR CSV file 

(by synchronization). 
ü Implement different policies for internal and external users (value for DisplayName). 
ü Allow an end user to update himself his mobile phone. 
ü Allow manager to edit the AD accounts of this reports. 
 

3.2 CREATE HR DATABASE AND IMPORT YOUR HR DATA 

In this lab, I first create a HR CSV file with all information about my users. 
You can use the solution provided here: 
http://msreport.free.fr/articles/GenerateCSV.zip  
The script CreateCSV-V6.ps1 generates the HR CSV file with a specified number of random users. 
You can also define the number of entity.  
Each entity has a level 1 manager, a few level 2 managers and standards internal or external users. 
The PowerShell script uses data of several files to generate information of the users. 
 
Pay attention to the name of each column (rename it if necessary). Then, you need to create a new table and 
import this file in a SQL table. 
 

 

Create the HR SQL Server database. 
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Import the CSV as a new table. 

 

Text qualifier: semicolon 
 

 

Click on Advanced Tab. 
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Configure each attribute with string [DT_STR] with a 
value of 500 for OutputColumnWidth. 
Perform this action for each column / attribute. 

 

Click on Next. 

 

Click on Edit Mappings button. 
Check result. All attributes must be varchar 500. 
Click on Next. 
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Click on Next. 
Click on Finish. 
 

 

Click on Close. 

 

Go to Tools | Options. 
Enter 200000 under Table and View options. 
 

 

You can now edit via SQL Server Management tool a 
table with 200000 lines. 
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During this lab, we will directly modify this SQL table to validate behavior of the solution. 
 

3.3 CONFIGURE LOGO 

Go to the folder 
C:\Program Files\Common Files\microsoft shared\Web Server Extensions\14\TEMPLATE\IMAGES\MSILM2 
Rename the Logo.png as Logo-old.png. 
Copy your logo. 
Enter iisreset command. 
 

3.4 CONFIGURE THE MIM SYNCHRONIZATION SERVICE SCHEMA AND THE 
MIM SERVICE SCHEMA 

 

Add the Global_ID attribute (string) and index it to the 
class Person. Perform the same thing for attributes 
EmployeeTypeMim, Type, HomeMdb,  
MsExchHomeServer and Domain. 

 

 

 

Go to MIM portal in Administration | Schema. 
https://mimportal.pocmiam.intra/IdentityManagem
ent/aspx/schema/AllAttributeDescriptions.aspx 
 
Create the Global_ID, Type, Domain, HomeMdb and 
MsExchHomeServer attributes. 
 
All these attributes must be string and be indexed. 
 
Click on Finish and then Submit. 
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Create all bindings. 
Assign each new attribute to the class Person.  
https://mimportal.pocmiam.intra/IdentityManagem
ent/aspx/schema/AllBindingDescriptions.aspx 
 

 

Configure the filter permission to allows 
administrators and non-administrators to use these 
new attributes (Global_ID, Type, Domain, HomeMdb 
and MsExchHomeServer) as filter. 

 

 
 

 

Perform this action for administrator filters and for 
non-administrator filters. 
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Configure EmployeeType attribute and 
EmployeeType binding to allow the following 
values : Internal and External. 
 
String pattern : 
^(Internal|External)?$ 

 
Perform the same thing on the Employee Type binding. 
 

 

 

 
We need now to configure the list of companies. Go 
to Administration | Schema Management and click 
on Bindings. 

 

 

Go to advanced view and enter the following value 
in String regular Expression. 
^(ENTITY1| ENTITY2| ENTITY3)?$ 
 

 
Start IISRESET in a command prompt to apply the change on MIM 2016 portal. 
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3.5 CREATE THE HR MANAGEMENT AGENT (SQL SERVER) IN MIM 
SYNCHRONIZATION SERVICE 

 

Start the console MIIS.EXE (Synchronization Service). 

 

 

Create a SQL Server Management Agent named HR. 

 

 

Enter the information to connect to the SQL Server 
database / table. 
Click Next. 
Define Global_ID as source anchor (set anchor 
button). 
 

  

 

Select the attribute MANAGER and click on button 
Edit. 
Configure as MANAGER as Reference (Dn) attribute. 
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All user without a valid Global_ID will become 
disconnector. 
 
Use the Global_ID as join rule. 

 

Click on New projection rule and select Person as 
Metaverse Object type. 

 
Lƴ ǘƘŜ ǘŀō ά/ƻƴŦƛƎǳǊŜ !ǘǘǊƛōǳǘŜ ŦƭƻǿέΣ ŎƻƴŦƛƎǳǊŜ ƴƻ ŀǘǘǊƛōǳǘŜ ŦƭƻǿΦ ²Ŝ ǿƛƭƭ ǳǎŜ ŀ aLa ǎŜǊǾƛŎŜ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ 
rule to replicates HR data to the Metaverse. 
 

 

Select Stage a delete on the object for the next 
export run. 
 
hƴ ǘƘŜ ǘŀō ά/ƻƴŦƛƎǳǊŜ ŜȄǘŜƴǎƛƻƴǎέΣ ŎƭƛŎƪ ƻƴ Finish 
button. 
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3.6 CREATE THE ACTIVE DIRECTORY MANAGEMENT AGENT 

 

Create a new Active Directory Management Agent 
named AD. 

 

 

Use the account pocmiam\svc-adma to connect to 
Active Directory forest. 
 
We have defined previously Active Directory 
permissions in the 2 domains for this service 
account. 

 

 

Click on Containers button. 
Select only OU corresponding to each HR entities. 

 
In the Select Containers windows, select for each entity root OU, the OU Groups, Disabled_Users and Users. 
Perform this operation for the 2 domains. Click on Next button. 
 
In configure Provisionning hierarchy, click on Next. 
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Keep existing object classes. 
Select contact, user and group object. 

  

 

You must have prepare your schema for Exchange. 
 
Select all default attributes. 
Click on Show all box. 
Select ObjectSid. 
 
Select also all attributes used in this lab and add also 
attributes required for Exchange 2013 like 
HomeMdb, MsExchHomeServer 
 
 
 
 
Add also attributes related to password and group 
management: 
Unicodepwd 
Pwdlastset 
GroupType 

 

 

Configure as disconnector each user without 
ExtensionAttribute15. This attribute will store the 
Global_Id. 
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Configure ExtensionAttribute15 and Global_ID as 
join rule. 

 

Configure user join and projection rules. 

 

Configure group join and projection rules. 

 

Define 2 advanced rules used for group 
synchronization. 
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