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1 ARCHITECTURE OVERNIE

1.1 MIM 2016 / AZURE AVE DIRECTORY COMPWYRNS
MIM 2016 is a family of products.

Component \
MIM Synchronization Service
(previously MIIS 2003,.M
2007, FIM 2010)

Description

This is the MIM 2016 synchronization engine.

MIM Service / MIM Portal

MIM Service is Windows service that provide MIM Portal with web A

MIM Portal is the SharePoint website. It allows:

0 Configuration of MIM Service.

U User and groupsanagement from Business teams via a customizi
web interface. All the configuration is stored in a dedicated databas

BHOLD

This component providesccesshaseduser roles, attestation, analytics ar
role reporting featuresThis component will not bdeployed on thisab.

MIM Reporting

This component is based on SQL Server Reporting Services and Mi
System Center Service Manager (SCSM).

System Center 2013ervice Manager provides an integrated platform
automating and adapting your organiza2 y Qa L ¢ & SNIJA
practices, such as those found in Microsoft Operations Framework (N
and Information Technology Infrastructure Library (ITIL). It providesibu
processes for incident and problem resolution, change control, and ¢
lifecycle management.

MIM reporting willnot be deployed in thitab.

MIM Certificate Management
(previously named Certificatg
Lifecycle
Manager- CLM)

This tool allows smart cards, user certificates and computer certific
management. Smart card isquested from MIM Certificate Manageme
web interface. MIM Certificate Management includes workflows which a
to send email notifications. A modern app is available for MIM Certifi
Management.

This component will not be deployed in théd.

Priviege Access Managemer
(PAM)

This component allows to protect against vulnerabilities fkess the has
attack. PAM allows to define group mership expiration for highly
privileged group like Domain AdmiriEhis component will not be deploye
in thislab.

Azure Active Directory

The MIM 2016 Password S&érvice site will not be deployed becawse
will useAzure Active Directory Premideatureto perform this task.
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1.2 MIM 2016 SERVERS

The lab environment will be created on Azure laaS solution ahtbevilased on 4 servers.

@ hitps://portal.azure.com/2blade/HubsExtension/Resources/resourceType/Microsoft. Compute32FVirtualMachines o-ac
@ Machines virtuelles - Micro...
File Edit View Favourites Tools Help

admin@miam.onmicr... (@

LUV
A _ X

Abonnements : Tous les 2 célectionnés
Filtrer par nom... Tous les abennements v
L] 4 éléments extraits

rs NOM ETAT GROUPE DE RESSOURCES EMPLACEMENT ABONNEMENT
-
a

L pococt En cours d'exécution POCGSI Europe occidentale Paiement & I'utilisation

4 PocpC2 En cours d'exécution POCGS] Europe occidentale Paiement & I utilisation

2 POCEXCH1 En cours d'exécution POCGSI Europe occidentale Paiement & I'utilisation

@ J

2l PocMIM En cours d'exécution POCGSI Europe occidentale Paiement & I'utilisation

The following tables describes the lab environment.

Server Configuration

Standard_A2_v2 (2CPU, 4 GB of memory, one 130 GB systen) disk
OS: Windows 2008 R2

POCDC1 Roles: domain controller POCMIAM.INTRAanNd Azure Active Rictory Connect server.
Remote access: RDpofdclwesteurope.cloudapp.azure.com
Backupevery dayat 3 AM.

Standard_A2_v2 (2CPU, 4 GB of memory, one 130 GB systen) disk
OS: Windows 2008 R2

POCDC2 Role: domain controllerGHILD.POCMIAM.INTRA

Remote acess: RDRppcdc2.westeurope.cloudapp.azure.gom

Backup: every day at 3 AM.

Standard_A2_v2 (2CPU, 4 GB of memory, one 130 GB system disk
OS: Windows 2012 R2

POCEXCH1 | Role: Exchange 2013 server SP1

Remote access: RDpbexchl.westeurope.cloudapp.azumm

Backup: every day at 3 AM.

Standard DS11 v2 (ZRJ, 14 GB of memorgne 130 GEBSBystem disk
OS: Windows 2012 R2 Standard

Roles: SQL Server 2012 SP31IM), MIM 2016 Synchronization Services, MIM 201
Services, SharePoint 2013 portakial Studio 2015 U3.

Remote access: RDBbEmim.westeurope.cloudapp.azure.cpm
Backup: every day at 3 AM.

POCMIM
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1.3 MIM 2016 LICENSING

g ! s I,

GROUP PASSWORD DECLARATIVE REPORTING
MANAGEMENT RESET SYNC
@ o ® e
“'\?,7:\ Microsoft* SEEn Microsoft*
2 Forefront < Forefront
Identity Manager 2010 R2 Identity Manager 2010 R2

-
CAL Required

................................................................................

-

< Forefront
Identity Manager 2010 R2

; . ;

f ;’ Windows Server ?’ §5[Server Third-party systems

Actve Divectory

Q‘
' No CAL Required |

Microsoft has completely change MIM 2016 license model since April 2015.

Windows Server license includes Microsoft Idenkitsgsnager 2006 server license.
After 1st of April 2015:

indows Server license (Standard & Datacenter) will include FIM server entitlement
CEFIM Server 2010 R2 licenses will not be available anymore on the price lists

The FIM server will no longer be scld as a separate license, but instead Windows Server licenses will allow customers to
install the FIM Server software.

AnAzure Active Directory Premium &r1P2license is required forach usewhich is managed via MIM portal /
service or MIM Certificate Management.

If you only use MIM Synchronization Service Azare Active Directory @niumlicense is required.

Enterprise Mobility Suite (EMS) or Enterprise Cloud H&@S) plans includezure Active Directory Premium
license component.

If the FIM Portal, Service, or Certificate Management component is going to be deployed, a FIM CAL is required
or each user which is managed by FIM. If you will only be using the FIM Sync Service, CALs are not required

If you use MIM 2016 to manage external users, an external connector license is required {idiee by 1000).

Summary

+ aserver license is needed for each server on which FIM compenents are installed

- you need a CAL for each user for whom the software issues or manages identity information. (inlc. smart card &
digital certs)

- & CAL s required for a administrator using FIM portal & services.

BUT

+ no CAL is needed if you only use the sync service
= no device CALs needed

+ Under SA you are allowed to install one cold-standby server with the same license
+ you can use ILM 2007 with your FIM license
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aLa t2NIFf NBldzANBa G2 RSLIX2& | {KFENBt2Ayd {SNBSN TI
f AOSyasSo { KI NBt 2Ay(G Hnmc F2dzyRIGA2y y2 f2y3SNI SEAA
required to deploysharePoint Server 2013 Foundation

You coulduse Office 365 E3 / E1 licenses which incduatgharePoint client access licensedeploy SharePoint
2016.

MIM includes license for System Center Serviemager {/1IM 2016reportingfeature).

More information:

https://technet.microsoft.com/enus/library/mt346112(v=office.16).aspx
http://social.technet.microsoft.com/wiki/contents/articles/2487.how-licensefim-2010andmim-2016.aspx
http://www.interlink.com/blog/entry/what-issmicrosofts-enterprisecloud-suite-ecs1

1.4 SQL SERVER CONFIGUBM

Performance on MIM 2016 solution is relying to SQL Server performance.

System Center Service Manager Management SER&rS 3 vV Qi 4 dzlJLJ2 NB K{ W R& {BMIBS NV ff 1 m1
2012 will be used for all SQL servers (one SQL Server version) for the POC environment.

System Center Service Managelanagement Servesnd Data Wharehousegquire a supportedaollation type
(Latinl_General_100_CI A8 allow multi languages gport.
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-sgtservercollation-
requirementsfor-systemcenter2012/

CKIFGQa gKeée |ttt {v][ aSsnNnDSdkal d00fC AIzaS GKAA O2ffFGA2y o

SQL server 2012 SP2 will be installedREDCMIM(instance MIM) withdatabase engingfull-text search
components

MIM SynchronizationService (Forefront Identity Manage2010 R2) has betteperformance when ollocating
service and database.

You must perform these actions on SQL server to obtain best performance:

U On the left, click Memory and change the Maximum server memory (invislié@ to 4096 This will limit
the amount of memory allocated to this SQL Server Instance and reduce the risk to have the operating
system competing with SQL Server for memory resources.

U On the left, click Database Settings and check the Compress Backup box.

0 On the left, click Advanced, look at the value of Max Degree of Parallelism. It should be set to 1.

When SQL Server runs on a computer with more than one microprocessor or CPU, it detects the best degree of
parallelism, that is, the number of processormmoyed to run a single statement, for each parallel plan
execution. You can use the max degree of parallelism option to limit the number of processors to use in parallel
plan execution. To enable the server to determine the maximum degree of parallsks$rhis option to 0O, the

default value. Setting maximum degree of parallelism to 0 allows SQL Server to use all the available processors
up to 64 processors. To suppress parallel plan generation, set max degree of parallelism to 1. Set the value to a
number greater than 1 to restrict the maximum number of processors used by a single query execution. The
maximum value for the degree of parallelism setting is controlled by the edition of SQL Server, CPU type, and
operating system.

1.5 SHAREPOINT ARCHITERET

SharePoint 2013 Foundation will be used for the POC because:
U aLa fA0SyaS R2SayQi AyOfdzRS {KIFENBt2Ayd {SNIBSNI f A0Sy
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http://social.technet.microsoft.com/wiki/contents/articles/2487.how-to-license-fim-2010-and-mim-2016.aspx
http://www.interlink.com/blog/entry/what-is-microsoft-s-enterprise-cloud-suite-ecs-1
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sql-server-collation-requirements-for-system-center-2012/
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sql-server-collation-requirements-for-system-center-2012/

U SharePoint 2016 foundation is not availabléps://te chnet.microsoft.com/en
us/library/mt346112(v=office.16).aspx

SharePoint Foundation will be configured to use@CMIMMIM.
Indexing in the SharePoint Server will be disabled to gain performance.

1.6 MIM SYNCHRONIZATISBRVICE AND MIM SERVSCHEMA

The sckemaof MIM Services and MIM Synchronization Servigiishe updated to addttributeslike
Global_IDDomain HomeMdb, MsExchHomeSert@the clasPerson

TheEmployeeTypattribute will be updated to allow onlghe values:internal, External
http://bit.ly/MIMServiceSchema
http://aka.ms/FIMServiceSchema

The company attribute will be a dregown list.

1.7 MIM REPORT

MIM 2016 report is based on System Center Serianager Management Server, System Center Service
Manager Data Warehouse a8QL Server reporting ServicBgstem Center Service Manager Management
Server and System Center Service Manager Data Warehouse could deployed on the same servéihe
collation of System Center Service Manager databases muisatiel General 100 _Cl_ASexplained here:
https://technet.microsoft.com/enus/library/qg429478.aspx
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-sqlservercollation
requirementsfor-systemcenter-2012/

Service Manager Setup Wizard E3|

B it

the instance of SOL Server
ct whether to create a new

Microsoft:System Center 2012 R2

@ Connecting to nstance..

Database server. dbscsmr 50L Server instance:

_ I Microsoft System Center 2012 R2 Service Manager
Service Manager

v The Microsoft System Center 2012 R2 Service Manager is
d installed on this computer,

For a complete installation of
data warehouse management oK
computer as a data warehouse| .

Install

Additional Resources

Aanager management server Deployment Guide

s warehouse m ent server R
Service Manager data warehouse management serve Relense Notes

MIM report will not be deployed on thisb.
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1.8 SERVICE ACCOUNT

The following user account will be created in Active Directory

User ‘ Description

svesql This accounstartsSQL Server service (database and agent services).

svemimsync This accounstartsMIM Syntironization Service

svemimservice This accounstartsMIM Service

svemimsps MIM SharePoint configuration account

svemimspspool MIM SharePoinServerpool account

svemimma This user account is used f@iM Synchronizatin Servicesonnectos

svemiminstall User account for all administrative tasks.

svescsmwf System Center Service Manageail-enableduser to use for workflow.

svescsmrep System Center Service Manageporting and analysiserviceaccount

SVGScsm Service account to start System Center Service Manager services.
Service account used by MIM Synchronization Service Active Directory|

sveadma Connector to connect to Active Directory. This account has right to crez
update and delete users, groups,ntacts onPOCMIAMDU.

svesqima Service account ysed _by MIM Synchronizatipn Service SQL Server Col
to connect to Active Directory. This account is DBOWNBfRolatabase.

The following groups will be created:

U FIMSyncAdmingnembers:svemiminstall svemimserviceand svemiminstal)
FimSyncOperators

FIMSyncJoiners

FIMSyncBrowse

FIMSyncPasswordSet

SCSMAdmins(members:svemiminstall svescsmwf svescsmrepsvescsn)

[ ench et et B en S o B w

1.9 PASSWORD SEBERVEFEATURES

The MIM 2016 Password S&érvice site will ndbe deployed becausee useAzure Active Directory Premium
to perform this task.

1.10MIM CERTIFICATE MADEMENT

MIM certificate Management will not be deployed on tha.

1.11BHOLD
BHOLD will not be deployed on tiédb.
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1.12LANGUAGEACK

MIM language pack witlot be deployed orthis lakh
Pay attentionof the type of the collation for report features (SCSM)
https://technet.microsoft.com/enus/library/gg429478.aspx

The architecture has beedefined based of the following guide:

MIM capacity Planning Guidet{p://bit.ly/MIMCapacityPlanning

MIM compatibility matrix littps://docs.microsoft.com/erus/microsoftidentity-manager/plan
design/microsoftidentity-manager2016-supportedplatforms).
https://docs.microsoft.com/erus/microsoftidentity-manager/plandesign/microsoftidentity-managef2016-
supportedplatforms

http://b log.ilmbestpractices.com/

1.13NETWORK FLOWS

MIM Service listens on poftCP 572by default.

The following itendescribes all System Center Service Manager network flows:
http://aka.ms/SCSM2010Ports

Windows firewdlhas bea disabled to make thiab easier to deploy.
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2 INSTALLATION STEPHEP
2.1 DEPLOY THE ACTINHERITORY FOREST

Apply this guide to create domain controller in Azure laaS.
https://docs.microsoft.com/ernus/azure/activedirectory/activedirectory-new-forest-virtual-machine

We will create a forest with 2 domains.

After promotion of the child domain, youeed to resethe password of the trst between the 2 domains.
NETDOM TRUST child.pocmiam.intra /Domain:pocmiam.intra /UserBDgehdthieu /PasswordD: XXXXX
/UserO:pocmiarigmathieu /PasswordO:XXXX /Reset /TwoWay

) Acti ctory Domains and Trusts
T el - A ctive Directory Domains and Trusts
M Active Directory Domai d Trust:

fb om wme o
gl d A child.pocmiam.intra Properties [}
B child.pocmiam.intra Properties =) |4=d — =
B I [ (7]
5 Ac
=6 General | NS =t General |
&
. in this view,
This Domain: ~ [pecmiam.iira ThisDomai |chid pocmiam nira
Child Domain: |cmd pocmiam.intia S Ipnmam e
Trusttype: [Parent.Chid Tustyps:  [Paniciia
[~ The other domain supparts Kerberos AES Enciyplion I~ The other domsin suppeonts Ketberos AES Enviypiion
Ditection of tiust et affs
Tromey. Users e local dom TSPy s v Directory Domin Services =]
domain and users in the specifiec domain and users in the specifiec
domain _ e _
Transitvity of st ‘Q' The trust has been validated. It is in place and adive. Tieneliy o w_o_w The trust has been validated. It is in place and sctive.
This st s bansilive. Users fon This uustis ansiive, Usershian
enterprise may authenticate in th enterprice may authenticate in th [
-OK _OK
To confiim and. i necessary. - e To confim and, i necessaty. - e
clck Validate. [T cick Valdate JEEE|
ok | Caneel | e | Hem | 0K Cancel el Help

You also need to create the UPN Suffim.msreport.ft

E-"!! Active Directory Domains and Trusts
File Action Wiew Help
€= HEEHE]

5 Active Directory Domains and Trusts [ F
ﬁ! pocmiam. inkra

_!:"‘ Active Directory Domains and Trusts [ POCDC1.pocmiant.intra ﬂ ﬂ

UPN Suffixes

The hames of the curent domain and the oot domain are the: default user
principal name (UPN) suffizes. Adding altermative domain names provides
additional logon security and simplifies user logon names.

IF you want alkernative UPN sutfikes to appear during user creation, add
them ta the follawing list

Alternative UPN suffixes:
I Add

W_ Remove |

Create 3 OUtahe root of the domain. In this lab we have three entities.
In each OU, create a sub OU naméxkrs Disabled Userssroups
Perform this tasks in the 2 domains.
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2.2 CREATE A ROOT PUREICAUTHORITY
A PKI has been created on POCDCL1 to generate a Eapkange (SAN) certificate for POCEXCH1.

Add Roles wizard

=
! Select Role Services

Before You Begin Select the role services to install for Active Directory Certificate Servic
Server Roles Role services:
ADCS

[] orline Responder

[] network Device Enrollment Service

Ch Type [ Certificate Enralimant web Servics

[ Certificate Enrollment Policy Web Service

Setup Type

Privvate Key

Add Roles Wizard

-
! Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directary ko s
certificates, Specify whether you want ta set up an Enterpris

Server Roles

fDE 1+ Enterpriss
Rale Services Select this option iF this CA is a member of 3 domain and
certificates.

A Type

" standalone
Private Key Select. this option if this CA does not use Direckory Servic

. standslone C can be a member of a domain,

Add Roles Wizard

g
! Specify CA Type

A combination of root and subordinate
(PKI). & rook CA is a CA that issues ik
from another Ca. Specify whether yo

Before You Begin

Server Roles

A0S
Role Services & Rook Ca
Setup Tiae Select this option if you are install

 subordinate CA
Private Key Select this option if your Ca will ol
infrastructure.

Configure Cryptography for CA

W

Befere You Begin To ereete & rew private key, you musk first select & cryptoeyanbic service provider, hash skgorkhe, anel

o e the intended use of the ¥ou issue, Selecting a higher
e walue For by kenoth wll result n strcoger securky, but Picrease the tine nesded to Comclete SnG
o= ators
Roke services
Setun Tyoe. o (C5P): Key character lenqth:
[Rsarcrosoit saftware Key Storsns Provider =l [
CaTime

Prvats Kay Seleck the hash algorithn For signing certficates issued by this CA:

A Hlame. His1z

e T o
Certificate Database
Web Server (15) I ow acenistratas ntaeaction wha Hhe private ke i ccesced by the CA,
ol sarices
e oles Wcord X
iS'L Configure CA Name
e
Before You Begn Tood iy & COMANON Naivd 10 idertiy this A, This name  added to 8l certficates issued by the CA.
Server Roles
R (Common name For this CAr
ik Serviss ==
e e Ditngushed name s
cATipe =T
vate ke
crpiomrephy
previem ot
= C-Pocruan,Di-pochiim DCrinE
Certficats Database
Wieb Server (I15)
Pucke Services
Confrmation
Mars shout corfiouring & CA name
| =

Add Roles Wizard

=
!! Set Validity Period

Eefore You Begin A certificabe will be issued bo this CA to secure communications with other
certificates, The validity period of @ CA certificate can be based on a numl

Server Roles purpose of the Cé and security measures that you have taken to secure t

ADCS
Role Services Select validity period for the certificate generated for this CA:
10 |vears hd
Setup Type d
A Type CA expiration Date:  1/27/2027 12:46 PM
Note that CA vl issue certificates valid only unti its expiration date.
Private Key

SelectCertification Authorityand Certification
Authority Web Enrollment

SelectEnterprise

SelectRoot CA

SelectSHABG (instead ofSHA).

EnterPocmiam

Perform a default installation and ¢k onFinish
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2.3 CONFIGURE INTERNFPLBPRER BY GPO

DESTINATION SERVER

Select features 20CMpoemamintrs

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

Server Selection ~]  Group Policy Management is &
[ Date Center Bridging E A —

0 et Py o OO e poving Install GPMC on POCMIM.

= Enhanced Storage (installec) single administrative tool for

managing Group Palicy across the
Confirmation [ Failover Clustering Emﬂ:"i_ Gm’; M;yy
Policy Management} Management s the standard tool for
[ 1S Hostable Web Core managing Group Palicy.

[ Ink and Handwriting Services

[] Internet Printing Client

[] 1P Address Management (IPAM) Server
[ iSNS Server service

1 rnn Ao

Fie Action ‘iew Help
e Am 0/ mas Bz 6«
i/ ¥ [POCDC | POCMIAM INTRA] Policy
4 8 Computer Confguraton

b 2 Pokiies

(7 Preferences
4 4 User Configuration

Internet Settings
= Start GPMC with an account member of the group

& e s Enterprise Admins
O Folder Options
9

New Internet Explorer $ and &
A Tasks | intemet Explorer 7
Refresh, Internet Exploses 8 40 3

= [ et 0

) Ll Users and Groups

8 Netwark Options = Amangelcans
g:m Opicns s Uneuplcons

oters o policie seected
@ Regionsl Options Hep

Configure Internet Explorer default URL, favorites and local Intranet zone.
https://blogs.msdn.microsoft.com/askie/2012/06/05/howw-configureinternet-explorersecurityzone
sitesusinggroup-polices/
https://blogs.msdn.microsoft.com/asiatech/2014/12/16/hcto-applyfavoriteslinksto-ie10ieltin-gpo-
without-iem/

 Newintemet Bxplorer 10 Properties [N S et
File Action View Help

| Programs I Advanced I Commen | e an@m = BE ¥
General Securi Priva Content Connections = -
| ity | o | I (1 Credential User nterface N Site to Zone Assignment List
H (] Desktop Gadgets
fome page -
pag b [ Desktop Window Manager Site to Zone Assignment List -
@ To create home page tabs, type each address on its own iine. 1 Digital Locker = Previous Setting
- p ~| Edge Ul
https:/fpocmim.pocmiam.intra/ldentityManagement | ~ . g FH:B‘MW O NotConfigurea _ Corment: —
v [ File Revocation ®
Enabled
"""""""""""""""""""""""""" = Me
[ usecurrent | [ usedefauit | [[Usenewtsd | [ Instant Search st
4 [ Intemet Bxplorer or Windows
Startup 7] Accelerators
O Start with tabs from the last session [ Administrator Approved Con
1 ] Application Compatibility Optior B s
® Start with home page | Browser menus _
N 1 Compatiblity Vi = | Value name. Value
Tabs ompatibility View N N
(] Delete Browsing History Enter | pocmiam i [1 ;:(T;::::Z;?u |~
Change how webpages are displayed n tabs. 4 [ Internet Cantrol Panel ° miam msroportfr 1 + apply to al of the
[ Advanced Page b
Browsing history ) Contentpage
Delete temporary fles, history, cookies, saved passwords, and web b ] General Page 'a‘: 4 “"T‘:““ =
form information. 4 3 Secuity Page 5 inametsone.
7 Delete brawsing history on ext (1 Interet Zone can be setfor each
[ Intranet Zone and their default
~| Local Machine Zene ), Intranet zone =
= o iemping, md
[ Lecked-Down Interne -
- cal Machine zone
[ Locked-Down Intranet ccurity settings that
T | ‘ & ‘ ‘ E— ‘ | - ‘ [ Locked-Down Local M
=== [ Locked-Down Restrict
1 Locked-Down Trusted T you enable this policy Setting, you can enter a list of sites and
[ Restricted Sites Zone their related zone numbers. The association of a site with a zone
- will ensure that the security settings for the specified zone are
[ o« |[ canced |[ ey |[ reb | _ [ Tosted SitesZone applied to the site. For cach entry that you add to the lst, enter
2 [ Interet Settings the following information: >
b (] Advanced settings
& Group Policy Management Editor

Fie Acion View Hep
e 2E Lo XEmdz Bm B+t 3

OCDC POCMIAMINTRA] Poiicy o[ Name  * Oder  Acton  Shostout Target
Camputer Configuration Wm 1 Replace
b i Pokcies B Outiook Wieb App 2 Replace Wieb App.
b Preferences
4 3 Poiies
b Software Sektings ararsl | Camman
b 1) Windows Settings
& 1 Raistrates Templates: Palicy defint m’j Acson:[Rastace -
b 1 Control Panal
v [ Deskiop Hame: 3
b [ Network
1 Shared Feider: Teethpe [ -
b 1 Start e and Taskbar Locatin: Exglorer Feverses v
v £ System
b 5 Windows Compaents et | Fiwipooren poanan rivaenbivhensss

. Al Settings
4 71 Pretesences
2 1 Windows Semings
 Applcations Sormasiey:
2 Drive Mags
5] Enviranment
i
5 Folders
@) nFies 1con et =]
b glf Registry - o
(2] Shateuts

38 Conret Panel St
Somen o] Coma ] v | T ]

Guillaume MATHIEYJCTO Metsys http://msreport.free.fr ¢ http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog
https://blogs.msdn.microsoft.com/askie/2012/06/05/how-to-configure-internet-explorer-security-zone-sites-using-group-polices/
https://blogs.msdn.microsoft.com/askie/2012/06/05/how-to-configure-internet-explorer-security-zone-sites-using-group-polices/
https://blogs.msdn.microsoft.com/asiatech/2014/12/16/how-to-apply-favorites-links-to-ie10ie11-in-gpo-without-iem/
https://blogs.msdn.microsoft.com/asiatech/2014/12/16/how-to-apply-favorites-links-to-ie10ie11-in-gpo-without-iem/

2.4 INSTALL POCEXCH1

Configure a static private IP in Azure laaS for the Exchange server.
Configure a DNS alias for dynamic public IP. This allows to conn&ts ViagRDP):
pocexchl.westeurope.cloudapp.azure.com

Machines virtuelles POCEXCH1 > POCEXCH1-ip - Configuration O Rechercher des ressources y (@ EnCIEnSEs

[
= POCEXCH1-ip - Configuration b A = |
Aaresse 1P publique

%» Connecter Q' Redémarrer M Aréter [ Supprimer

Bases ~ ~ O Rechercher (Cirr+s Affectation

Statique
~ P POCEXCH1 Vue densemble Adresse P @
Etat Systéme d'exploitation B
En cours d'exécution Windows B jounal dactivite 5217419924
Taille L Délai dinactivité (minutes) @
0AM) Standard_A2_v2 (2 coeurs, 4 Go de mémoir... i Contréle d'accés (AM)
du nom DNS *
Balises X
’ Etiquette de nom DNS (facultatif) @
ésoudre les.. b-4¢05-003d-a23e88e5d750 i ["pocexcnt] x
PARAMETRES westeurape.coudapp.azure.com
surveillance & Configuration
fisponivilite: Pourcentage UC Propriétés s
& verous

0%

Machines virtuelles > POCEXCH1 > VMNETI » pocexch1837 - Configurations IP > ipconfig! O Rechercher des ressources @ @ "d"""@"“'“"”‘"“f"

el
x

At
# - 0O X m| pocexchl837 - Configurations IP # - 0O X ipconfigl - O
ertace réseat ;

R enregistrer X 1anorer

B Rechercher (Cirt+4) Paramétres de transfert 1P Paramatres d'adresse IP publique

= Transfert IP Activé Adresse IP publique
- B wesenenne pésoctne [

Réseau virtuel INET
& Joumal gacite

& * Adresse 1P 5
. . . POCEXCH1-ip (52.174.199.24)
- s Contréle daccés (AM) Configurations P P !
4 * Sous-réseau Lan (100.00/24) v
& calises Paramatres d'adresse IP privée
" Sechercher es contigurations 17 Réseau/sous.réseau virtuel
PARAMETRES ET
L] Nom Tvee ADRESSEIPPRIVEE  ADRESSE IP PUBLIQUE .
Affectation
Configurations IP
= - incanfigl principal 10.0.07 (Dynamique)  52.174199.24 (POCE.. ... oymamiave [EEEEY
B Serveurs DNS
& * Adresse 1P
@ Groupe de sécurité réseau [10007] *
- Propriétés

Prepare the server to deploy Exchange 2013
https://technet.microsoft.com/enus/library/bb691354(v=exchg.150).aspx

InstallWindowsFeature AHTTPActivation, DesktofExperience, NEHramework45-Features, RRQver
HTTPproxy, RSATlustering, RSATlusteringCmdIinterface, RSAJlusteringMgmt, RSATlustering
PowerShell, WelMgmt-Console, WABrocesdModel, WebAspNet45, WebBasicAuth, WebClientAuth,
WebDigestAuth, WebDir-Browsing, WeynCompression, WeHttp-Errors Web-Http-Logging, Web
Http-Redirect, WelHttp-Tracing, WeHSAREXxt, WeblSARFilter, WebLgcyMgmt-Console, Web
Metabase, WekbVigmt-Console, WelMgmt-Service, WelNet-Ext45, WekRequestMonitor, WebServer,
Web-StatCompression, WeBtaticContent, WebBNindowsAuth, WebWMI, Windowsldentity-Foundation,
RSAJADDS

eyl Administrator: Windows PowerShell [=[a ]
] e

g -C ering
IAS-Pr £ jasic-Auth t-Auth, Web-Dir-B
. Web-Http-Er P

C Tle, W

r, HTTP Acti
=tallation pr

Install therequiredhotfixes https://support.microsof.com/en-gb/help/3146715/hotfixrollup-3146715for-
the-.net-framework4.6-and-4.6.1in-windows

Install Unified Communications Managed API 4.0 Runtime
https://technet.microsoft.com/errus/library/bb691354(v=exchg.150).aspx
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iy daabes - crosoh Exch.. %

Exchange admin center

recipients servers databases  database avallability groups  virtual directaries  certificates
comgliance management t/8p0 -
- - - .
_ : Create one database for each entity. Use the sam
BRS - Amencac rea  POCEXCH1 Mounted ® PHS - International Large ¢
protection Maitox Detabase .. POCEXCHT s -
- s o sevn name than the company name.
el 055 - Chine Morted o POCHIOH
matile P Mowted o Database copees
public folders 065 - Nerth Amer s o P memationa g Accoumi(
X

Cogy quese lengih: ©
unified messaging Faet
i dtais

Install the Exchage 2013 Enterprise license.

Exchange admin center

reciients servers databases database availability groups virtual directories ~ certificates
permissions
comptance management Stec senver, [FOCEACHT pocniamies v

organization +sae -

s Generate Exchange 2013 certificate.
mail fiow new Exchange certificate

e This wizard will create 2 new certicate or a certificate request fle.

publc olders Vo can sithr et sl cereate orrequest st from o certfcatioy

authoriy. Learn more..

(@) Create a request for a certficate from a certification authority

O Creste » s signed conifcate

unified messaging

certification autherity

Cori Leammare.

new Exchange certificate

*Friendly name for this certificate:

| pocexchl.pocmiam.intra

new Exchange certificate

“Store certificate request on this server:

— x

You can store the certificate
request on any Client
Access server or Mailbox
server in your Exchange
organization.

Click onNext

EI00%

new Exchange certificate

Based on your slecions,the foloving domains will b included in your crsicat. You can add i hare, or
make changes. Leam more

+F-

oowan

prcexchmismmsregortfr

>

AutaDiscoverpocriam.intra

bt Click onNext

pocmiamintra

mism mareporti
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i€l Exchange Certificate - Internet Explorer

new Exchange certificate

*Save the certificate request to the following file (example: \\myservemamelshare\mycertrequest REQ):

| TEErey——] x] Use a local shared folder to store the request.

You'll need to submit the contents of the file you entered to a certification authority.

After you receive the certificate file from the certification authority, you'll need to click Complete in the Information pane to
install it on your Exchange server. Learn more

Microsoft Active Directory Certificate Services — Pocmiam

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #1
Web server) in the Saved Request box.

Saved Request:

£1kPZ/6r331iX3htpx/HUyIIdIqMuQ0fpwE4 98NV
Base-64-encoded YDiWDSKPoCoX25056ronacSixwisulkakuzGLie0m
certificate request | YUDG+sVXDBM6ZnTr53 gPNFIglhVIQSnEWRASO3MS

[CMC or OApO1nPA+EZ20Lsg0SHzOW2T71rhFzzIM1t73DJ5wn
PKCS#10or | — - END NEW CERTIFICATE REQUEST-———— v
prcs Y . N Click onSubmitbutton.

Certificate Template:

WebSerer |G

Additional Attributes:

Attributes:

Exchange admin center

certificates

=y >

+sm@ -

tipomants Click onCompletdlink to install the new certificate.

@ Exchange Certificate - Internet Explorer

complete pending request

Use a local shared folder.

This will import the certificate file that you received from the certification
authority. After it's imported, you can assign this certificate to various Exchange
services, Learn more

*File to import from (example: \\server\folder\MyCertificate.CER):

Wpocexchl .pocmiam.intra\c&N_adm\Exchange.cer b4

2 Exchange Certificate - Internet Explorer

pocexchl.pocmiam.intra

general

Sty the cencesyou want 0 sesim e cesrene o emmee.ASSIGN Al EXChange 2013 services to the new
e Exchange certificate.

[ Microsoft Exchange Unified Messaging
[ Unified Messaging Call Router

& IMAP

& POP

Iis

¥ SENVICES

Create an Echange mailbox fasvcadmaand add this user in the grouprganization Management
Also createan Exchange mailbox fevemimservice
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2.5 PREPARE THE ENVIRENM(DNS, SERVICE@UONT AND PREPARE
POCMIM)
The following procedure is based on the items:

https://docs.microsoft.com/fefr/microsoft-identity-manager/deployuse/preparingdomain
https://docs.microsoft.com/fefr/microsoft-identity-manager/deployuse/prepareserverws2012r2

Create DNS entrie@.0.0.9.
mimportal pocmiam.intra
mimservicgpocmiam.intra
registerpocmiam.intra

= DNS Manager

File  Action ‘iew Help

I EEEE =EEEE

5_.‘ LS Iame Type Data Timestamp
B 5 Pococl - | _msdes
(1] Global Logs _J sites
[ [ Forward Lookup Zones | :tcp
é“_J _rnsdcs, pocriam. inkra 9 udp
2 child.pocriarn.intra __ child

2 pocmiam.intra
| Rewerse Laokup Zones
| Conditional Forwarders

j DomainbnsZ ones
| ForestDnsZones

§:| ({same as parent folder) Start of Authority (SOA) [34], pocdel . pocmiam.intra....  skatic

§:| (zame as parent folder) MName Server (NS) pocdez. child. pocrmiam.intra. skakic

§:| (same as parent folder) MName Server (NS) pocdcl.pocmiam.intra. skakic

§:| (zame as parent folder) Host (4} 10.0.0.5 1/2212017 1:00:00 AM
& pocdet Host (&) 10,0,0,5 skatic

H pocexc Host (&) 10.0.0.7 1/22{2017 10:00:00 Ak
§:|POCI'\"III\"I Host (4] 10,0.0.4 1/22{2017 11:00:00 AM
=] mimportal Host: (&) 100,04

amimservice Host (4} 10.0.0.4

] register Host (&) 10,0,0,4

Createall services accounts.

Start PowerShell and enter the following commands:

import-module activedirectory

$sp = ConvertF8ecureString!!''YOURPASSWORD!"Hasplaintext-force
NewADUserSamAccountName svaimma-name svanimma
SetADAccountPassworierntity svemimma-NewPassword $sp
SetADUseridentity svemimma-Erebled 1-PasswordNeverExpires 1
NewADUserSamAccountName svaimservicename svemimservice
SetADAccountPassworitentity svemimservice-NewPassword $sp
SetADUseridentity svemimservice -Enabled tPasswordNesrExpires 1
NewADUserSamAccountName svaimsync-name svemimsync
SetADAccountPassworientity svemimsync-NewPassword $sp
SetADUseridentity svemimsync-Erabled 1-PasswordNeverExpires 1
NewADUserSamAccountNamgsvemimsps-name svemimsps
SetADAccountPassworilentity svemimsps-NewPassword $sp
SetADUseridentity svemimsps-Erabled 1-PasswordNeverExpires 1
NewADUserSamAccountName swagl-name svesql
SetADAccountPassworientity svesql-NewPasswor&sp
SetADUseridentity svesql-Erabled 1-PasswordNeverExpires 1
NewADUserSamAccountName swvoimspspoothame svemimspspool
SetADAccountPassworilentity svemimspspootNewPassword $sp
SetADUseridentity svemimspspootEnabled tPasswordNev&xpires 1
NewADUserSamAccountNamsvemiminstall-namesvemiminstall
SetADAccountPassworitlentity svemiminstall-NewPassword $sp
SetADUseridentity svemiminstall-Enabled PasswordNeverExpires 1
NewADUserSamAccountNamgvescsm-namesvescsm
SetADAccountPassworitlentity svescsm-NewPassword $sp
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SetADUseridentity svescsm-Enabled tPasswordNeverExpires 1
NewADUserSamAccountNamgvescsmrepnamesvescsmrep
SetADAccountPassworitlentity svescsmrepNewPassword $sp
SetADUseridentity svescsmrepEnabled XPasswordNeverExpires 1
NewADUserSamAccountNamsvescsmwi-namesvescsmwi
SetADAccountPassworitentity svescsmwf-NewPassword $sp
SetADUseridentity svescsmwi-Enabled XPasswordNeverExpires 1
NewADUserSamAcountNamesvecadma-namesveadma
SetADAccountPassworitlentity svcadma-NewPassword $sp
SetADUseridentity svcadma-Enabled XPasswordNeverExpires 1

ServicePrincipalName must be created to enable Kerberos authentication.
setspn-Shttp/mimservicesvemimservice
setspn-Shttp/mimservicepocmiam.intrasvemimservice
setspn-Sfimservice/mimserviceocmiam.intrapocmiam svemimservice
setspn-Sfimservice/mimservicpocmiam svemimservice

setspn-S http/mimpotal pocmiamsvemimspspool

setspn-S htp/mimportal.pocmiam.intra pocmiasvemimspspool

Create the groups below (global groups).
FIMSyncAdmins

FIMSyncBrowse

FIMSyncJoiners

FimSyncOperators
FIMSyncPasswordSet

SCSMAdmIns

Addsvemimserviceas member of the groupIMSyncPasswolto enablePasword reset portgl
Addgmathiey sa-mathieu, svemimserviceand svemiminstallas members of the groupIMSyncAdmins
Addgmathiey sa-mathieu, svemiminstall svescsmwfsvescsmrepsvescsmas members of the groupCSM
Admins

& Add Roles and Features Wizard - | o 0
DESTINATION SERVER
Select features MIMSQLmssipTe
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
rver selection ~ NET Framework 3.5 combines the
3 LNET Framework 3.5 Features
Server Roles power of the NET Framewark 20
b [H .NET Frameworl k45 Features (2 of 7 installed) APIs with new technologies for
ezt b [ Background Intelligent Transfer Service (8ITS) | =|  building applications that offer
Confirmation [ Bittocker Drive Encryption appealing user interfaces, protect

your customers' personal identity
[ BitLocker Netwark Unlock information, enable ssamless and

) BramCache R e Install .Net Framewark 3.5 onPOCMIM

] Clent for KFS the ability to model a range of
business processes.

[ Data Center Bridging

[] Direct Play

[ Enhanced Storage

[ Failover Clustering

[ Group Policy Management

[ 1IS Hostable Web Core

[ Ink and Handwriting Services

< 0 >
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= Add Roles and Features Wizard [

Specify Alternate Source Path

Seme servers might nat have all source files available to add all roles, role services, o features. The source files
might not have been installed, or might have been remaved by users after the aperating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
41y to get files by using Windows Update, or from a location that is specified by Group Palicy.

You can also specify an altemate path for the source files, if the destination server does not have them. The
source path o file share must grant Read permissions either to the Everyane group (not recommended for
security reasons), or to the computer (local system) account of the destination server; granting user account

access s ot suficint You need to specify the path to tt#&XSolder on
e ot e WindowsSam oo e e loctsene e Windows 2012 R2 installation drivé\sourcessxs.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (Sx5) folder:
E\SourcestSxSh

Saurce files for other features are available in the Installwim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get saurce files. In the following example, the index s 4:
WIM:E\Sources\Install.wim:4

Path: |Ensourcesisxs |

You need also to delegate access on the dorpaitmiam.intraand child.pocmiam.intrdao the service
accountpocmiamsveadmaon each OU (which contains non system objects).

Delegation of Control Wizard [ <]
Permissions s
Select the permissions you want to delegate \|L i

Show these permissions;

Iv General
V¥ Property-specific

Delegate the right to create, delete and users and
groups in each OU.

[V Creation/deletion of specific child obiects

Pemissions:
Full Control -
Read
Wirite:
Create All Child Dbjects
Delete All Child Dbjects
Read &l Properties ;I

< Back I MNext > I Cancel | Help |
child.pocmiam.intra Properties EE

" General | Managed By | Object  Security | Atribute Edior |

Group or user names:
‘;{Adminislrators [CHILDMAdrninistrators) ZI
"1‘{ Pre-windows 2000 Compatible Access [CHILDYPre-windows 2.

‘R Incoming Forest Trust Builders [CHILD Yncoming Forest Trust Bu...

42 ENTERPRISE DOMAIN CONTROLLERS
1 svc-adma

Delegate also tpocmiam svcadmathe right
Replicate Directory Changasthe domain level for
POCMIAM.INTRand CHILD.POCMIAMTRA This

is required to allow the MIM 2016 AD connector to
perform delta sync:
https://support.microsoft.com/enus/kb/303972

Permissions for svc-adma

Read only replication secret synchronization
Reanimate tombstones

Replicating Directary Changes

Replicating Directary Changes &l
Replicating Directary Changes In Filtered Set

For special permissions or advanced settings, click Advanced |
Advanced.

Learn about access control and permissions

[ ok ]| conce | appy | e |

Add IIS roles and Active Directory PowerShell module on POCMIM.
import-module ServerManager

InstallWindowsFeature WellVeb®rverrsatad-powershell, WebMigmt-Tools,ApplicatiorServer,Windows
Identity-Foundation,ServeMedia-Foundation,Xp&iewer-includeallsubfeaturerestart

Guillaume MATHIEYJCTO Metsys http://msreport.free.fr ¢ http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog
https://support.microsoft.com/en-us/kb/303972

Addpocmiamsvesql pocmiam svemimsyng pocmiam svemimservice pocmiamisvemimspsand
pocmiamsvemiminstallas members of the local administrators group on POCMIM.

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

Disableinternet Explorer Enhanced Security
Configurationon all servers of the lab.

@ () on (Recommended)

W ®of https://social.technet.microsoft.com/wiki/contents/
articles/16682.fimtroubleshootingsynchronization
Hsers: servicesetup-is-having-trouble-contactingsqk

@ () On (Recommended) SerVer.aSQX

W ®off

More about Internet Explorer Enhanced Security Confiquration

Local Security Setting | Explain

Log on as a service

115 APPPOOLNET v2.0

115 APPPOCOLYNET v2.0 Classic

1S APPPOOLYNET v4.5

115 APPPOCOLYNET v4.5 Classic

1S APPPOOL Classic .NET AppPool
NT SERVICE'ALL SERVICES
POCMIAM \svc-mimma

POCMIAM \svc-mimservice
POCMIAM \svc-mimsps

POCMIAM \sve-mimsync

Reduce privilege afvemimsyncand svemimservice
on POCMIM.

Startgpedit.msc

Configure the settingtog on as a servider the
users :

pocmiam svemimsync

pocmiamsvemimservice
pocmiamsvemimma
pocmiamsvemimsps

Add User or Group... | | Remaove

File Action Veew Help
en nm XEO= Bm
[ tocal Computer Policy || palicy - Security Setting

Configure the settingBeny log on as a batch jpb

4 % Computer Configura| ] Change the system time LOCAL SERVICE Administrators
3 s ] P Deny log on locally, Deny logon through Remote

¥ (5 Name Resobt| . Create s token object
% Seripts (Startyf| &) Crpate global objects.

4 [ Security St | ¢, eute permanent shared objects
b [ Account

v DESKLOP Servicemnd Deny access to this computer

5 o] i rme ek it from the networkfor the users:
b R A || o D. mputer from the network POCMIAM POCMIAM:svc. service . .
: :::: ,',‘Dzwlugunaslbmhjnh POCMIAM sve-mimsync, POCMIAM\ sve-mimservice pOCmIam SVGmImSynC
S i imeneseeres - pOCMiaMsVemimservice

Entergpupdate /forcecommand.
https://docs.microsoft.com/fefr/microsoft-identity-manager/deployuse/prepareserverws2012r2
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svc-mimservice Properties _

Crganization I Published Certficates | Member Of I Password Replication
Dialin | Ohbject I Security | Environment | Sessions
Remote control | Remote Desktop Services Profile | COM+ I Attribute Editor
General | Address I Account | Profile | Telephones | Delegation

Configuresvemimservicdor Kerberoglelegation.
Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do nat trust this user for delegation
(®) Trust this user for delegation to any service (Kerberos only)

(O Trust this user for delegation to specified services anly

' svc-mimspspool Froperties

Organization I Publizhed Certfficates | Member Of I Password Replication
Dialin | Object | Security I Environment | Sessions
Remote control | Remote Desktop Services Profile | COM+ I Attribute Editor
General I Address I Account | Profile I Telephones | Delegation

Delegation iz a securty-sensitive operation, which allows services to act on

beha of ancther user. Configuresvemimspspoofor Kerberos delegation.

() Do ot trust this user for delegation

Trust this user for delegation to any service (Kerberos only)
() Trust this user for delegation to specified services onty
Use Kerberos only

Use any authentication protocol

= s e ==ms Configure IIS on the server POCMIM.

& —_— iisreset /ISTOP
C\Windows System3¥netsrmappcmd.exe unlock
config /section:windowsAuthentication
commit:apphost

iisreset /[START
P v
File Action View Help
@& Windows Firewall with Advance
&3 Inbound Rules —
F Outboun.d Rules . * Windows Firewall with Advanc
&mi Connection Security Rules
b Bl Monitoring Disable Windows Féwall for the private, public and
Overview domain profils on all severs of the lab.

Domain Profile is Active
& Windows Firewall is off.

Pnvate Profile

& Windows Firewall is off.

Public Profile
& Windows Firewall is off.
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2.6 INSTALL AND CONFIGUWRURE ACTIVE DIRETY CONNECT ON
POCDC1

We will configureAzure Active Directory Connéabl to allow synchronization between Azure Active
Directory andhe Active Directory foresPOCMIAM.INTRA

This tool will also be used to replicate password from Azure Active Directory to Active Directory (Azure
Active Directory Premium feature).

Install PowerShell V3\(indows6.1KB250614%64.msU).

{i§ Microsoft Azure Active Directory Module for Windows PowerShell Setup B3

YWelcome to the Microsoft Azure Active
Directory Module for Windows PowerShell
Setup

Windows Azure
The Setup will install the Microsoft Azure Active Directary

Module for “windows PowerShell on vour camputer. Click Mext
to cantinue or click Cancel to exit the Setup.

Install AzureActive PowerShell module.

<Back I Mext > I Cancel |
i Microsoft Azure Active Directory Module for Windows PowerShell Setup X

Install Location

Please specify a location for the Microsoft Azure Active Directary Moduls for
“windows PowerShel.

Enter a new location or chick Browse to browss to one.

Bowse_| Click orNextthen click oninstall

¥ Create a shorteut on the desktop

<Back I Nexst > I Cancel

[ Administrator: Microsoft Azure Active Directory Module for Windows Powershell

Iso1Service

Sign in to your account

Azure Active Directory

PowerShell Start Azure Active Directory PowerShell module.

Enter the command:

ConnectMsolService

Connect to Azure Active Directory with the user
| admin@miam.onmicrosoft.com

Work or school account

admin@miam.onmicrosoft.com

Can’t access your account?

rosoft Azure Active Directory Module for Windows PowerShell

ysteniZ> Connect—HzolSeryice Enter this commanda enable synchronization on

PS C do S0
PS C:“MWindows\system32> Set-MsolDirSyncEnabled -EnableDirSync $true

Conf in Azure Active Directory.

Continue with this operation?

L e il No L8] Suspond  [71 Help (default is "¥™: y SetMsolDirSyncEnable&nableDirSync $true
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4 Mirosoft Azure Active Directory Connect

Welcome to Azure AD Connect

I Run this installation tool on the server izati i ponent will be

installed.

Azure Active Directory Connect integrates your on-premises and online directories

deration with AD FS)
red for deployment

* Guide y fecting 3 solution (for example, password synchronizatior

* Install identity synchronization and other

of sotware comgo
« Verify the integration of your on-premises and online directories *

¥ Lagree to the license terms and privacy notice

4 Microsolt Azure Active Directory Connect

Express Settings

I you have 2 single Windows Server Active Directory forest, we will do the following:
* Configure synchronization of identites in the current AD forest of POCMIAM

+ Configure passward synchronization from onvpremises AD 1o AZure AD

+ start an initial syncheanization

+ Synchronze al atiibutes

= Enable Auto Upgrade

Learn mare about express settings

1 you would like different settings, dick Customize.

pocmiam.intra is not a routable domain. It is recommended to use custom settings to configure user
sign-in opticns.
Learn more about non-routable domains and user sign-in settings.

4 Microsoft Azure

Directory Connect

1f you wouid like different settings, cick Customize.

Installing required components.

Connect to Azure AD

Enter your Azure AD credentials, @

Connext to AD DS

USERNAME

configure [E— ]

PASSWORD

Connecting to Microsoft Online to verify credentials

ELTTEE T

Download and start the installation of Azure Active
Directory Connect:

https:// www.microsoft.com/en
us/download/details.aspx?id=47594

UseExpress Settings
This will deploysQL Server Express Local DB
automatically.

Usernameadmin@miam.onmicrosoft.com
Click onNext
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Connect to AD DS

Enter the Active Directory Domain Services enterprise administrater credentials: @)

PASSWORD

Expross Settings
Connect to Azure AD
Connect to AD S
Aaure AD sign-in
Configure

& Microsoft Azure Actiy

Azure AD sign-in configuration

To use on-premises cradentials for Azure AD sign-in, UPN suffixes should match one of the verified custom
«domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment,
zlong with the matching custom domain in Azure.

rectory UPN Suffix Azure AD Domain

child pocmiamintra ot Added @
pocmiamintra Not Added @
mismmsreport it verified

Users will not be able to sign-in Azure AD using their on premises credentisls
Learn more s

ectory Connect

Express Setings
Connect to Azure AD
Connect to AD DS
szure AD signin

Ready to configure

Once you click Install/Upgrade, we will do the following:
« Tnstall the syncheonization engine
+ Configure Azure AD Connector
+ Configure pocmiam.intra Cannector

Enable Password synchronization

+ Enable Auto Upgrade

« Configure synchronization services on this computer

’rksmme synchronization process when configuration completes.
‘Exchange hybrid deployment @)

wil be disabled. accur, you Azure
Active Directory Sync Scheduler. Learn more

Express Settings

Connext to Azure AD

Configuring
Microsoft SQU Server Express LocalDg

Username:pocmiamgmathieu
Click onNext

Click onNext

Uncheck the bostart the synchronization process
when configuration completes

Click oninstall

Click onClose
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o Control Panel
Microsaft Azure Active Directory b
Madule For Windows PowerShell

Dievices and Printers

tlg Active Directory Sites and Services

Adminiskrative Tools 3
~ .+ Active Directory Users and
Computers Help and Support
J» ,-iéura 4D Connect Fun... StartAzure AD Connecbnsole.
b &l Programs ‘Windows Security

I |szarch programs and files l[.]_‘] Log off >|

=

4 Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Synchronization has been dissbled o allow changes to your current configuration.

Azure Active Directory will not receive further updates until reconfiguration is
complete. Learn more

Click onConfigure

& Microsolt Azure A

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform additional
tasks

View current configuration
I Customize synchronization options.
Refresh directory schema

Configure staging mode (curent state: disabled)

Click onCustomze synchronization options

Change user sign-in

@ Microsoft Azure Ac

Connect your directories

ation for your on-premises directaries or forests. @

DIRECTORY TYPE

[active Directory 7
FOREST @

[pocmiam.intra =l

USERNAME

— Click onNext

[ ] __add Dirsctory |

CONFIGURED DIRECTORIES

pocmiam.intra (Active Directory)

_ bt I s I

Select only the OMIM\ Groupsand the OWJsersandDisabled Usemsnder each OU corresponding to the
entity
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Optional features

8 umctienaliy I required by your organization.

Check the boxeBassword writebac&nd Password
Dorcr samsonsre © synchronization

2arn mare about cptions! features,

Check the bosgtart the synchronization process
when configuration completes
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2.7 CONFIGURE AZURE XETIRECTORY PASISWEHR F SERVICE
FEATURES

Go tohttps://manage.windowsazure.corand click
on Active Directory.

miam

Vatre répertoire est prét & étre utilisé. Click Omonfigure
Voici quelques options de démarrage.
I e e i i s de maprochioscoesee

Users enabled for password ressglectYes

DX EORCE Y

- B
: B

s cnars can esat s s

Restrict access to password resslectNo.

OnAuthentication Methods Available to Usgers
select onlyOffice PhongMobile PhoneandAlternate
Email Address

Number of authenticationl

+ PAaPoRlalfdmEdE

Require users to register when signingselectYes

B rager i —
®
= Number of days before users are asked taaefirm
E their authentication information360
B
) Write back passwords to goremises active
i directory. selectYes
W
@ . .
I Allow users to unlock accounts without reseg
their passwordselectYes
« tifications
- = . - @
[Engasn ]
Email Language PreferenaelectEnglish
Notify admins when other admins reset their own

passwordsselectYes

Click onSave

]
®
L
&
S
Ela
=
w
©
B

g
»d
B

o rew
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Connect to the Office 365 administrative portal.
Go toBilling | Subscriptions

+ Agd subscriptions
Office 365 Enterprise E3 _
Expiresin 11 days
(

- Click onAdd subscriptions

Ucenses: Description

Microsoft Azure Multi-Factor Microsoft Flow Plan 1
Authentication

Start a trial of=nterprise Mobility Security E5

€1.18 usersmenn €4.20 serss

Check out

confirm your order

Enterprise Mobility + Security ES | 30 day subscription
250 users

Click onTry now

| Ty @/}v | Cancel

= Office 365 Admin

order receipt

Your confirmation number is: 1ecfeTc2-7613-4626-8552-6c609e46b9a3
Important: To use your new licenses, make sure to assign them by editing users on the Users page.

‘ @nﬂnue

Order details

| Click onContinue

Enterprise Mobility + Security E5 | 90 day subscription
250 users
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2.8

INSTALL POCMIM

2.8.1 Install SQL server on POCMIM

Download Windows 2012 R2 installation file to install .Net Framework 3.5.

This is a preequisite for SQL server 2012 SP3. Checkpghatmiam svesglis member of the local

administrators group on POCMIM.

& SQL Server 2012 Setup == 2
Feature Selection
Select the Enterprise features to install
Setup Support Rules Features: Feature description:
Setup Role Instance Features ~ |[The configuration and operation of each |~
Feature Selection Database Engine Services instance feature of a SQL Server instance is

Installation Rules
Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

[]5QL Server Replication

Full-Text and Semantic Extractions for Searc

[] Date Quality Services =
[] Analysis Services

[] Reporting Services - Native v
Shared Features Prerequisites for selected features:
] Reporting Services - SharePoint
[] Reporting Services Add-in for SharePeint Prody || Already installed: A
] Deta Quality Clent i Windows PowerShell 2.0
Microsoft NET Framework 3.5 =

[ 5L Server Data Tools
[] Client Tools Connectivity
[l Integration Services

isolated from other SQL Server instances,
SQL Server instances can operate side-by-
side on the same computer.

- Microsoft Visual Studio 2010 Redistributaty
L. Microsoft NET Framework 40

Select the following components:

U Database engine
0 Fulktext search

a
U Management ToolsBasic
i Management ToolsComplete

Complete
["] Client Tools Backwards Compatibility || To beinstalled from media: v
w < w >
Shared feature directory: [€AProgram Files\Microsoft SQL Server\ | D
Shared feature directory [cprogram files: I Serven, | D
[ <mack ][ Mews |[ cnca |[ kem
- SQL Server 2012 Setup (== .
Instance Configuration
‘Specify the name and instance ID for the instance of SQL Server. Instance ID becomes pert of the instafation path.
Setup Support Rules Oetoutinstance
Satup Role

Festure Selection
Installstion Rutes

Imstance Configuration

Dick Space Requirsments

Server Configurstion

Database Engine Configuration
ErocReporing

Instalation Configuration Rules
Resdy to Instal
installabon Progress
Complete

=

Server Configuration

Specify the senvice accounts and

Setup Support Rules
Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration

Error Reporting

 Nameg instance

instance 1

instance root deectory:

SOL Server drectory

installedt matances:

Instance Name

SQL Server 2012 Setup

collation configuration.

M

MM

Hles\Microzoft SOL Sewer]

CA\Program Fies\Microsoft SOL ServeAMSSQL T MIM

instance D Features Edtion Version

<Back Nest > Cancel Help

| Service Accounts | Collation

SQL Server Browser

Microsoft recommends that you use a separate account for each SQL Server service.

Service Account Name Password
SQL Server Agent MSEXPTE\sve-sql .
SQL Server Database Engine MSEXPTB\sve-sql .
SQL Full-text Fiter Daemon Launc... | NT Service\MSSQLFDL.. Manual

NT AUTHORITV\LOCAL ...

Startup Type
[atomatc ]

EnterMIM aslnstance name.

fromac[1]

Click onNext

Installation Configuration Rules
Ready to Install
Installation Progress

Complete

k- SQL Server 2012 Setup
Server Configuration

Specify the service sccounts and collation configuration.

Setup Support Rules Service Accounts | Callation

Produce Key .
License Temns Betsiace Engne
Setup Role Latin]_General_100_CAS

Feature Selction Latir1-Genrsl-100, case-insensitig, accent-sensiive, Kenstypa-nsenstive width-

et Collation:Latinl_General_100 CI_AS
S

Complate

<Back > Cancel Halp
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Database Engine Configuration

Specify Database Engine security mode,

Setup Support Rules
Product Key

Server Configuration | Data Directories | FILESTREAM

ecify th mode and D
License Terms Specity o

Setup Role Meode

Festure Selection O Windows authentication mode
Installation Rules
® Mixed Mode (SQL Server authentication and Windows authentication)
Instance Configuration

Disk Space Requirements Specify the password for the SQL Server system (s3) account.

Server Configurati T ‘
Enter pas [

Database Engine Configuration

Error Reporting Confirm password:

Installation Configuration Rules Specify SQL
CrtApli=z] POCM SQL Server administrators
Installation Progress BUILTIN\Administrators ( have unrestricted access
Complete to the Database Engine.
[ mack |[ metr |[ concel [ Hep |
Ready to Install
Verify the SQL Server 2012 features to be installed.
Setup Support Rules Ready to install SOL Server 2012:
Setup Role = Summary .
Feature Selection Edition: Enterprise
T s Action: Instal (Product Update)
Instance Configuration Prerequisites -
& Already installeds
Disk Space Requirements Windows Powershell 20
Server Configuration Microsoft NET Framework 3.5
gt d
Eror Reporting Microsoft NET Framework 40
£+ To be installed from media:
Installation Configuration Rul
BEEZLIELIEEE LIS Microsoft Visual Studio 2010 Shell
Ready to Install General Configuretion
Installation Progress £ Features
Complete Database Engine Services
Full-Text and Semantic Extractions for Search
Management Tools - Basic
Management Tools - Complete
< w l 5
Configuration file path:
[eAprogram i 5L Server\110\Setup Bootstrap\Log\20170104 16233 ileini |

< Back Insta] Cancel Help
O,

Complete
Your SQL Server 2012 install
SEp SRS Information about the Setup operation or possible next steps
Setup Role
Feature Selection Festee ] =
Full-Tert and Semantic Extractions for Search  Succeeded
ban =S SQL Browser Succeeded
Instance Configuration SQL Wiiter Succeeded
Disk Space Requirements SQL Client Connectivity Succeeded
Server Configuration SQL Client Connectivity SDK Succeeded =
Database Engine Configuration
Enror Reporting
Installation Configuration Rules |~ Details:
Ready to Install \Viewing Product Documentation for SQL Server ~
Installation Progress
Complete (Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
ISQL Server, you can use the Help Library Manager component to download documentation to
lyour local computer. For more information, see Use Microsoft Books Online for SQL Senver
hitp://go microsoft L inkID=2248; .
Summary lag file has been saved to the following location:
CA\Drogram Files\Migrozoft SOL Server\110\Setup Bootstrap\ Log)\ 20170104 162337
\Summary MIMSQL 20170104 162337.ut
a Sql Server Configuration Manager
File Acion View Help
e n @z B
48 50U Server Configurstion Mansger (Locsl) || Protecel Name Status
[ S0L Senver Senices § Shared Memory

Enabl
50 e Contqion 5254 | Tt v oA PG e

b 5 SQL Native Client 11,0 Configuration (32| =T l_,“’—

4 3. S0 Server Network Configuration

& Protocals for MiM TCP Dynamic Ports -~
b 5 5QL Native Client 11,0 Configuration TePPost 12
CE
Adtive s
Enabled o
P Adaress 11001
TCP Dynamic Ports )
TCE Port
Sws
Active s
Enabled o
P Adaress feBOiSetens2. 1681388113
TCP Dynamic Ports =
TP Port 1
S pan
TCP Dymamic Forts
13 N
TP pont
TP port
oc | [ coed [ meo |[ ne |

Addpocmiamsvesgland local administrators groug
as SYSADMIN.

Click onlnstallbutton.

Click onClosebutton.

Start SQL Server Configuration Manager.

Go toProtocols foMIM properties in the tallP
Adresses

Configure SQL Server database to listen on pai®
1433
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2.8.2 Install SharePoint 2013 Foundation on POCMIM

This documentation is based @itips://docs.microsoft.com/frfr/microsoft-identity-manager/deploy
use/prepareserversharepoint

Download SharePoint Foundation Server 2013 8fd://www.microsoft.com/fr-
fr/download/details.aspx?id=42039

Check thathe user accounpocmiamsvemimspsisa local administrator of the server POCOIM.

SharePoint Foundation 2013

Prepare

Review hardware and software requirements

Read the installation quide

Read the upgrade gide Click oninstall Software prerequisites

Install

Install SharsPoint Foundation
Other Information

Visit Windows Update
Visit product website

Microsoft® SharePoint® 2013 Products Preparation Tool -

Welcome to the Microsoft® SharePoint® 2013 Products
Preparation Tool

The Microsoft® SharePoint® 2013 Products Preparation Tool checks your computer for
required products and updates. t may connect to the intemet to download products from the
Microsoft Download Center. The tool installs and corfigures the following products:

| Microsoft NET Framework 4.5 ~

" Windows Management Framework 3.0 .
+ Aoplication Server Role, Web Server (I5) Fole ClickNext
+ Microsaft SGL Server 2008 R2 SP1 Native Ciert

+ Windows Identy Foundation (KB974415)

+ Microsaft Sync Framework Funtime v1 0 SP1 664)

+ Windows Server AppFabic

+ Microsoft dertty Bxensions

+ Microsoft Infornation Protection and Cortrol Clent

+ Microsoft WCF Data Services 5.0

+ Microsoft WCF Data Services 56

+ Cumulative Update Packags 1 for Mirosoft AppFabric 1.1for Windows Server |+

Leam more sbout these prerequisites

Microsoft® SharePoint® 2013 Products Preparation Tool =3

License Terms for software products.
“This sclution requires that you install each of the following scftware modules and agree to ther license tems. Please
review the license terms.

MICROSOFT SOFTWARE LICENSE TERMS ~

Below are two sets of License Terms that cover ten different Microsoft
products. The products coversd by these license temms aze:

LICENSE 1

Microsoft Windows Identity Foundation 1.0 CI'CkN eXt

Microsoft Windows Management Framework 3.0

LICENSE 2
Microsoft Syno Framework Runtime 1.0 SP1

v

Be s o corchuly eac and umderstonel o o the ights v resrictions descrbed n the ELILA You must acoept the tems of
the EULA before the products can be downloaded and instalied on your computer.

I have read, understood, and agreed to the temms of the End User License Agreement(s) and so signify by clicking "I accept the
tems of the License Agreemen(s}" and using these products.

| accept the tems of the License Agreemenis)

<Back || MNews | [ Cancel
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i 2013 Products Tool
Now Instaling Prerequistes..

Configuing Application Server Role, Web Server {IS) Role

Started 7:47:38 AM. running for 0:00:16

[ Net> | [ Cancel

Your system needs to restart to continue. Press Finish to
restart your system.

[ <Back

[+ Microscht NET Framework 4.5: squvalent products already installed (no action
taken)

 Windows Management Framework: 3.0: equivalert products abeady installed 1o
‘action taken)

+ Application Server Role. Web Server (1S) Role: configured successfully

* Microsoft SQL Server 2008 R2 SP1 Native Clent: installed successfully
 Windows Identty Foundation (KBS74405). was aready installed (o action taken)
* Microsoft Sync Framework Runtime v1.0 SP1 (64): instaled successfully

+ Windows Server App Fabric:installed successfully

* Microseft Identity Exensions: installed successfuly

+ Microsoft Information Protection and Cortrol Cliert: installed successfully

* Microsoft WCF Data Services 5.0: installed successfully

* Microsoft WCF Data Services 5.6: installed successfully

+ Cumulative Update Package | for Microsoft AppFabrc 1.1 for Windows Server
ACRRTI TR et allact v icasch e

Click orFinshand then restart the server.

Review the log file

| <Back [ Fosh | [ Cancel |

Microsoft® SharePoint® 2013 Products Preparation Tool
Now Installing Prerequistes...

Corfiguing Application Server Role, Web Server (I1S) Role:

Started 7:53:22 AM, running for 0:00:14

After Restart, the installation continues.

Installation Complete

All required prerequisites have been installed o enabled

I Microsoft NET Framework 4.5: equivalent products already installed (no action
taken)

* Windows Management Framework 3.0: equivalent products already installed ino
[action taken)

* Application Server Role, Web Server (11S) Role: configured successfully

+ Microsoft SQL Server 2008 R2 SP1 Native Client: equivalent products already
installed fno action taken)

+ Windaws Identty Foundation (KB374405): was aleady installed {no action taken)

+ Microsoft Sync Framewark Rurtime v1.0 SP1 <64): was alrezdy installed (o action
taken)

+ Windaws Server AppFabric: was shready installed no action taken)

+ Microsoft [dentty Edensions: equivalent products already installed (no action taken)
+ Microsoft Information Protection and Cortrol Client: equivalent products already

installed fro action taken)
' Nirenerét WIF Miats Sanviras & 0 aiiralant rmd ite sirasrhe netalad inn s

Click orFinishbutton.

‘Some features may require additional optional prerequisites. Please review them on hitp.//
‘g0 microsoft.comfwlink/?Link| D=230806.

It is recommended that you keep your Windaws operating system up to date on hito://
windowsupdate microsoft.com

<Back || Fmsh | [ Cancel
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SharePoint Foundation 2!

Prepare
Review hardware and ware requirements

Read the installation guide

Read the upgrade guide Start the installation of SharePoint 2013 Foundatic

Ins

Install software prerequisit

Other Information
Visit Windows Update
Visit product website

Setup Errors i

Setup is unable to proceed due to the following errorfs):

This product requires Micrasoft .Net Framework 4.5,

Fnrtr!f\wst of pre-requisites na?dad tnlnsta\\thapmdunp\easu!ﬂrtn: procedu re_
https://support.microsoft.com/fr

If the following message appears, apply this

o e ety 8 st s e fr/help/3087184/sharepoin{2013-or-project-server

You tan install all required prerequisites for this product by selecting the ‘Install saftware prerequisites option in the splash 2013-Setup-err0r-|f-the- net—framework4 6—|S—
screen. See Help for mare information

installed

w Microsoft SharePoint Foundation 2013

®

Read the Microsoft Software License Terms

To cantinue you must accept the terms of this agreement. If you do not want to aceept
the Microsoft Software License Terms, clase this window to cancel the installation.

MICROSOFT SOFTWARE LICENSE TERMS ~

MICROSOFT SHAREPOINT FOUNDATION 2013 D

MICROSOFT SQL SERVER 2008 R2 EXPRESS

These license terms are an agreement between Micraseft Corporation {or

based on where you live, one of its affiliates) and you. Please read them. . .
They apply to theysoftware named above, which inycludesthe media an C“Ck OrCOntlnue
which you received it, if any. The terms also apply to any Microsoft

* updates,

- supplements,

+ Internet-based services, and

- support services

for this software, unless other terms accompany those items. If so, those

terms apply.

By using the software, you accept these terms. If you do not accept them,

do not use the software.

As described below. usina some features also operates as vour consentto

I accept the terms of this agreement.

@’ Microsoft SharePoint Foundation 2013 -

Server Type | Data Location

|® Server Type

Select the type of installation you want to install on the server.

Complete — Use for production environments.

~Installs all components to a farm that you can expand with more servers.
« Requires SQL Server 2008 R2 SP1 (minimum requirement).
Stand-alone — Use for trial or development environments.

« Installs all companents on a single server,

«This installation cannot add servers to create a SharePoint farm.

« Includes SQL Server 2008 R2 Express Edition with SP1 in English. Click oninstall Now
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Run Configuration Wizard

To complete configuration of your server, you must run the SharePaint Products
Configuration Wizard.

[¥] Run the SharePoint Products Configuration Wizard now.

The following services may have to be started or reset during
configuration:

Internet Information Services
SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
configuration wizard or ne to exit the configuration wizard,

Click orClose

ClickYes

SelectCreate a new server farm
Click onNext

Enter the following information:
Database ServePOCMINMIM
Database nameSharePoint_Config
User:pocmiamsvemimsps
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Enter the passcode.

Click onNext

The URL of the central admin is
http://[pocmim:29371/
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SharePoint Products Configuration Wizard I;li-

Configuration Successful

The following configuration settings were successfuly applied:

» Configuration Datahase Server
= Configuration Database Name
= Hostthe Central Administration Web Appication [yes
= Central Administration URL
= Authentication provider
T e e Click onFinish

inthe form DOMAIN\User_Name and accessthe site. Atthat prompt, enterthe credentials that
youused to logonto this computer. Add this siteta the ist of trusted sites when prompted

Create web application.

Start SharePoint 2013 Management Shell.

$adminCredentials = getredentialpocmiam svemimspspool

$dbManagedAccount = NePManagedAccotirCredential $adminCredentials
New-SpWebApplicatiob I YS G a L al HIDINTOIE EA 2 yt 2 #pplicatmrPoolAccdliit 2 2
$dbManagedAccourtAuthenticak 2 Y a S (i K 2 R -RoY 8NBLEtN:.Prinéportal.pocmiam.intra

k3 Administrator: SharePoint 2013 Management Shell \;Ii-
P 1= get—credential pocmiam\svc—mim|
= New—SPManagedfAccount —Credent i

sxgmathieu.POCHIAM> New—SpllebApplication —Mame "MIM Portal™ —Applicati]
MAppPool" -ApplicationPoolficcount $(U:|Hanagedﬂccount —fiuthenticationMet
"Kerberos" —Port 88 —URL http://mimportal. pncmlam intra
WARNING: The Windows Classic authentlcatlnn method is deprecated in this
ior of this cndlet, which creates Windows Classic
solete. It is recommended to use Claims

uthentication methndd. Ynu can create a weh application that uses GClaims
uthentication method by specifying the AuthenticationProvider parameter set in
this cmdlet. Refer to the http:/“go.microsoft. cun/fullnk/’LlnkId 234549 site
for more information. Please note that the default bhehavior of this emdlet is
xpected to change in the future 1elea.,e tn cleate a Glalm., authentlcatmn

http://mimportal.pocmiam. intras

Create the SharePoint site collection.

$t = GetSPWebTemplateompatibilitLevel 14L RSy G A G & a{ ¢ {

$w=Gef{ t 2 So! LI AOFGA2Yy dalLa t2NIIFf¢
New-SPSiteUrl $wUrl -Template $tOwnerAlias pocmiaksvemimspspootCompaibilityLevel 14Name
"MIM Portal' -SecondaryOwnerAlias pocmigsmemiminstall

$s = SpSite($w.Url)

$s.AllowSelfServiceUpgrade = $false

$s.CompatibilityLevel

$contentService = [Microsoft. SharePoint. Administration.SPWebService]::ContentService;
$contentSende.ViewStateOnServer = $false;

$contentService.Update();

PFAYt 2NIF ! NI Ppocai&iinir&lY Kk Kk YA YLI2 NI | f &
SetSPWebApplation -Identity $fimPortalUrtAuthenticationMethod KerbereZone Default
cd ciwindowd system3Rinetsrv

AconfidapplicationHost.cond \configapplicationHost.config.bak

A\appcmd.exe set config "MIM Portal” /section:windowsauthentication
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Users~gmathieu.POCMIAM>

Userssgmathieu.POCMIAM> %t = Get—SPWehTemplate —compatibilitylLevel 14 —Ide

tity “STSH1"

S C:isUserssgmathieu POCMIAM} Sw = Get—S8PUebfApplication "MIM Portal"
PS C:sUserssgmathieu.POCMIAM> NHew—S5PSite —-Url
miamhsuc—minspspool —Compatibilitylevel 14 —Name "“MIHM Portal' —-SecondaryOunerfll

ias pocmiam“svc—miminstall

C:sUserssgmathieu POCHIAM> %2 = SpSitedSw.Urld
Cislserssgmathieu.POCHIAM> %= AllowSelfServicellpgrade = 5false
GCislserssgmathieu.POCMIAM> %= . CompatibilityLevel

: C:\lUsers gmathieu.POCMIAM> %contentService

SPUebServicel::ContentService;

“Userssgmathieu POCMIAM} ScontentService _UieuwStateOnServer = Sfalse;
C:sUserssgmathieu POCMIAM} Scontent8ervice Update{l;
C:sUserssgmathieu POCMIAM} $fimPortallrl = "http: smimportal.pocmiam.intra"
C:\Userssgmathieu.POCMIAM> Set—SPWebApplication —Identity $fimPortalUrl —Auth|

ationMethod Kerberos —Zone Default

SUzerssgmathieu . POCMIAM> cd c:™windowshsystem32hinetsru
swindowsssystem32hinetsru> _SconfighapplicationHost . config _Sconfighapplical

ionHost.conf ig.bak

[PS C:suwindowsssystem32sinetsrv?> _“appcmd.exe set config "MIH Portal" ssection:wi

dowsauthentication

pplied configuration changes to section
onswindowsAuthentication' for "MACHIME-WEBROOT -APPHOST-MIM Portal' at configurat
ion commit path "MACHINE-WEBROOT.AFPPHOST~ MIM Portal™

PS GCiswindowsssystem32sinetsruvl _

"system.webServerssecuritysauthenticati

w.Url -Template 5t —Ouwnerfilias po

CompatibilityLevel

[Microsoft.SharePoint.Administral

Change the configuration of the default website to listen on port TCP 8080 instead of TCP 80.

-5} Internet Information Services (I1S) Manager
& » POCMIM » Sites » Default Web Site »
File View Help
Connections .
Q.- & @ Default Web Site Home

&5 Start Page
443 POCMIM (POCMIAM\gmathieu)

Filter:

- Go

% Show All | Group by: Area

[} Application Pools
4.[&) Sites
4 ) Default Web Site

Type
aspnet_client
t WSF'S - net.m...
4.6 MIM Portal mem
5.1 opebin nettep
b & controltemplates net.pi...
2 layouts hitp
] vtibin
| vtipvt

& _wpresources
| App_Browsers

| App_GlobalResources

| aspnet_client

| bin

| wpresources

&P SharePoint Central Administration v4
&0 SharePoint Web Services

13
3
b
3
3
3
b
13
13
3

3

-

hitpes/rrampartalpocmiam.intrar

Host Mame

Waitiag for mirngs

Site Bindings

Port IP Address Binding Informa...

T

Remove

[ .
Add...
localhost
localhost
808~

2080

Close

ortalpo

This page canj =

Connecting to mimportsl pocmiamintra

M

Demair: FOCMIA

Fix connection problems

Connect a smart card

Femember my credentis!

Windows Security

Connect to the SharePoint website by usihg tiser
accountpocmiamsvemiminstall

Cancal
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er\y.\ hitp://mimportal pocmiamin... O ~ C,H Home - MIM Portal ‘ ‘ T 2 1o

File Edit View Favorites Tools Help

pocmiam\sve-miminstall +

MIM Portal

Home Search this site...

Libraries
Lists

Discussions

& Recycle Bin

[5) Al site Content

Disable indexing. Start SharePoint 2013 Management Shell:
GetSPTimerJob hourbfl-sptimerservicéhealth-analysisjob | disableSPTimerJob

S_C:\) Get—S5PTimerJoh hourly—all-sptimerservice—health-analysis—joh | disahle-5

Restart the server.
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2.8.3 Deploy MIM Synchronization Service on PCM

Check ibocmiam svemimsynds member of the group Administrators on POCMIM. The account will ob

SYSADMIN right on the SQL server instance MIM.

Check if .Net Framework 3.5 and 4.5 are installed on POCMIM.
Check if SQL Server 2012 native clientstlled on POCMIM.

@@| 2] D:\FIMSplash.htm

Microsoft Identity Manager

Identity Manager Service and Portal
Install Service and Portal

Install Service and Portal Language Pack

Identity Manager Synchronization Service
Install Synchronization Service

Install Password Change Notification Service

is Microsoft Identity Manager 2016 - Synchronization Service

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features are installed.
Description
Installs the files for Microsoft

Identity Manager
Synchronization Service.

This feature requires 11MB on
your hard drive.

< m >

Installation Location:

C:'Program Files\Microsoft Forefront Identity Manager\2010%
R T

15 Microsoft Identity Manager 2016 - Synchronization Senr_l;‘i-

Configure Microsoft Identity Manager Synchronization Service

Configure Microsoft Identity Manager Synchronization Service Database
Connection.

Specify the SQL Server location and instance.
SQL Server is located on:

(®) This computer

) A remote machine

Computer name:

The SQL Server instance is:

() The default instance

®) A named instance

Instance name: |M1M|

| < Back ” Next > | ‘ Cancel

Open a session with a domain user which have lot
administrator right.

Check if you have created the 5 MIM
Synchronization Service groups created previousl
Click oninstall Synchronization Servilirk.

Click onNext

Selet a named instance and entéflM.
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Configure Microsoft Identity Manager Synchronization Service ¢
Configure Microsoft Identity Manager Synchronization Service service account
-_—

Enter the credentials of the account under which the Microsoft Identity Manager
Synchronization Service will run, This account must be secured as described in the product

documentation.

Service account:

Password:

Service Account Domain or local
computer name:

=
sy C-mimsynd)

pocmiam =

*The Username and Domain should be in NetBios format.

[ <pack || mext> || Cancel |
o)
Ler
Configure Microsoft Identity Manager Synchronization Service 4’
Configure Microsoft Identity Manager Synchronization Service security groups.
-_—

Provide the following group names for Microsoft Identity Manager Synchronization Service.

Administrator:
Operator:

Joiner:

Connector browse:

WMI Password management:

L
i S

<Back || mext> | [ cancel |

Configure Microsoft Identity Manager Synchronization Service

Configure setup security changes.

Clients cannot communicate with Microsoft Identity Manager Synchronization Service for remote
configuration unless ports are opened in the firewall.

[w] Enable firewall rules for inbound RPC communications

<Back || Next> |[ canel |

TInstall Mi Identity ge

Click Install to begin.

Click Back to review or change any of your installation settings. Click Cancel to exit the

wizard.

<gack || lnstzu [ canca

Enter the following information:

Service accounsvemimsync

Passwordenter the password

Service Account Domain or local computer name:
pocmiam

The domain name must be entered in NETBIOS
format.

Administrator:pocmiam\ FIMSyncAdmins
Operator:pocmiam FimSyncOperators
Joiner:pocmiam FIMSyncJoiners

Connector browsepocmiam FIMSyncBrowse
WMI Password Management:

pocmiam FIMSyncPasswordSet

Check the bo¥nable firewall rules for inbound RP(
communications

| Clikoninstall
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1 Microsoft Identity Manager 2016 - Synchronization Serv.. = | & | X

d 1) Microsoft Identity Manager 2016 - Synchronizati... -

ion Service

Identity g vy
The components you selected are being installed.

wizard will now create a backup of the encryption key set that
was just created. You will be prompted to select a folder and
filename for the backup. Click OK to continue.

.: The Microsoft Identity Manager Synchronization Service setup

[
Th

< Back Next > Cancel

e Save Encryption Key Set

© = 4|} <« Local Disk (C:) » _adm » v 0| \ Search _adm L |

New folder =

Organize ~

|8 Downloads |~ Name Date modified Type

=l Recent places

I\ wsssetup_15-0-4709-1000_x64 1/22/2017 1:58 PM File folder

18 This PC
J Desktop
| Documents
18 Downloads
W Music
= Pictures
& Videos
£, Local Disk ()

o Temporary Stora | 0 5

File name: | MIMSynchronizationSevice-Key] v]

Save as type: [“bin v

i Microsoft Identity Manager 2016 - Synchronization Service -

+ Hide Folders

Completing the Microsoft Identity
Manager Synchronization Service
Setup Wizard

“You have successfully completed the Microsoft Identity
Manager Synchronization Service setup wizard.

To dose this wizard, dick Finish,

Cancel

< Back

18 Microsoft Identity Manager 2016 - Synchronization Serv./ = | & | *

d 1% Microsoft Identity Manager 2016 - Synchronizati... .

Identity g y ion Service

The components you selected are being installed.

Service setup wizard cannot configure the spedfied database.

Error 25009, The Microsoft Identity Manager Synchronization
& <hr=0x30131700>

< Back Next > Cancel

Click onOK

Backy the key m the folderC\_adm

Click orFinishand then restart the server.

In case of installation error, you can start the
installation with a log file by using this command:
msiexec /i "D:Syrchronization

Seavice Synchroniation Service.msi" /L*v

c\Log LOG.txt

If you obtain this error 25009, apply the following
procedureandcheck if you have install .Net
Framework 3.5
https://social.technet.microsoft.com/wiki/contents/
articles/1734.fimtroubleshootinginstallationerror-
25009 saadminrights-missing.aspx
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2.8.4 Install MIM Service on POCMIM

Open a session wWitthe usempocmiamsvemiminstall

This user has local administrative right on POCMIM server, on the SharePoint Server and on SQL ser
instance Provide SYSADMIN right to this accottdcmiamisvemimma

@@| 2 DAFIMSplash.htm

Microsoft Identity Manager

Click oninstall Service and Portal

Identity Manager Service and Portal
Install Service and Portal

Install Service and Portal Language Pack

4 Microsoft Identity Manager 2016 - Service and Portal | = | & [FI3EH]

Welcome to the Microsoft Identity
Manager Service and Portal Setup Wizard

The Setup Wizard will install Microsoft Identity Manager
Service and Portal on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

® 2015 Microsoft Corporation. Al rights reserved. Cl | CkO n N eXt

Warning: This computer program is protected by copyright
law and international treaties, Unautherized reproduction or
distribution of this program, or any portion of it, may result
in severe dvil and criminal penalties, and will be prosecuted
to the maximum extent possible under the law.

i Microsoft |dentity Manager 2016 - Service and Portal ILIE-

End-User License Agreement ¢
Please read the following license agreement carefully fod

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT IDENTITY MANAGER 2016 FOR MICROSOFT WINDOWS
SERVER 2012 R2

If you licensed Windows Server 2012 R2 through Microsoft's Volume C“Ck OrNeXt
Licensing programs or if you have a valid and active Microsoft Azure

Active Directory Premium subscription (a “subscription™), your use of this

supplement is subject to the terms and conditions of the applicable

program or subscription agreements, You may not use this supplement

if vou have not validlv acauired a license or a subscriotion from Microsoft| ™

[#]1 accept the terms in the License Agreement

[eint | [ Bak [ wpt | [ concel ]

iz Microsoft Identity Manager 2016 - Service and Portal - | o [
MIM Customer Experience Improvement Program ¢
MIM Customer Experience Improvement Program Fey

Do you want to join the Customer Experience Improvement Program?

The program collects information about computer hardware and how you use
Microsoft Identity Manager 2016 without interrupting you. This helps
Microsoft identify which Microsoft Identity Manager 2016 features to
improve. Mo information collected is used to identify or contact you.

Click onNext

More about the Customer Experience Improvement Program online

loin the Customer Experience Improvement Program

don't want to join the program at this time

Back ” NEXRJ | Cancel
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Custom Setup \L
Select the way you want features to be installed.
-—

Click the icons in the tree below to change the way features will be installed.

e Do natinstall the following components:
e ~ | Microsof en anager Sery stalls aortal files 1 1 1
= el v e ek MIM password Registration Service
¥ - | MIM Reporti
L -Ex  Frieged e MIM Password Reset Portal
{=2-] This feature requires 3289KB on

- %_~| MIM Password Registrati  your hard drive. MIM Reporting
- 'assword Reset Por ..
R e R Privileged Access Management.

< m >
Location: C:\Program Files\Microsoft Forefront Identity
Manager\2010}
[ meset ] [oskussge | [ Bk [ Mew | [ cancd |

Configure Common Services ¢
Configure the MIM database connection Fo.

Enter the SQL Server location andjor instance (Server or Server\Instance).

Database ServeROCMINMIM
Click onNext

Database Server:  [poCMIMMIM|

Enter the database name.

Dgtabase Name:  [FMService

If the database you named above already exists, how do you want to proceed? NO—H A A
o Se . Install wil continue even if you enter a bad SQL
O R s the excating dstabase. instance namdut the FIM Service will nadtart.
During setup MIM will suthenticate with SQL Serwer using your current Windows credentials.
[k [ met | [ conl |
Configure Common Services
Enter the mail server location.
al Server:
[w]Use 551
[¥IMai Server is Exchange Server 2007 or Exchange Server 2010 Enter the name of the Exchange Server:
[#] Enable poliing for Exchange Server 2007 or Exchange Server 2010 . .
S pocexchl.pocmiam.intra
[k ][ wec | [ concel |
Configure Common Services ‘1’
Configure service certificate =
Please select the certificate the Service should use to allow dients to validate the Server.
() Select a certificate located in the local certificate store
(®) Generate a new selfissued certificate
Certificate Name: Microsoft Identity Manager Clle OrNeXt
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15!

- [T
v

Microsoft Identity Manager 2016 - Service and Portal

Configure Common Services

Configure the MIM service account

Enter the credentials of the account under which the MIM service will run, This account must be
locked down as described in the product documentation.

Service Account Name:

|sve-mimservice
Service Account Password: “ [
Service Account Domain: |pocm\am‘mtra

Service Email Account: |gmaﬂ-,igu @png’mam‘mtral

Service Email Account Password: |

IMPORTAMT: The service email account is used to process requests and approvals. This email
account should be created for the exdusive use of the Identity Management service, Please
see the Before You Begin section of the Setup Guide for more information.

Next ‘ ‘ Cancel ‘

15

_I:I-
v

Microsoft Identity Manager 2016 - Service and Portal

Configure Common Services

Configure the Microsoft Identity Manager Service and Portal synchronizatia...

Enter information about the MIM synchronization server.

Synchronization Server: |POCMIM

MIM Management Agent Account: |Pucmiam\sv:fmmma

Domain'Account

*Enter the domain and user name of the Microsoft Identity Manager Service and Portal
Management Agent account. This is the account entered on the "Connect to Database™ page in
the Management Agent creation wizard,

‘ Back ” Next | | Cancel |

b=l

_ﬂ-
v

Microsoft Identity Manager 2016 - Service and Portal

Configure MIM Service and Portal

Configure connection to the MIM Service

Enter the server address the MIM Portal and other dients should use to contact the MIM
Service. Do not use localhost or prefix http:/f or https:// to the server address.

MIM Service Server address:

M\mservlce.pom\am.lnha\

*If this is a stand alone installation, this should be the name of the server itself, If thisis a
scaled out installation, this should be the name the dients should use to contact the duster.

| Back ” Mext | | Cancel |

15

_I:I-
v

Microsoft Identity Manager 2016 - Service and Portal

Configure MIM Service and Portal

Configure connection to the MIM Service

Enter the URL to the SharePaint site collection where the MIM Portal should be hosted.

http: /fmimpor tal, pocmiam.intra|

Sharepoint site collection URL:

Back ” Next Cancel

Enter the following information:

Service Account Namsvemimservice

Service Atount Domainpocmiam.intra

Service Email Accourgmathieu@pocmiam.intra

MIM Management Agent Accourfocmiamsve
mimma

MIM Service Server address:
Mimservice.pocmiam.intra

SharePoint site collection URL:
http://mimportal.pocmiam.intra
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Configure MIM Service and Portal
Configure optional portal homepage configuration

Enter the password registration portal URL that the browser will navigate to when the "Register
for password reset”link on the MIM portal homepage is dicked.

‘You may leave this field empty if you do not wish to customize the "Register for password
reset”link.

Registration Portal URL: |register. pocmiam.intra|

.contoso.com

Configure MIM Service and Portal
Configure security changes configured by setup

Clients cannot communicate with MIM Service unless ports are opened in the firewall.
[+ Open ports 5725 and 5726 in firewall

Users will not have access to MIM Portal site unless spedified here.
Setup can grant NT AUTHORITY \authenticated users READ access.
[ Grant authenticated users access to the MIM Portal site

Back || MNext | [ Cancel

Enter Information for MIM Password Portals
Enter optional password portal configuration

[]MIM Password Registration Portal will be installed on another host

Enter the existing account under which the password registration application pool will run in IIS

Account Name: I

DemainlAccount

[[]MIM Password Reset Portal will be installed on another host

Enter the existing account under which the password reset application pool will run in IS

Account Name: I

DomainhAccount

Install Microsoft Identity Manager Service and Portal

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back || Instal | [ cancel

Registation Portal URL:
https:// register.pocmiam.intra

Check the boxe®pen ports 5725 and 5726 in
firewall and Grant authenticated users access to
MIM Portal site

Click onNext

Click onnstall
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i Microsoft Identity Manager 2016 - Service and Portal I;li-

Completed the Microsoft Identity
Manager Service and Portal Setup Wizard

Click the Finish button to exit the Setup Wizard,

Click orFinish
Back Cancel
5 Login Properties - msexp76\svc-mimservice == -
F Ssemt v [ Hep
3 Server Roles
= Users mapped to this login
1A Securables Map Database User Defaut: Schema
L Status T FMservice B e e =
[ FMSynchronizationSer...
[0  master
[ model
[1 msdb
[]  ShaePoint_AdminCont
[]  shareFoirt_Corfig
] tempdb . . .
O s Cortr The useiPocmiamisvemimservicehas been granted
o access to SQL Server database automatically by t
Database role membership for: FIMService Setu p

] db_backupoperator

Server [] db_datareader
MIMSQLMIM

] db_datawriter
Cornection ] db_cdladmin
MSEXP76\Adriristrator ] db_denydatareader
% View connection oroperties E Sgi:i:y;mwmer
[ db_securiyadmin
Progress FIM_Service_lirte
] FIM_SynchronizationService
Feady ] peristencellsers
public
1 state. neristence. 156 v

Add*.pocmiam.intrain Local Intranet websitezone to enable Kerberos authentication.
Start IIS and configure the MIM portal website to listen on TCP 443 and map a web setifieateer

Connect tohttp://mimservice pocmiam.intrdldentityManagement
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2.8.5 Install Visual Studio 2015 on POCMIM

Install Visual Studio 2015.
This tool is required to creatéllM 2016 rules extension or Metaverse rules
Perform a default installation.

o Visual Studio 0 Visual Studio

Enterprise 2015 Enterprise 2015

Setup Completed!
Setup requires up to 10 GB across all drives.

Choose the type of installation

® Default
Includes C#/VE Web and Desktop features
Custom

Allows you to customize features for your installation

You can add or remove additional features at any time after setup via
Programs and Features in the Control Panel.
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2.8.6 Install MIMWAL

MIMWALL allows to extend MIM workflow activities:

U Add Delay Add delay in workflow processing

Create ResourceCreate new MIM resources

Delete ResourcesDelete exsting MIM resources

Generate Unique ValueGenerate unique value for use in attributes
Request ApprovalRequest Approval during authorization phase
Run PowerShell ScripRun PowerShell script code

Send Email NotificationSend Email Notifications

Update ResourcesUpdate existing MIM resources or read existing MIM resources to populate
WorkflowData dictionary

0 Verify Request Verify request during authorization phase

i et ot Y et S o ot B N

http://microsoft.github.io/MIMWAL
https://github.com/Microsoft/ MIMWAL/wiki/AddDelayActivity

The step to install MIMWALL is described here:
https://github.com/Microsoft/MIMWAL/wiki/buildand-deployment
https://tlktechidentitythoughts.wordpress.com/2016/02/02/mimfimvorkflow-activity-library-installation/

Create the Key pair.

e Administrator: Windows PowerShell

Windows Fowerihe
Copyright (C) 2014 Microesoft Corporation. fill rights reserved.

PS C:wlsersisve-miminstall> ed C:d_adm\MIMMAL-2_16.1028.0\MIMUAL-2.16.1028_0%

PS5 Cvlsersisvc-miminstalls

PSS CoZlsersisve-miminstall> G:h adm\MIMWAL-Z_ 161028 .0\HIMWAL-2_16._1023.0\src™\Scriptsisn.exe -B G:%_adm\MIMWAL-2_16.1028
SONMIMUMAL-2.16.1028.0%sre ML, snk

icrosoft (R) _HET Framework Strong Mame Utility Version 3.5.30729.1
Copyright (¢) Hicrosoft Corporation. All rights reserved.

Invalid option K
PS C:hwlsersisve-miminstall? G:s_adm\MIMWAL-2.16.1028 .0\HIMMAL-2.16.1028. M\srch\Scriptsisn.exe -k ..\WilL.snk

icrosoft (R) _HET Framework Strong Mame Utility Version 3.5.30729.1
Copyright (c¢) Microsoft Corporation. A1l rights reserved.

Key pair written to ._.\WAL.snk
PS C:slsers\svc-miminstall> _

Copy the pair key to the proper emplacement.
Edit the fileWAL.slrwith Visual Studio.
Compile the project ifReleasanode.

Dd WAL - Microsoft Visual Studio (Administratar)
File Edit View  Project Build Debug Team  Tools  Architecture

~ -2 e - = | Release = Any CPU -~ p
w y Debug [:@

T Object Browser ¥ X

e Release

[l Browse: My Solution Configuration Manager... 9|

Y T

Go to the folderC\_adm\MIMWAL-2.16.1028.OMIMWAL:=2.16.1028.0:srd SolutionOutput
Start the register.ps1 script.

ey Administrator: Windows PowerShell

Windows Fowerihe
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\lsersisvc-miminstall> cd “C:i%_adem\MIMUAL-2.16.1028  0NMIMWAL-2 161028 .0%src\Solutionlutput™
PS C:_adm\MIMWAL-2.16.1028.0\MIMWAL-2.16.1028.0%src\SolutionDutput> .‘Register.ps1 -PortalSiteHame “HIM Portal™
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C:\lsersisvc-miminstall> cd “C adm \MIMAL-2 16 . 1028 . 0"\MIMWAL-2 161028 . 0\src\SolutionDutput™
Goy_adm\MIMWAL-Z.16.1028.0"\MIMUAL-2.16.1028.0 src\SolutionDutput> .%“Register.psl -PortalSiteHame “"MIM Portal™

BUG: Registering assembly in GA

Gz adm\M{hIJnL -2 161028 _0\MIMIA 161028 _Dhsrch\Solutionlutput\MicrosoftServices_ IdentityManagement WorkflowActivi

HET Global Assembly Cache Utility. Uersion 3.5.21022.8
opyright (c¢) Microsoft Corporation. All rights reserved.

IEBUG neglsterlng assembly in Gﬁ
_adm\MIMUAL-2 161028 . 0"MIMMAL-2.16 . 1028 . 0vsrevSolutionlutput\HicrosoftServices. IdentityHanagement . Workflowlictivi
y.UI.d411"
Hicrosoft (R) .HET Global Assembly Cache Utility. Version 3.5.21022.%
ght (c¢) Microsoft Corporation. All rights reserved.

 Ass enbly
H adm\MIMIAL-2 16, 1028 D\MHIMUAL-2 . 16.1028. 0%srch\SolutionDutput\MicrosoftServices. IdentityHanagement .WorkflowActivi
ibrary.dll
DEBUG: Loading Assembl
% admM\HIMWAL-2 .16, 1028 DAMIMUAL-2 161028 . 0%src'\Solutionlutput\MicrosoftServices. IdentityManagement Workflowlictivi

DEBUG: Updated Assembly Bindings in the config file: C-3Program Files‘Microsoft Forefront Identity
anager\20107\Service\Microsoft.ResourceManagement.Service.exe.confiyg

DEBUG: Configuring WAL event source in the config file: C:“Program Files'Microsoft Forefront Identity
anager\20107\Service\Microsoft.KesourceManagement.Service.exe.config

DEBUG: Configured WAL event logging in the config file: C:\Program Flles\Micrnsnft Forefront Identity
anageri2010iServiceMicrosoft.ResourceManagement . Service.exe.config

ERBOSE: Loading module from path
i \Ulndnws\system??\u1ndnwsinerShell\u1 M\Modules\WebAdministrationi\WebAdministration.psdi”.

ERBOSE: Loading “fAssembly’ from pat
"C-\Windows\Microsoft. Net\assemhly\ﬁﬁﬂ HSIL\Microsoft.IIS_PowerShell.Frameworkiwd. 0_8.5.0.0_ 31bf3856ad36he3d5 MHicroso
. IIS.PowerShell.Framework.d11”

ERBOSE: Loading TypesTnPrncess from path

"Gz \U1ndnws\system32\u1ndnwsinerShell\u1 M'Modules\WebAdministrationhiisprovider.types.psizml’.
ERBOSE: Loading “FormatsToProcess’ from path
'B' Hlndnws\system32\u1ndnwsinerShe11\v1 H\Hndules\uehndm1n1strat10n\1lsprnv1der.fnrmat pslsml’.

RBOSE: Exporting function “IIS:”

EHBUSE Exporting cmdlet “Start Uebﬂnmm1tﬂelay .

Creating event source MicrosoftServices.IdentityManagement . WorkflowActivitylibrary in event log WAL
Event source MicrosoftServices. Ident1tyManagement.Wnrkflnwnctiuitylibrary created in event log WAL
Jriting a test event in the event log “WAL”

The Forefront Identity Manager Service service is stopping...

The Forefront Identity Manager Service service was stopped successfully.

The Forefront Identity Manager Service service is starting..
The Forefront Identity Manager Service service was started successfully.

Attempting stop...

Internet services successfully stopped

fittempting start...

Internet services successfully restarted

Review script console output for any errors. Once the deployment is successful on *ALL* the servers, update the assembl
version in MIMWAL HOMLs by executing UpdateWorkflowloml.ps1 script.

PS Ci%_adm\MIMMAL-2.16.1028.0\MIMWAL-2.16.1028.0%src\SolutionDutput> .

Start also the commandipdateWorkflowXoml.ps1l

PS C:h_adm©MIMWAL-2_ 161028 . 0WHIMUAL-2.16.1028 .0%src \SolutionOutput> .‘UpdateWorkflowfoml.ps1
_h\ adm;&;&éaf 25:2M2528 DWMIMUAL-2 161028 _D%srci\SolutionDutput\HicrosoftServices IdentityManagement _WorkflowActivityl
ibrary.
Workflow = “_fD User Deletion Workflow’. Ho updates necessary. It does not use any MIMMML activities.
Workflow *_AD User Deprovision Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = *_fidd-To-Group’. Ho updates necessary. It does not uwse any MIMMMAL activities.
Workflow *_AD-Dut-Test1’. Ho updates necessary. It does not use any HIMWAL activities.
Workflow = *_Security Group Provisioning to AD’. Ho updates necessary. It does not use any MIMMML activities.
Workflow “Expiration Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = “Filter Validation Workflow for Administraters’. Me updates necessary. It does not use any MIMUAL ac
‘Filter Validation Workflow for Hon-fidministraters’. Mo updates necessary. It does not use any MIMUA

activities.

Workflow “Group Expiration Hotification Workflow’. He updates necessary. It does not use any MIMUAL activitie

Workflow “Group Validation Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = “Owner fApproval Workflow’. Mo updates necessary. It does not use any MIMWAL activities.
Workflow “PAM: Handle PAM Request’. Ho updates necessary. It does not use any MIMWAL activities.
Workflow = “PAM: Request Authorization’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow ‘Password Reset fAction Workflow’. Ho updates necessary. It does not use any MIMWAL activities.
Workflow = “Password Reset fiuthH Workflow’. Ho updates necessary. It does not use any MIMML activities.

kippi Workflow ‘Requestor Validation With Owner Authorization’. He updates necessary. It does not use any MIMUAL ac
1vities.

Bkipping Workflow “Requestor Validation Without Owner Authorization’. Mo updates necessary. It does not use any MIMUAL
activities.

Bkipping Workflow = “System Workflow Required for Registration’. Mo wpdates necessary. It does not use any MIMUAL activi
ies.
PS Cihadm\MIMWAL-2.16.1028. 0NMIMWAL-2.16.1028 . 0%src \Solutionlutput>

Check that all news workflow activities are available.
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 Create Workflow

v

Add Activity
Activity Picker

Active Directory - Add User to Group

® an Activity for adding users to Active Directory
Groups

Active Directory Password Reset Activity
This is an activity to reset a user's password.

Function Evaluator

This activity allows functions to be used in
workflow definition.

Motification

O This activity sends notification to specific
recipients.

Synchronization Rule Activity

This activity manages the application of
Synchronization Rules to FIM objects.

0O WAL: Add Delay
Add a delay / wait to the workflow execution.

WAL: Create Resource

O Create a new resource and assign attribute
values,

WAL: Delete Resources

Delete one or more resources.

WAL: Generate Unique Value

Generate a unigue string value based on
defined criteria.

WAL: Run PowerShell Script

Run a PowerShell script from workflow.
WAL: Send Email Notification

Send Email Notification

WAL: Update Resources
O Update multiple attributes on one or more
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3 CONFIGURE MIM 20101SJUTION
3.1 MAIN USE CASES

3.1.1 schema and synchronization rsile

HR database

(person class)

AD attribute
(User class)

MIM
Synchronization
Service

MIM Service
(person class)

Provision
(source of
authority)

Update (source

of authority)

(person class)

ExtensionAttribute No update Change is not allowed.
Global 1D 15 Global_ID Global_ID HR Databse allowed Global_ID is a counter (digits only).
FIRST_NAME Sn LastName LastName HR Database HR Database
LAST_NAME givenName Firstname Firstname HR Database HR Database
MailNickName MailNickName MailNickName HR Databse AD (Manual | Allow to build ema_ll adc.ire_ss.
change) Generate automaticaly: GivenName + . + Sn
displayName displayName displayName Mim portal Mim portal Sn + space + GivenName
HR code entity and employee ID
ExtensionAttribute ExampleS000000002000000001
EMPLOYEE_ID 1 Employeeld Employeeld HR Database HR Database OVLI 288815 R2SayQd & dzll
ExtensionAttributel instead.
EMPLOYEE_TYPH EmployeeType EmployeeType EmployeeType HR Database | HR Database | 2 possibles valuesnternaland External
Could be changes by manager (Mim portal) or by k
EMPLOYEE_TYPE EmployeeType | EmployeeTypeMin| EmployeeType N.A Mim portal | team.
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Active Directory login
Generated automaticallygivenrame + . + Sn.
In case of conflict, add a digit

samAccountNamg  AccountName AccountName MIM portal MIM portal o
Size: 20 characters
If first name or last name is changed,
SamAccountName is not updated automatically.
Size: 255 caracteres
distinquishedNamd AD AD (Manual | Generated automatically. If first name tast name is
g change) changed, DistinguishedName is not updated
automatically.
Size: 255 caracteres
ch AD Algh(alvrllarét;al Generated automatically. If first name or last name
9 changed, Cn is not updated automatically (rename
mail Email Email AD AD Gerera}tg by Exchange (email addresses policy) ba
on mailnickname
Generate automatically based on SamAccountNan
userPrincipalNam¢ MIM portal MIM portal and Company attribute: SamAccountName +
@pocmiam.msreport.fr
Generate randomly based on HR6.XLS file.
DIVISION company company company HR D#abase HR Database ExampleENTITY1
DEPARTMENT department department department HR Database HR Database Generate. randomly based on HR6'XLS file.
Example: Internal Communication
JOB_TITLE title JobTitle JobTitle HRDatabase HR Database Generate. based on HRS.'XLS f'l.e'
Example: Executive Assistant Finance / Legal
MANAGER Manager Manager Manager HR Database HR Database | Contains the Global_ID value of the Manager.
STATE streetaddress PostalAddress Address HR Database HR Database Generate.d randomly based on AddressgsPhones.
Example: 255 quai de la Bataille de Stalingrad
ZIP_CD postalCode postalCode PostalCode HR Database HR Database Generate.d randomly based on AddressesPhones.
Example: 92866
CITY | City City HR Database HR Database Generated randomly based on AddressesPhones.

Example: London
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co

Generated randomly based on AddressesPhones.

C C Country Country HR Database HR Database i
Example: France
CountryCode
. . . . Generated randomly based on AddressesPhones.
Mobile Mobile MobilePhone MobilePhone HR [@tabase HR Database Example: +33 (0)6 57 75 84 28
Generated randomly based on AddressesPhones.
. . . . : Example: +33 (0)6 57 75 84 28
Mobile Mobile Mobile MobilePhone N.A Mim portal Allow to update mobile from M portal (avoid
bidirectional synchronization).
) . Generated randomly based on AddressesPhones.
TelephoneNumber | TelephoneNumbe OfficePhone OfficePhone HR Database HR Database Example: +33 (0)1 57 75 84 28
) : Generated randomly based on AddressesPhones.
TelephoneNumber | TelephoneNumbel| TelephoneNumbe OfficePhone N.A Mim portal Example: +33 (0)1 57 75 84 28
thumbnailPhoto Photo Photo Mim portal Mim portal Photo attribute
EmployeeEndDate | AccountExpires | EmployeeEndDatq EmployeeEndDatq HR Database HR D#abase |Used to deprovision user.
EmployeeStartdate EmployeeStartdatg EmployeeStartdatg HR Database HR Database | Employee start date.
Generated Randomly based on Type.csv. if "Cadré
"Agent demaitrise": no manager approval if you
ExtensionAttribute change EmployeeTYpe, Mobile or TelephoneNum
Type 10 Type Type HR Database HR Database If cadre dirigeant, approval is required if you chang
HR field from MIM portal (EmployeeType, Mobile,
TelephoneNumber)
Domain Domain Domain HR Database No change |If 1, create user in doma!n, p(_)cmlam.l_ntra_
allowed If 2, create user in domain child.pocmiam.intra
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3.1.2 MIM 2016 Web interface customization
The edit form of the Mim 2016 web portal will be configured to display the fields in the table below:

General | Work info . Contactinfo
Photo Employee Start Date Office Phone
Global_ID Employee End Date Mobile Phone
First name Employee Type Address
Last name Employee Id City
DisplayName Manager Postal code
AccountName Company Country
Domain Department
E-mail alias Jab title
E-Mail Type

Only fields in Red and bold could be changed by a manager via MIM Portal.
Only fields which are underline could be changed by the user himself.
Other fields will be displayed in read only.

3.1.3 Other requirements

MIM 2016 will be con§jured to:

U Provision, update and deprovision accounts in AD and Exchange 2013 automatically based on HR CSYV file
(by synchronization).

U Implement different policies for internal and external users (valuedfieplayNamgg

Allow an end user to update himsélis mobile phone.

U Allow manager to edit the AD accounts of this reports.

T C

3.2 CREATE HR DATABASE MPORT YOUR HRTBA

In this lab, | first create HRCSV filavith all information about my users.

You can use the solution provided here:

http://msreport.free.fr/articles/GenerateCSV.zip

The scriptCreateCSV6.pslgenerates the HR CSV file with a specified number of random users.
You can also define the number of entity.

Each entity has a levélmanager, a few level 2 managers and standards internal or external users.
The PowerShell script uses data of several files to generate information of the users.

Pay attention to the name of each column (rename it if necessary). Then, you need to &neate table and
import this file in a SQL table.

MACIOSOM SO Seruer Management Stuso {Aaministrasor)

o Debeg Teckh Widow il
3k | o My L2215 ] > EETaon

Selecte e

Create the HR SQL Server database.
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Object Explorer - 1x
Connect~ 3 3 m [ [Z] .5
= [ POCMIMMIM (SOL Server 11.0.6020 - POCMIAMYsve-miminstall)
= 3@ Databases
[23 System Databases
[C3 Database Snapshots
|3 FIMService
|1 FIMSynchronizationService
|J SharePaint_AdminContent_643631¢3-04e-4a44-5400-84831382dac4
| SharePaint_Config

L] FS_Cnntent Detach...
= 0
E New Database... Take Offline
New Query Bring Online
Script Database as 3
Shrink 4
Tasks 3
T Y s Import the CSV as a new table.
Policies 4 Restore >
Facets
Gl Mirror...
3 Secur Start PowerShell Launch Database Mirroring Monitor...
(3 Serve Reports v Ship Transaction Logs...
3 Repli
3 Alwa: Rename Generate Scripts..
3 Man: Delete Extract Data-tier Application...
3 Integ —_—————————————
(2,500 Refresh Deploy Database to SOL Azure...

Properties Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...

Impc'{Data...
Choose a Data Source
Select the source from which to copy data ‘l:}
L]
Data source: [ et Fie Souce ~|
General Select a file and specify the file properties and the file format.
,: "I Y File name: [c\_sdm\Base\100-Users.csv
3 Preview Locale: [Engish (Unted States) =] [ Unicode
Code page: [1252 (ANSI - Latn 1) =]
Format = - .
st [Demicd El Text qualifiersemicolon
Text qualifier: [enone>

Header row delimiter;
Header rows to skip: |u
¥ Column names in the first data row

nn

8 Columns are not defined for this connection manager.

Choose a Data Sou

Select the source from ,ich to copy data. N L
§
Data source: Ié Flat File Source j C|ICk Omdvancedrab
General Specify the characters that delimit the source file: ————————————
m Row delimiter: (CRHLF) -]
21 Preview Column delimiter: [Semicolon €} ~I

Preview rows 2-99:
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Choose s Data Source
Select the source from which to copy data .i
|
Data source: |3 P Fresouce B
Geners Configure the properties of sach column.
:‘m ' K :::e DEPARTMENT
g::‘?::m De‘m!f.-n::lm{:'.l
Daasese 0 ., Configure each attribute withtring[DT STRith a
value of 500 foOutputColumnWidth
Perform this action for each column / attribute.
DataType
New |#] i | susgestTypes.. |
el coack [ Memx | Fneno | canes |@

Choose a Destination B
Specify where to copy data to. N

Server name: POCMIMAMIM ;I

n
@ Use Windows Authentication

" Use SQL Server Authentication

User name: [
Password: I
P B Click onNext
New.
Help <Back |[ Newt> | Finsho | Concel |

———————

Select Source Tobles and Views

Choose one or more tables and views 1o copy. ":,
'%u;.-:m | Destnation: POCMIM\MIM |
3 C\_sdm\BaseI00-Users cav [ ol isen) |
Click onedit Mappingdutton.
Check result. All attributes must barchar 500
Click onNext
stmappngs. | Preoew.. |
Help <ok |[He> ] fronoo | come |
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Save and Run Package
Indicate whether to save the SSIS package, .!-
|
¥ Run immediately
I~ Save SSIS Package
 SQL Server
€ File system
Package protection level
[Encrypt senstive data with user key |
Password: [
Retype password: |
Help <Back Hﬁl Finish> |  Cancel |
The execution was successful g
A
@ 11 Total 0 Error
Success 11 Success 0 Warning
Details
[ Action [ status [ Message |
@ Intializing Data Flow Task Success
@ Intializing Connections Success
@ Setting SGL Command Success
@ Setting Source Connection Success
@ Setting Destination Connection Success
@ Validating Success
& Prepare for Execute Success
(i) Preexecuts Success
(@ Executing Success
(D Copying to [dbo] [Users] Success 98 rows transfered
(i) Postexscute Success
Stop Report ¥
Clns
Microsoft QL Server Management Studio (Administrator)

5 | 2 Newuy Ly i) L — |

Dbt Explerer
Conmect- ¥/ 3} = 7 7]
= (8 Pocs 4 Envronment =]
= [ Detabases Genersi Lo Viewes Options
% [ Symem Dutataces I Valu for Sebect Top <> Audt rcords command 00
L4 Databese Snapshos| Document: o ——
8§ sevier Fromirene Valosfor Kt Tag < Rows commend a0
= e Fonts and Colors
L} SharePoim Adrminc] Impottand Epen Setngs [y
= (1 SharePom Contig Incemationsi Setings
= [ WSS Coment + Keyboard
= Startup
(3 Databe Dingra{ Wet Browser
= 0 Tables + Sousce Contrcl
& (3 System Tabld| | & Test Editar
i [ FileTables + Query Execution’
+ 71 dbalen: ¥ Query Resutts Nalue for Selest Top <n> Rows command
=  oews + Designers Specifts the ruraber of returre roms using the TOP clausefor the Seect
4 (3 Synanyms. 1 S Server AbwaysOn comenand. Specifying a vahue of 0 retums all rows.
=03 v sa i
(3 Sence Brcker
[

New Query [ v ¢ 5| 4 3 3 -G |
Object Explorer v X
Connect~ %} 4 m T [2] :§
= POCMIMAMIM (SOL Server 11.0.6020 - POCMIAM\sve-miminstall)
= 3 Databases

3 System Databases
[ Database Snapshots
[ FIMService
| ) FIMSynchronizationService
L] SharePoint_AdminContent_648681e3-049%e-4a44-b400-24831582dacd
L] SharePoint_Config
L] WS5_Content
[ HR

3 Database Diagrams

DEEEEEBE

= 3 Tables
[ System Tables
3 FileTal
MNew Table...
S| e
E3 Views Design

3 Synonyms Select Top 200000 Rows

(23 Programn Edit Top 240000 Rows

Click onNext
Click o Finish

Click orClose

Go toTools | Options
Enter 200000 undefable and View options

You can now edit viaQL Server Managemeobl a
table with 200000 lines.

Guillaume MATHIEYJCTO Metsys http://msreport.free.fr ¢ http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

During this lab, we will directly modify this SQL table to validate behatibre solution.

3.3 CONFIGURE LOGO
Go to the folder

C\Program FilesCommon Filasnicrosoft sharedWeb Server Extensidrigh TEMPLATEVIAGESMSILM2

Rename the Logo.png as Legid.png.
Copy your logo.
Enteriisresetcommand.

3.4 CONFIGURE THE MINNSMRONIZATNGSERVICE SCHEMA ANE

MIM SERVICE SCHEMA

) SQL Server Import and Export Wizard [=o =

Synchronization Service Manager on POCMIM

3 | B Metaverss Desgrar 8 Metavense Seach i Joner

o
Dbsect types
™= [ [
funton
apchrorizstonle
epectediusErty =
SmectndPuisEry 0 Add Atibute ToObject Type | % |
pewon
Obiecthoerara:  Famen
=] New Attribute:
Avulabis atvibites
aeitnse rame [ Dsssertly
DlconmetedObpctTyon
Aibute type: Stong frdecble) DleonnectsdSysem E
[dcomnetedSyemSeops
™ Mubivaled | connector
DlcresteCornected Systamltiect
F inomed DlermatedTine
[ crmsteil MObgect
I | O
(o3 Cancel Help &)
= [ dscomectomectedSymanlbject
m!
DlessercaTest ¥
(=TT
Total rumer of cbjoct types: 13 oK Cacal e
SO | e
Bame [ Tipe [ Mtivohed [incened | import fow |
ctourttios Sorg deatie] | Mo ]
b3 UseCarinangePasmoe  Buciean e tie 0
odzen Srglduatie] Mo to 0
et Fedarance DN} e 0
BANNNFLocksaOut Futerence DN} Tes te 0
atnWF Regatered Rederance [N} Yes 0
< Srg ndeatiel Mo Ho 0

File Edit View Favorites Tools Help

Microsoft Identity Manager

Home

Schema Management - All Attributes
g o

All Bindings All Resource Types

Distribution Groups (DGs)
My DGs

My DG Memberships

Display Name & MName
AccountName

‘Security Groups (SGs) =

My 5Gs

ActionParameter
My SG Memberships

[ Action Type ActionType

Users.

[ Action Workflow Instance  ActionWorkflowlnstance

Cm‘ann.ﬁtlribut.

<>

[ Cancel |

Add theGlobal_ICattribute (string) and index it to the
class PersorPerform the same thing for attribute:

EmployeeTypeMim Type HomeMdh
MsExchHomeServand Domain

Go to MIM portal inAdministration | Schema
https://mimportal.pocmiam.intra/ldentityManagem
ent/aspx/schema/AllAttributeDescriptions.aspx

Createthe Global_I[Typg Domain HomeMdband
MsExchHomeServattributes.

All these attributes must be string and be indexed.

Click onFinishand thenSubmit
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Create Binding x

| Genen [ Atiibute Overide . Locaizaton. | Valdstion | Sunmary ae

More Information

Resource Type

e, D Create all bindings.
Assign each new attribute to the cla8srson
| https://mimportal.pocmiam.intra/ldentityManagem
ent/aspx/schema/AllBindingDescriptions.aspx
1 [ Met> | Fpgn || Concel |

Microsoft Identity Manager

Administration

Home

Distribution Groups (DGs)

My DGs
= Unlock Users
My DG Memberships = Schema Management

= Search Scopes

Iy EEEEE » Workflows
My SGs = Management Policy Rules
My SG Memberships » Sets
= Synchronization Rules
Users = All Resources
= Resource Contrel Display Configurations
My Profile =« Home Page Resources
Authentication Worikdlow « Mavigation Bar Resources
Registration ; . . . .
- ror comaueten Configure the filter permission to allows
« Domain Configurations L .
AT IS | - e administrators and nomdministrators b use these
;”et"‘” DEE LTS new attributes Global_IDTypg Domain HomeMdb
s .
and MsExchHomeSenJ)eas filter.
Reauests & Aporovals

Microsoft Identity Manager

Home Filter Permission

Distribution Groups (DGs)
MBS 5 2
My DG Memberships New Details Delete

O

Security Groups (SGs)
[ Administrator FQEF Permission

My 5G= L ~ o
[ Men-Administr Filter Permission
My 5G Membershi
v EmbErEhes Selected ltems:
Users

Filter Permission Administrator Filter Permission

General | Permitted Filter Attributes

Movedbihutes Data Warehouse Mapping HomeMdl: ~ m'v 22 Perform this action for administrator filtelmnd for
ﬁf.‘il{_—«..‘;\.:::.-.nm” permitted in the MsExchHomaServer L .. .

< N non-administrator filters.
Allwed Membership References All G ~ =

of groups or sets for
ay reference the
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File Edit View Favorites Tools Help

Microsoft Identity Manager

Home
Distribution Groups (DGs) .
3 @ X ‘)
EYDCIREREEEe New  Detals  Delete  Binding Al Bindings All Resource Types
Security Groups (SGs) t Display Name «
[ Employee Type
My SGs
Selected Items:

pocmiamisvc-miminstall | Site Actions @)
'

Schema Management - All Attributes

Search for: Search within:
Employes Type £ | Attributes
Advanced Search ¥
Mame Description A
EmployeeType v

Page[ Tof1 I44 b Pl

1 items total

My SG Memberships ‘

| Employee Type

Configure EmployeeType attribute and

EmployeeTye binding to allow the following
values: Internaland External

General | Localization Validation|

String pattern
- Rl Extel P
Enter a regular expression in the text (nternal| mal)?$

bo String pattern:
~(Internal|External)?$

Perform the same thing on themployee Typkinding.

Microsoft Identity Manager

. -
pome Schema Management - All Bindings
Distribution Groups (DGs)
5 G « i@ f Search for: Search within:

My DGs - ' f Employee Type £|Bindings

My DG Memberships New  Demails  Delete Al Attributes All Resource Types Advanced Search ¥
Security Groups (5G5) O Display Name Resource Type Attribute Type

[ EmployeType User Employee Type
My SGs

Schema Management - All Bindings

3 X 9 f

Hew A Atrkuses Al Ressrce Types

We need now to configure the list of companies. C
to Administration | Schema Managemeand click
on Bindings

Disgla Nam Resouece T st Tyge A

o
a
s

Company

| Common Attributes

Extended Attributes

Attribute Is Required O

Attribute Type

Company
The binding's attribute type

Integer Maximum

Go to advanced view and enter the following value
in String regular Expression.
NENTITYYENTITYENTITY®$

For an Integer attribute, this is the
madmum value, inclusive.

Integer Minimum

Eor an Integer attribute, this is the
minimum value, inclusive.
Localizable

A true indicates this attribute can be O
localized. Only allowed for String
DataTypes.

Resource Type -

The binding's rescurce type

String Regular Expression

This is a .Net Regex pattern that ~
defines what string values are allowed.

Usage Keyword

StartlISRESH a command prompt to apply the change on MIM 2016 portal.

Guillaume MATHIEYJCTO Metsys http://msreport.free.fr ¢ http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

3.5 CREATE THE HR MANMABRT AGENT (SQL SERVE MIM

SYNCHRONIZATION 3ERV

IFiIe Tools  Actions  Help

a Operations ‘ Management Agents ﬁJ Metaverse Designer \gl M

MName Type Description
=
4y Refresh F5
|‘TJ [iCreate.. Ctrl+1
e
@ Properties.. Ctrl+P
K Delete.., Del
3 Configure Run Profiles...
® FRun. Ctrl+F5
D Son
]
= Create Management Agent Managemert agert for
[saL server B3
Wit this management agert. you can synchronize with Mirosoft SQL Server elational
databases.
Name:
[FAl
Description
~
<
™ Run this managemet agent in a separate process.
<ok [ et s | cancel | Hep |

Create Managament Agert o create @ management agent for Miorosoft QL Server database, you must firt
= Connectto Database conmect to the database by speciying a user name and password wih pemissions fo
Corfigure Columns read the table or view. These credentials are then used to run the management
agent. For infc about for
Ihis connected data source, see the Synchrarization Servics help

with
Cortfigure Connector Filter

Corfigure Join and Projection Fules

Configurs Atbute Flow —Ptimary connection infarmation
Corfigure Deprovsioning = pocmimimin
Corfigure Extensions Database HR
TebleMView Users
[~ Optional connection infarmation
Delta View:
Muivalue Table:
mode
€ SQL authentication & Windows integrated authentication
User name sve-sal
Password:
Domain: lpocmiam intra
<ok |[ Neas | concel | Hep |ﬂ
(<) Properties [x] 2 prgemes
Mowpemort JowtOsarer  ColomCews 2 Delete | |
rews Cobomes 3 Conigure s Prfiles
& Cortiure Cokumrs - Dutabose Tipe
Cortgure Convector Fler
Cartgure Jor and Promcion Aues Hame m
Cortgpre dtate Fow.
ITYPE_STR
Database tpe .S
Corture Externore Lo 3 -
| 4
“d = Tyse e
Corbuse tpacl stuses ’TB”‘"" L]
s | F ot emgty g o ML on it
o e ™ Comvut WAL 5wty i o exper
Conbue mus-vibe =
s o] et | e |}
S | e | 4

Start the console MIIS.EXE/(chronization Service

Create a SQL Server Management Agent nanited

Enter the information to connect to the SQL Serve
database / table.

Click Next.

DefineGldbal_IDas source anchor (set anchor
button).

Select the attributeMANAGERN click on button
Edit
Configure as$/ANAGERsReference (Drattribute.
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r~ Build Rule
Data source atiribute: Metaverse object type: [
- |person =]
[ Mapping lype Metaverse attribute: |
& Diect -
H " Rules exdension |
| | All user without a valid&lobal _[Dwill become
— = “ . disconnector.
Data Source Altibute ] ing T | Metaverse Atribute i
T = — -~ Use theGlobal_ICas join rule.
Use nules extension to resolve
Join resolution: | ‘
ok | Cacel | Heb | i
Create Management Agert
Connect to Database S:;MMTM l‘:’: :’:ﬂ :
Configure Columns
Configure Connector Fiter
= Configure Join and Projsciion Rules
Configure Attribute Flow
Configure Deprovisioning
Configure Exensions
~Join and projection nules for; . . .
limatos i wmemonii i 1| | Click orNew projection ruland selecPersoras
1 Join No .
" iobsi o Dt craeal 0 +||  Metaverse Object type.
I —
<Bick | Met> | cocd | hee |ﬂ

Ly GKS (G106 a/2yFAIdz2NBE ! GUGNROdziS Fi26¢ex O2yFA
rule to replicateHR data to the Metaverse.

Properties

Specify what should happen to connector space objects when they are

Connect to Database from i fisionil

Carfigure Calumns when the joined metaverse object is deleted.

Configure Connector Fiter

Configure Join and Projection Rules D Option .

Corre bt i e SelectStage a delete on the objefdr the next
e —  Make them st decernecors export run.

¥ Stage a delete on the obiect for the next export un

" Determine with a rules extension

hy GKS GFo6 a/ 2y 7TA IroB

Do not recal attributes contributed by objects from thi ent agent
I~ Do natecal suzesco obiscts from this management agi button.

oK | Cancel Help
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3.6 CREATE THE ACTNREDITORY MANAGEMESENRT

=]

Management Agent Designer

Create Management Agent

= Create Managemert Agert

Create Manzgement Agent

Management agent for

Active Directory Domain Services |

With this management agert. you can synchonize with Active Diractory forests.

Name:

[T

Descriction:

™" Run this management agent in a ssparale process

| [t > Cancel Hep |
Y

S|
Mansgement Agert Designer

Create Management Agent
Connect to Active Directory Forest

Create Management Agent

= Connect to Active Directory Forest
Corfigure Directory Partiions
Configure Provisioring Hierarchy
Select Object Types
Select Alfrbtes

Corfigure Connector Fiter

Corfigure Attibute Flow
Corfigure Deprovisioning

Corfigure Extensions

=}

Management Agent Designer

Canfigure Join and Projection Rules

To create a managemert agent for an Active Directory forest, you must connect to
that forest by specifying a domain account and password with pemissions to
enumerate the forest’s directory partitions and read the schema directory pariition.
These credentials are then used by defaut to run the management agent. For more
information about specfic pemmissions required for synchronizing wih this
connected data source, see the Synchronization Service help.

Forest name [pocmiam intra
User name: [sve-adma
Fassword  —
Domain: [pocmizm il

Cenfigure Connection Optiens

< Back | Ned >

Opions.

Cancel ‘ Help ‘ y

Create Management Agent
Corfigure Directory Partiions

Create Management Agent

Connectto Active Directory Forest
= Configure Directory Parttions

Configure Provisioning Hierarchy

Select Object Types

Select Attrbutes

Configure Connector Filer

Configure Attrbute Flow
Configure Deprovisioning

Configure Extensions

Configure Join and Projection Rules

Select directory partitions

I~ Show Al

DC=chid DC-pocmiam, DC=irira

DC-pocmiam. DCrira

Domain controler cannection seftings
™ Orly use prefered domain corirollers

Configure Connection Security:

Corfiurs
Options.

Lastused: |
Credentials

(¢ Use default forest credentials

" Attemate credentials for this directory partition

[

Select containers for this partition:

Password Synchrenization

[ ot ]
[f gﬂla\neu

I Enable this partiion as a password synchrenization source.

Configure password synchronizaion targets

<Back [ Nex >

[ e

Concel | Help

| 4

Create a new Active Directory Management Agent
named AD.

Use the accounpocmiam sveadmato connect to
Active Directory forest.

We have defined previously Active Directory
permissions in the 2 domains for this service
account.

Click onContainerdutton.
Select only OU corresponding to each HRties.

In the Select Containemindows, select for each entity root OU, the Qllbups Disabled UserandUsers
Perform this operation for the 2 domains. Click on Next button.

In configure Provisionning hierarchy, click on Next.
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Keep existing obj classes.
Selectcontact, userand groupobiject.

Create Management Agert Obiect types: I ShowAl
Connect to Active Dirsctory Forest
Corfigure Directory Parttions :::::ﬂ
Corfigure Provisioning Hierarchy JomainDNS
= Select Gbject Types M growp
Select Attributes [JinetOrgPerson
Configure Connector Fiter ] orgarizationalLnit
Corfigure Join and Projection Rules Muser
Corfigure Attrbute Flow
Corfigure: Deprovisioning
Corfigure Extensions
<Back [[ Mad> | cancel | Hep |

I

You must have prepare your schema for Exchangs

Select all default attributes.
Click onShow albox.
SelectObjectSid

Select also all attributes used in this lab and add a
attributes requiredfor Exchange 2013 like

Create Management Agent
Connect to Active Directory Forest
Corfigure Directory Partitons
Corfigure Provisioning Hierarchy
Select Object Types

= Select Attibutes
Carfigure Connector Fiter
Corfigure Join and Projection Rules
Corfigure Attribute Flow
Corfigure Deprovisioning

Configure Extensions

Create Management Agert Aetbiges: T G A
Connect to Active Directory Forest p—— & -
Corfigurs Directory Pasttions :
Corfigurs Provisioing Hierarchy Fen
Select Object Types o0
= Select Attrbutes company
Configure Connector Fiter depanment
Configure Join and Projection Fdes jl‘z:m::‘a
Configure Atrbute Flow drson
Configure Deprovisioning employeelD
Corfigure Extensions employes Type
[¥lfacsimis Telephonehumber
givenName
group Type
hemeMDE
hemePhone
info
intials
=]
mail
7] malhickname: v
<Back |[ Med > |  Caneal Hep |

HomeMdh MsExchHomeServer

Atibutes ¥ Show Al

[ garbageCollPeriod
gecos

[ generationQualfier

[ gidNumber

[ givenhame

[gPLink

[ gPOptions

[ groupAstributes

[ groupMembershipSAM

[ groupPricrity

[ groupsTolgnore

[ groupType

[ heuristics

[ hideDLMembership

[JhomeDrive

homeMDB

[JhomeMTA

[l homePhone

[JhomePostalAddress

[ houseldertiier

~

=
Add also attributes related to password and group
management:

Unicodepwd

Pwdlastset

GroupType

<Baok |[ Net> | Cancdl | Hep |
Create Management Agent &3
Cre
con] 10 oblect satisfes this fkier it becomes 3 andi further by the B
M remaining agent rules
Con
-Buid
Con _
Data source attribute: Operator:
528 | [oaensonftiouell |~ |Equals
Seld | |exsnsionAtibute 1 Does ot equal
axtensionArbute 12 Stats wih
= ol | |extension/tiibute 13 Does not stat with
Corf | |exensionAibute1d Enda with
Does nat end with
Corll | |extensionAtiibute2 Cortains
Con extensionAftribute3 Does not contain 'S
extensionAttributed Is present
Cor extensionAttribute’s
exensionAtrbute | L2
AddCondtion | Remove Condition_ |
Data Source Attribute | Operator [ Value
extensionAltribute 15 Is not present
ok | cancel | Hep |

Configure as disconnector each user without
ExtensionAttribute15This attribute will store the
Global Id.
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5| Create Management Agent
e e foruser
Connecd| [~ Buld e ——
Datz source atiribute: Metaverse object type.
Configur}
emplopelD - |
Selact ] ;n‘w--‘l:;p-1 [ Mapping type Metaverse atiribute:
setect Al | [ et 10 @ Deect [register ~
Corfigu | |tensoniertite ] regitration Requred
extensonAtirbute12 © Rules extension | [SeetPassword
= Configul| | |extensonbuse 13 e
Cortol | [mtsnsoniariutens |Gt =
Cortigul] Mwmma.ﬂ - = N 4
Configu AddCondtion | Remove Condton_ | 3
Data Source Atrbute [ Mapping Type | Metaverss Attrbute ]
edensionAtrbute 15 Dwect Glad_JD
T~ Use nies extension to resive.
Join resolution: |
ok | caes |  Hw |
<Bod | Mea> | Coed | Heb |
£

£
|
i
3
5

FEFEFER

Properties
Connect to Active Directory Forest
Corfigure Directory Partitions
Corfigure Provisioning Hierarchy
Select Object Types
Select Attributes
Corfigure Connector Fiter

=5 Configure Join and Projection Rules

Data Source Object Type.

contact No
container Ho
domainDNS No

Yes
organizationalUnit No

Corfigure Attribute Flow Jain and projection nlesfor:  group.
Corfigure Deprovisioning [ Mapping Group [ Acton | Metaverse Object Type | Resoltion | {
Corfigure Extensions =1 Join  group No
Diect 3
[No |

obiectSid Drect  objectSd

3 Project  group

New Join Rule. New Projection Fule. | Edi.. |  Delete |

0K | Cacel | b |

|

Configure ExtensionAttribute15 and Global_ID as
join rule.

Configure user join and projection rules.

Configure group join and projection rules.

Define 2 advanced rules used for group
synchronization.
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