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1 ARCHITECTURE OVERVIEW
1.1 MIM 2016 / AZURE ACTIVE DIRECTORY COMPONENTS

MIM 2016 is a family of products.

Component
MIM Synchronization Service
(previously MIIS 2003, ILM
2007, FIM 2010)

Description

This is the MIM 2016 synchronization engine.

MIM Service / MIM Portal

MIM Service is Windows service that provide MIM Portal with web APIs.

MIM Portal is the SharePoint website. It allows:

» Configuration of MIM Service.

» User and groups management from Business teams via a customizable
web interface. All the configuration is stored in a dedicated database.

BHOLD

This component provides access-based user roles, attestation, analytics and
role reporting features. This component will not be deployed on this lab.

MIM Reporting

This component is based on SQL Server Reporting Services and Microsoft
System Center Service Manager (SCSM).

System Center 2012 Service Manager provides an integrated platform for
automating and adapting your organization’s IT service management best
practices, such as those found in Microsoft Operations Framework (MOF)
and Information Technology Infrastructure Library (ITIL). It provides built-in
processes for incident and problem resolution, change control, and asset
lifecycle management.

MIM reporting will not be deployed in this lab.

MIM Certificate Management
(previously named Certificate
Lifecycle
Manager - CLM)

This tool allows smart cards, user certificates and computer certificates
management. Smart card is requested from MIM Certificate Management
web interface. MIM Certificate Management includes workflows which allow
to send email notifications. A modern app is available for MIM Certificate
Management.

This component will not be deployed in this lab.

Privilege Access Management
(PAM)

This component allows to protect against vulnerabilities like Pass the hash
attack. PAM allows to define group membership expiration for highly
privileged group like Domain Admins. This component will not be deployed
in this lab.

Azure Active Directory

The MIM 2016 Password Self-Service site will not be deployed because we
will use Azure Active Directory Premium feature to perform this task.
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1.2 MIM 2016 SERVERS

The lab environment will be created on Azure laaS solution and will be based on 4 servers.

@ hitps://portal.azure.com/2blade/HubsExtension/Resources/resourceType/Microsoft. Compute32FVirtualMachines L-ac
@ Machines virtuelles - Micro...
File Edit View Favourites Tools Help

Machines virtuelles admin@miam.onmicr... (i

Machines virtuelles A _ X
wiam

== Ajouter =2 s Q) Actualiser
Abonnements : Tous les 2 sélectionnés
Filtrer par nom.. Tous les abonnements v
i 4 &iéments extraits
NOM ETAT GROUPE DE RESSOURCES EMPLACEMENT ~/ ABONNEMENT ~
G rococt £n cours d'exéeution POCGS1 Europe occidentale Paiement & I'utilisation
A rococz £n cours drexéeution POCGSI Europe occicentale Paiement & I utilisation

2 POCEXCH1 En cours d'exécution POCGSI Europe occidentale Paiement & I'utilisation

2l PocMIM En cours d'exécution POCGSI Europe occidentale Paiement & I'utilisation

The following tables describes the lab environment.

Server Configuration

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk)

0OS: Windows 2008 R2

POCDC1 Roles: domain controller (POCMIAM.INTRA) and Azure Active Directory Connect server.
Remote access: RDP (pocdcl.westeurope.cloudapp.azure.com)

Backup: every day at 3 AM.

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk)

OS: Windows 2008 R2

POCDC2 Role: domain controller (CHILD.POCMIAM.INTRA)

Remote access: RDP (pocdc2.westeurope.cloudapp.azure.com)

Backup: every day at 3 AM.

Standard_A2_v2 (2 vCPU, 4 GB of memory, one 130 GB system disk)

0OS: Windows 2012 R2

POCEXCH1 Role: Exchange 2013 server SP1

Remote access: RDP (pocexchl.westeurope.cloudapp.azure.com)

Backup: every day at 3 AM.

Standard DS11 v2 (2 vCPU, 14 GB of memory, one 130 GB SSD system disk)
OS: Windows 2012 R2 Standard

Roles: SQL Server 2012 SP2 SP3 (MIM), MIM 2016 Synchronization Services, MIM 2016
Services, SharePoint 2013 portal, Visual Studio 2015 U3.

Remote access: RDP (pocmim.westeurope.cloudapp.azure.com)

Backup: every day at 3 AM.

POCMIM
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1.3 MIM 2016 LICENSING

g i s 5

GROUP PASSWORD DECLARATIVE REPORTING
MANAGEMENT RESET SYNC
° o 8 °
s Micosotr S5pn, Microsoft*
2 Forefront < Forefront
Identity Manager 2010 R2 Identity Manager 2010 R2

PORTAL | SERVICE

................................................................................

T Moot
< Forefront
Identity Manager 2010 R2

| | |

f ¥ Windows Server "‘3’ WServer Third-party systems

Active Directory”

X SHES,
| No CAL Required || CAL Required

Microsoft has completely change MIM 2016 license model since April 2015.

Windows Server license includes Microsoft Identity Manager 2006 server license.
After 1st of April 2015:

indows Server license (Standard & Datacenter) will include FIM server entitlement
CEFIM Server 2010 R2 licenses will not be available anymore on the price lists

The FIM server will no longer be scld as a separate license, but instead Windows Server licenses will allow customers to
install the FIM Server software.

An Azure Active Directory Premium P1 or P2 license is required for each user which is managed via MIM portal /
service or MIM Certificate Management.

If you only use MIM Synchronization Service, no Azure Active Directory Premium license is required.

Enterprise Mobility Suite (EMS) or Enterprise Cloud Suite (ECS) plans include Azure Active Directory Premium
license component.

If the FIM Portal, Service, or Certificate Management component is going to be deployed, a FIM CAL is required

or each user which is managed by FIM. If you will only be using the FIM Sync Service, CALs are not required

If you use MIM 2016 to manage external users, an external connector license is required (price divided by 1000).

Summary

+ aserver license is needed for each server on which FIM compenents are installed

- you need a CAL for each user for whom the software issues or manages identity information. (inlc. smart card &
digital certs)

- & CAL s required for a administrator using FIM portal & services.

BUT

+ no CAL is needed if you only use the sync service
= no device CALs needed

+ Under SA you are allowed to install one cold-standby server with the same license
+ you can use ILM 2007 with your FIM license
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MIM Portal requires to deploy a SharePoint Server farm. MIM 2016 license doesn’t include SharePoint Server
license. SharePoint 2016 foundation no longer exists. To avoid use of SharePoint Server 2013 licenses, it’s
required to deploy SharePoint Server 2013 Foundation.

You could use Office 365 E3 / E1 licenses which includes a SharePoint client access license to deploy SharePoint
2016.

MIM includes license for System Center Service Manager (MIM 2016 reporting feature).

More information:

https://technet.microsoft.com/en-us/library/mt346112(v=office.16).aspx
http://social.technet.microsoft.com/wiki/contents/articles/2487.how-to-license-fim-2010-and-mim-2016.aspx
http://www.interlink.com/blog/entry/what-is-microsoft-s-enterprise-cloud-suite-ecs-1

1.4 SQL SERVER CONFIGURATION

Performance on MIM 2016 solution is relying to SQL Server performance.

System Center Service Manager Management Server doesn’t support SQL Server 2014. That’s why SQL Server
2012 will be used for all SQL servers (one SQL Server version) for the POC environment.

System Center Service Manager (Management Server and Data Wharehouse) require a supported collation type
(Latin1_General_100_CI_AS) to allow multi languages support.
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sql-server-collation-
requirements-for-system-center-2012/

That’s why all SQL servers will use this collation (Latin1_General_100_CI_AS).

SQL server 2012 SP2 will be installed on POCMIM (instance MIM) with database engine, full-text search
components.

MIM Synchronization Service (Forefront Identity Manager 2010 R2) has better performance when collocating
service and database.

You must perform these actions on SQL server to obtain best performance:

» On the left, click Memory and change the Maximum server memory (in MB) value to 4096. This will limit
the amount of memory allocated to this SQL Server Instance and reduce the risk to have the operating
system competing with SQL Server for memory resources.

» Onthe left, click Database Settings and check the Compress Backup box.

» On the left, click Advanced, look at the value of Max Degree of Parallelism. It should be set to 1.

When SQL Server runs on a computer with more than one microprocessor or CPU, it detects the best degree of
parallelism, that is, the number of processors employed to run a single statement, for each parallel plan
execution. You can use the max degree of parallelism option to limit the number of processors to use in parallel
plan execution. To enable the server to determine the maximum degree of parallelism, set this option to 0, the
default value. Setting maximum degree of parallelism to 0 allows SQL Server to use all the available processors
up to 64 processors. To suppress parallel plan generation, set max degree of parallelism to 1. Set the value to a
number greater than 1 to restrict the maximum number of processors used by a single query execution. The
maximum value for the degree of parallelism setting is controlled by the edition of SQL Server, CPU type, and
operating system.

1.5 SHAREPOINT ARCHITECTURE

SharePoint 2013 Foundation will be used for the POC because:
> MIM license doesn’t include SharePoint Server license.
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> SharePoint 2016 foundation is not available: https://technet.microsoft.com/en-
us/library/mt346112(v=office.16).aspx

SharePoint Foundation will be configured to use a POCMIM\MIM.
Indexing in the SharePoint Server will be disabled to gain performance.

1.6 MIM SYNCHRONIZATION SERVICE AND MIM SERVICE SCHEMA

The schema of MIM Services and MIM Synchronization Services will be updated to add attributes like
Global_ID, Domain, HomeMdb, MsExchHomeServer to the class Person.

The EmployeeType attribute will be updated to allow only the values: Internal, External.
http://bit.ly/MIMServiceSchema
http://aka.ms/FIMServiceSchema

The company attribute will be a drop-down list.

1.7 MIM REPORT

MIM 2016 report is based on System Center Service Manager Management Server, System Center Service
Manager Data Warehouse and SQL Server reporting Services. System Center Service Manager Management
Server and System Center Service Manager Data Warehouse could not be deployed on the same server. The
collation of System Center Service Manager databases must be Latin1_General_100_CI_AS as explained here:
https://technet.microsoft.com/en-us/library/gg429478.aspx
https://blogs.technet.microsoft.com/servicemanager/2012/05/24/clarification-on-sqgl-server-collation-
requirements-for-system-center-2012/

Service Manager Setup Wizard E3|

Configuration
—_——

Configure the Service Manager database

Firs, specify the name of the server thal hosts the instance of SGL. Server 2008 R2 or SGL Server 2012 thal cantains or wil
i« Service Manages database, Then, select whethes 12 create a new database or Lse 8n exsting Service Manager

Microsoft:System Center 2012 R2

@ Connecting to nstance...

Database senver: [dbscsmer SQL Server instance: | SCSMM

) Microsoft System Center 2012 R2 Service Manager

Service Manager
Re The Microsoft System Center 2012 R2 Service Manager is
d installed on this computer,

For a complete installation of S|
data warehouse management oK
(3 computer as a data warehouse| .

Install

Additional Resources

Service Manager management server

pravious | Mext Cancel 2 2
Service Manager data warehouse management server

Deployment Guide

Release Notes

MIM report will not be deployed on this lab.
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1.8 SERVICE ACCOUNT

The following user account will be created in Active Directory

User ‘ Description

svc-sql This account starts SQL Server service (database and agent services).

svc-mimsync This account starts MIM Synchronization Service

svc-mimservice This account starts MIM Service

svc-mimsps MIM SharePoint configuration account

svc-mimspspool MIM SharePoint Server pool account.

svc-mimma This user account is used for MIM Synchronization Services connectors

svc-miminstall User account for all administrative tasks.

svc-scsmwf System Center Service Manager mail-enabled user to use for workflow.

svc-scsmrep System Center Service Manager reporting and analysis service account.

SvVC-scsm Service account to start System Center Service Manager services.
Service account used by MIM Synchronization Service Active Directory

svc-adma Connector to connect to Active Directory. This account has right to create,
update and delete users, groups, contacts on POCMIAM OU.

sve-sqlma Service account u.sed t.>y MIM Sythronizatio.n Service SQL Server Connector
to connect to Active Directory. This account is DBOWNER on HR database.

The following groups will be created:

FIMSyncAdmins (members: svc-miminstall, svc-mimservice and svc-miminstall)
FimSyncOperators

FIMSyncloiners

FIMSyncBrowse

FIMSyncPasswordSet

SCSM-Admins (members: svc-miminstall, svc-scsmwf, svc-scsmrep, svc-scsm)

VVVYVYVVYYV

1.9 PASSWORD SELF-SERVICE FEATURES

The MIM 2016 Password Self-Service site will not be deployed because we use Azure Active Directory Premium
to perform this task.

1.10 MIM CERTIFICATE MANAGEMENT

MIM certificate Management will not be deployed on this lab.

1.11 BHOLD

BHOLD will not be deployed on this lab.
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1.12 LANGUAGE PACK

MIM language pack will not be deployed on this lab.
Pay attention of the type of the collation for report features (SCSM)
https://technet.microsoft.com/en-us/library/gg429478.aspx

The architecture has been defined based of the following guide:

MIM capacity Planning Guide (http://bit.ly/MIMCapacityPlanning)

MIM compatibility matrix (https://docs.microsoft.com/en-us/microsoft-identity-manager/plan-
design/microsoft-identity-manager-2016-supported-platforms).
https://docs.microsoft.com/en-us/microsoft-identity-manager/plan-design/microsoft-identity-manager-2016-
supported-platforms

http://blog.ilmbestpractices.com/

1.13 NETWORK FLOWS

MIM Service listens on port TCP 5725 by default.

The following item describes all System Center Service Manager network flows:
http://aka.ms/SCSM2010Ports

Windows firewall has been disabled to make the lab easier to deploy.
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2 INSTALLATION STEP BY STEP
2.1 DEPLOY THE ACTIVE DIRECTORY FOREST

Apply this guide to create domain controller in Azure laaS.
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-new-forest-virtual-machine

We will create a forest with 2 domains.

After promotion of the child domain, you need to reset the password of the trust between the 2 domains.
NETDOM TRUST child.pocmiam.intra /Domain:pocmiam.intra /UserD:child\gmathieu /PasswordD:XXXXX
/UserO:pocmiam\gmathieu /PasswordO:XXXX /Reset /TwoWay

3 Active Directory Domains and Trusts
i ik Rl ERRRRRRRRRRRRRRRRRRRRRE————————.... ctory Domains and Trusts
At tory Domait d Trust:

b &= o
pomemantoropeies i R -
gl d A child.pocmiam.intra Properties b
i childpocmiamintra Properties 2] o —r =
B I [ =]
G | 5 Ac
=6 eneral | NS =t General |
. in this view,
This Damain: |F'“'E””‘i””"”a e Brameta |cm\d pocmiam irtra
i chid pocmiamintia
ChildDemain:  [childp Parent Damain, _|pocmiam.nira
Trst type: [Parent.Chid Tiess [Ferent-Chia
[~ The other domain supparts Kerberos AES Enciyplion I The other domain supports Ketbesos AES Encrypion
Ditection of tiust . _ . Direction of st
Tromey. Users e local dom TSPy s v Directory Domin Services =]
gnmaw and users in the specifiec domain and users in the specifie
jomain,

. domain. _
Transitvity of st 0' The trust has been validated. It is in place and adive. Tieneliy o 0 The trust has been validated. It is in place and sctive.

This st s bansilive. Users fon This uustis ansiive, Usershian
enterprise may authenticate in th enterprice may authenticate in th [

To confim and.  necessay, - T To confim and, i necessary. -
clck Vaiidate [T cick Vaidate GG |
ok | Caneel | e | Hem | 0K Cancel el Help

You also need to create the UPN Suffix miam.msreport.fr.

E-"!! ctive Directory Domains and Trusts
File Action Wiew Help
I EETEY

5 Active Directory Domains and Trusts [ F
m pocmiam. inkra

!“‘ Active Directory Domains and Trusts [ POCDC1.pocmiant.intra ﬂ ﬂ

UPN Suffixes

The hames of the curent domain and the oot domain are the: default user
principal name (UPN) suffizes. Adding altermative domain names provides
additional logon security and simplifies user logon names.

IF you want alkernative UPN sutfikes to appear during user creation, add
them ta the follawing list

Alternative UPN suffixes:
I Add

W_ Remove |

Create 3 OU at the root of the domain. In this lab we have three entities.
In each OU, create a sub OU named Users, Disabled _Users, Groups.
Perform this tasks in the 2 domains.
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2.2 CREATE AROOT PUBLIC KEY AUTHORITY

A PKI has been created on POCDC1 to generate a proper Exchange (SAN) certificate for POCEXCH1.

Add Roles wizard

=
! Select Role Services

Before You Begin Select the role services to install for Active Directory Certificate Servic
Server Roles Role services:
ADCS

[] orline Responder

[] network Device Enrollment Service

Ch Type [ Certificate Enralimant web Servics

[ Certificate Enrollment Policy Web Service

Setup Type

Privvate Key

Add Roles Wizard

-
! Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directary ko s
certificates, Specify whether you want ta set up an Enterpris

Server Roles

fDE 1+ Enterpriss
Rale Services Select this option iF this CA is a member of 3 domain and
certificates.

A Type

" standalone
Private Key Select. this option if this CA does not use Direckory Servic

. standslone C can be a member of a domain,

Add Roles Wizard

g
! Specify CA Type

A combination of root and subordinate
(PKI). & rook CA is a CA that issues ik
from another Ca. Specify whether yo

Before You Begin

Server Roles

A0S
Role Services & Rook Ca
Setup Tiae Select this option if you are install

 subordinate CA
Private Key Select this option if your Ca will ol
infrastructure.

Configure Cryptography for CA

W

Befere You Begin To ereete & rew private key, you musk first select & cryptoeyanbic service provider, hash skgorkhe, anel

o e the intended use of the ¥ou issue, Selecting a higher
e walue For by kenoth wll result n strcoger securky, but Picrease the tine nesded to Comclete SnG
o= ators
Roke services
Setun Tyoe. o (C5P): Key character lenqth:
[Rsarcrosoit saftware Key Storsns Provider =l [
CaTime

Prvats Kay Seleck the hash algorithn For signing certficates issued by this CA:

A Hlame. His1z

e T o
Certificate Database
Web Server (15) I ow acenistratas ntaeaction wha Hhe private ke i ccesced by the CA,
ol sarices
e oles Wcord X
iS'L Configure CA Name
e
Before You Begn Tood iy & COMANON Naivd 10 idertiy this A, This name  added to 8l certficates issued by the CA.
Server Roles
R (Common name For this CAr
ik Serviss ==
e e Ditngushed name s
cATipe =T
vate ke
crpiomrephy
previem ot
= C-Pocruan,Di-pochiim DCrinE
Certficats Database
Wieb Server (I15)
Pucke Services
Confrmation
Mars shout corfiouring & CA name
| =

Add Roles Wizard

=
!! Set Validity Period

Eefore You Begin A certificabe will be issued bo this CA to secure communications with other
certificates, The validity period of @ CA certificate can be based on a numl

Server Roles purpose of the Cé and security measures that you have taken to secure t

ADCS
Role Services Select validity period for the certificate generated for this CA:
10 |vears hd
Setup Type d
A Type CA expiration Date:  1/27/2027 12:46 PM
Note that CA vl issue certificates valid only unti its expiration date.
Private Key

Select Certification Authority and Certification
Authority Web Enrollment.

Select Enterprise.

Select Root CA.

Select SHA256 (instead of SHA1).

Enter Pocmiam.

Perform a default installation and click on Finish.
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2.3 CONFIGURE INTERNET EXPLORER BY GPO
e = —

Confirmation

Before You Begin

Select features

Select one or more features to install on the selected server,

Installation Type Features Description
Server Selection ~]  Group Policy Management is a
— [ Data Center Bridging scriptable Microsoft Management

[ Direct Play

Enhanced Storage (Installed)

[] Failover Clustering

[ 1S Hostable Web Core

[ Ink and Handwriting Services

[] Internet Printing Client

[] 1P Address Management (IPAM) Server
[ iSNS Server service

1 rnn Ao

DESTINATION SERVER
POCMIM pocmiamintrs

Console (MMC) snap-in, providing a
single administrative tool for
managing Group Policy across the
enterprise. Group Policy
Management is the standard tool for
managing Group Policy.

Install GPMC on POCMIM.

Fie Action ‘iew Help
e Am 0/ mas Bz 6«
i/ ¥ [POCDC | POCMIAM INTRA] Policy

2 #88 Computer Confrguration

b 3 Policies
b Preferences

77 Internet Settings

Enterprise Admins.

Hame Order
4 48, sar Configuation
v 9 polkies There av no items o shew i this
473 Prefesences
b Wendows Seings
(8 ComtrolPaclSetiogs =
3 oo Sormces New Internet Explceer S and &
B e Bl Tasks | imenetErplerer
i Foder Options Refreh. IotenatExpcesr 6 99
G intemet Settings | imemerEapineer 1o
) Liscal Users and Groups. = [ I¥
8 Netwark Options - Arsngelcons
E:M Opicns e / Uneuplcons
indess o polices seected
@ Regions! Options Hep

Configure Internet Explorer default URL, favorites and local Intranet zone.
https://blogs.msdn.microsoft.com/askie/2012/06/05/how-to-configure-internet-explorer-security-zone-

Start GPMC with an account member of the group

sites-using-group-polices/

https://blogs.msdn.microsoft.com/asiatech/2014/12/16/how-to-apply-favorites-links-to-ie10iel11-in-gpo-

without-iem/

[ Programs

To create home page tabs, type each address on its oun line.

o

Startup

[ usecurrent | [ usedefauit | [[Usenewtsd |

) Start with tabs from the last session

® Start with home page

|5}

Group Policy Management Editor

I ‘Advanced I Commen |
General | Searity | Privacy | Content | Conmections [ Credential User Interface
[ Desktop Gadgets
Home page

b [] Desktop Window Manager
[ Digital Locker

https:/fpocim.pocmiam.intra/identtyManagement | ~ [ Edgeul
b [ File Explorer
v [ File Revocation

= mMe
[ Instant Search
4 [ Intemet Explorer
[ Accelerators.
1 Administrator Approved Con
p (] Application Compatibility
[ Browser menus

=

Site to Zone Assignment List

Site to Zone Assignment List

Previous Setting | | Next Setting

O Not Configured ~ Comment:

@® Enabled

© Disabled

Enter the zone assignments here
Optior

or Windows

Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary fles, history, cookies, saved passwords, and web
form information.

(] Delete browsing history on exit

5 Compatibility View
(] Delete Browsing History
4 [ Internet Control Panel
[ Advanced Page
] Content Page
b (] General Page
4[] Security Page
[ Internet Zone
[ Intranet Zone
[ Local Machine Zone
[ Locked-Down Intemet
[ Locked-Down Intranet
[ Locked-Down Local M

| Value name. Value

It of sites thatyou
ne. These zone
t apply to all of the

|-pocmiam rtra [1

* miam msreport fr 1
-

Enter

rect 1-4, and these
les to zones. They

) Internet zone,
can be set for each
and their default

), Intranet zone
fum template), and
cal Machine zone
ecurity settings that

|rgm EnaBIE This poicy Setting, you can enter 2 list of sites and

their related zone numbers. The association of a site with a zone
will ensurethat the security settings for the specified zone are
applied to the site. For each entry that you add to the list, enter
the fallowing information:

Coiors | [ Longusges |[ Fonts | [ Accessbiity | =1 Locked-Down Rastict
[ Locked-Down Trusted
[ Restricted Sites Zone
| = | ‘ ‘ | e | ‘ Help ‘ [ Trusted Sites Zone
4[] Internet Settings.
b (] Advanced settings
& Group Policy Management Editor
Fle Acion View Hep
e 20 L0 XOmad/@m o+t
J IE [POCDC.POCMIAMINTRA] Policy ~| Mame * Order  Action  Shortout Target
6 Computer Configuratian Mim 1 Replace
b 3 Pokcies 8 Dutlook Vieb App 2 Replace Wek App.

4 (1) Policies
Fran

o 11 dmnistrate Templates: Polcy defiit
o 1 Contol Panl

L
b [ Start Marw and Taskbar Explorer Favortes
v (3 System
b 5 Windows Compaents
. Al Settings
4 7 Prerences
2 1 Windows Semings
 Applcations
2 Drive Mags
5] Enviranment
i
5 Folders
B ndFiles
o g sy
(2] Shaneuts
# (38 Contrcl Panel Setings
I Dot Seurces

oo pociam.nisajdenbityianage

Sharmasiey:
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2.4

INSTALL POCEXCH1

Configure a static private IP in Azure laaS for the Exchange server.
Configure a DNS alias for dynamic public IP. This allows to connect via MSTSC (RDP):
pocexchl.westeurope.cloudapp.azure.com

A POCEXCH1
tat Systéme d'exploitation
En cours d'exécution Windows
Emplscement Taille
1am) Europe occidentale Standard_A2_v2 (2 coeurs, 4 Go de mémoir...

Machines virtuelles POCEXCH1 > POCEXCH1-ip - Configuration

»

%» Connecter Q' Redémarrer M Aréter [ Supprimer

Bases ~

ressources (change) Nom de Fordinateur

1D d'abonne:

ésoudre les... Ocflfaa7-eceb-4e05-903d-a23e88e5d759
surveillance

fisponivilite Pourcentage UC

*

Transtert 1P
B vee densemble
& ) R
Réseau virtuel INET:
& & Joumal gacite
- s Contréle daccés (AM) Configuratians IP
< * Sous-réseau
& coises
]
) Rechercher fes configurations ¢
PARAMETRES
L Nom vPE
Configurations IP
= - inconfigl Principal
B Serveurs DS
@ Groupe de sécurité réseau
=

0%

Machines virtuelles > POCEXCH1

- O x m| pocexchi837 - Configurations IP

Paramétres de transfert IP

Propriétés

Prepare the server to deploy Exchange 2013
https://technet.microsoft.com/en-us/library/bb691354(v=exchg.150).aspx

te du nom DNS

> VMNET1 > pocexch1837 - Configurations IP >

e I

Lan (10.00.0/24)

ADRESSE IP PRIVEE

O Rechercher des ressources

== P(

B Rechercher i

Vue densemble
H Joumal gactivite

il Contréle d'acces (1AM)

& Balises

PARAMETRES
& Configuration
Propriétés

& verous

O Rechercher des ressources

A - 0O X

ADRESSE IP PUBLIQUE

10.0.07 Dynamique)  52.174.199.24 (POCE... ...

(CH1-ip - Configuration
ublique

Affectation

. R

Adresse P ©
5217419924

Délai dinactivité (minutes) @

Etiquette de nom DINS (facultatif)

admin@miam.onmicr...
Mam

b A = |

[ pocexcni]

x

Paramétres d'adresse IP publique

Adresse [P publique

besecive

* Adresse P

POCEXCH1-ip (52.174.199.24)

Parameétres d'adresse IP privée
Réseau/sous-réseau virtuel
VMNET/Lan

Affectation

Dynamique [EEI

* Adresse P

awesteurope.coudagp.azure.com

admin@miam.onmicr... ()
o
- o x

o007

Install-WindowsFeature AS-HTTP-Activation, Desktop-Experience, NET-Framework-45-Features, RPC-over-
HTTP-proxy, RSAT-Clustering, RSAT-Clustering-CmdIinterface, RSAT-Clustering-Mgmt, RSAT-Clustering-
PowerShell, Web-Mgmt-Console, WAS-Process-Model, Web-Asp-Net45, Web-Basic-Auth, Web-Client-Auth,
Web-Digest-Auth, Web-Dir-Browsing, Web-Dyn-Compression, Web-Http-Errors, Web-Http-Logging, Web-
Http-Redirect, Web-Http-Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-Console, Web-
Metabase, Web-Mgmt-Console, Web-Mgmt-Service, Web-Net-Ext45, Web-Request-Monitor, Web-Server,
Web-Stat-Compression, Web-Static-Content, Web-Windows-Auth, Web-WMI, Windows-Identity-Foundation,
RSAT-ADDS

Administrator: Windows PowerShell

Install the required hotfixes: https://support.microsoft.com/en-gb/help/3146715/hotfix-rollup-3146715-for-
the-.net-framework-4.6-and-4.6.1-in-windows

Install Unified Communications Managed APl 4.0 Runtime
https://technet.microsoft.com/en-us/library/bb691354(v=exchg.150).aspx
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Exchange admin center

recpients servers databases database availability groups  virtual directories  certificates
comgliance management tsure -
R - .
—
i . o v, Create one database for each entity. Use the same
Ser
o name than the company name.
e C Database copees
N R y——
e
unified messaging S - Mountesd [] Faled
—
—
-

Install the Exchange 2013 Enterprise license.

Exchange admin center

reciients servers databases database availability groups virtual directories ~ certificates

permissions

comphiance management Select server, [POCENCHI poemismintrs ]
organization +sae -
protection

Generate Exchange 2013 certificate.

mail flow new Exchange certficate
mabile
[ ———.
T Yo ca st et sel-igned certca o resuest  crcat o crifcaioy

authoriy. Learn more..

Yo can create o el
sxgned certhcate or request]
unified messaging | & & cerficate from 3

O Creste » s signed conifcate certification autherty

servers Leam mare

new Exchange certificate

*Friendly name for this certificate:

| pocexchl.pocmiam.intra

new Exchange certificate

“Store certificate request on this server:

— x

You can store the certificate
request on any Client
Access server or Mailbox
server in your Exchange
organization.

Click on Next.

EI00%

new Exchange certificate

Based on your slecions,the foloving domains will b included in your crsicat. You can add i hare, or
make changes. Leam more

+F-

Dowam

prcexchmismmsregortfr
AutoDiscoves pocrwiam.intra

>

AutoDiscovermiammsreportir

- Click on Next.

pocmiamintra

mism mareporti

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

new Exchange certificate

*Save the certificate request to the following file (example: \\myservername\share\mycertrequest REQ):

Use a local shared folder to store the request.

[pocdct pocmiamintralc s\ _admipocexcht.req| x

You'll need to submit the contents of the file you entered to a certification authority.

After you receive the certificate file from the certification authority, you'll need to click Complete in the Information pane to
install it on your Exchange server. Learn more

Microsoft Active Directory Certificate Services — Pocmiam

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #1
Web server) in the Saved Request box.

Saved Request:

£1kPZ/6r331iX3htpx/HUyIIdIqMuQ0fpwE4 98NV
Base-64-encoded | YDiWDSKPoCoX25056ronacSixwieuDkakuzGLice0 ™
certificate request YUDG+sVXDBM6ZnTrSjgPNFIgNhVIQSnfWRASO3MS

(CMC or CApO1nPA+EZ2oLsg05SHzOWZT1rhFzz1M1t73DJ5wWn
PKCS#10or |- END NEW CERTIFICATE REQUEST-———— =
prCS I % 5 Click on Submit button.

Certificate Template:
v

Additional Attributes:

Attributes:

Exchange admin center

recpnts servers databases database svallability groups virtual directories - certificates

Click on Complete link to install the new certificate.

complete pending request

This will import the certificate file that you received from the certification Usea Ioca I Sh a red fo Id er.

authority. After it's imported, you can assign this certificate to various Exchange
services, Learn more

*File to import from (example: \\server\folder\MyCertificate.CER):

‘\\pacexch‘l .pocrniam.intra\c!:‘\]_adm\Extha nge.cer ® |

pocexchl.pocmiam.intra

genere! Assign all Exchange 2013 services to the new

) cervices Specify the services you want to assign this certificate to. Learn more
smre _ _ Exchange certificate.
[] Microsoft Exchange Unified Messaging
[ Unified Messaging Call Router
W IMAP
W POP
s

Create an Exchange mailbox for svc-adma and add this user in the group Organization Management.
Also create an Exchange mailbox for svc-mimservice.
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2.5 PREPARE THE ENVIRONMENT (DNS, SERVICE ACCOUNT AND PREPARE
POCMIM)
The following procedure is based on the items:

https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/preparing-domain
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/prepare-server-ws2012r2

Create DNS entries (10.0.0.4).
mimportal.pocmiam.intra
mimservice.pocmiam.intra
register.pocmiam.intra

= DNS Manager

File  Action ‘iew Help

I EEEE =EEEE

5_.‘ LS Iame Type Data Timestamp
B 5 Pococl - | _msdes
(1] Global Logs _J sites
[ [ Forward Lookup Zones | :tcp
é“_J _rnsdcs, pocriam. inkra 9 udp
é{] child,pocmiam.intra | child
=) pocmiarn.intra —=

j DomainbnsZ ones

R Laokup Z =
_ Raverse Lookup cones _| ForestDnsZones

B [ Conditional Forwarders

H

§:| ({same as parent folder) Start of Authority (SOA) [34], pocdel . pocmiam.intra....  skatic

§:| (zame as parent folder) MName Server (NS) pocdez. child. pocrmiam.intra. skakic

§:| (same as parent folder) MName Server (NS) pocdcl.pocmiam.intra. skakic

§:| (zame as parent folder) Host (4} 10.0.0.5 1/2212017 1:00:00 AM
& pocdet Host (&) 10,0,0,5 skatic

H pocexc Host (&) 10.0.0.7 1/22{2017 10:00:00 Ak
§:|POCI'\"III\"I Host (4] 10,0.0.4 1/22{2017 11:00:00 AM
=] mimportal Host: (&) 100,04

amimservice Host (4} 10.0.0.4

] register Host (&) 10,0,0,4

Create all services accounts.

Start PowerShell and enter the following commands:

import-module activedirectory

Ssp = ConvertTo-SecureString "!1!1IYOURPASSWORD!!!!" -asplaintext -force
New-ADUser -SamAccountName svc-mimma -name svc-mimma
Set-ADAccountPassword -identity svc-mimma -NewPassword Ssp
Set-ADUser -identity svc-mimma -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-mimservice -name svc-mimservice
Set-ADAccountPassword -identity svc-mimservice -NewPassword Ssp
Set-ADUser -identity svc-mimservice -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-mimsync -name svc-mimsync
Set-ADAccountPassword -identity svc-mimsync -NewPassword Ssp
Set-ADUser -identity svc-mimsync -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-mimsps -name svc-mimsps
Set-ADAccountPassword -identity svc-mimsps -NewPassword Ssp
Set-ADUser -identity svc-mimsps -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-sql -name svc-sql
Set-ADAccountPassword -identity svc-sql -NewPassword Ssp

Set-ADUser -identity svc-sql -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-mimspspool -name svc-mimspspool
Set-ADAccountPassword -identity svc-mimspspool -NewPassword Ssp
Set-ADUser -identity svc-mimspspool -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-miminstall -name svc-miminstall
Set-ADAccountPassword -identity svc-miminstall -NewPassword Ssp
Set-ADUser -identity svc-miminstall -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-scsm -name svc-scsm
Set-ADAccountPassword -identity svc-scsm -NewPassword Ssp
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Set-ADUser -identity svc-scsm -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-scsmrep -name svc-scsmrep
Set-ADAccountPassword -identity svc-scsmrep -NewPassword Ssp
Set-ADUser -identity svc-scsmrep -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-scsmwf -name svc-scsmwf
Set-ADAccountPassword -identity svc-scsmwf -NewPassword Ssp
Set-ADUser -identity svc-scsmwf -Enabled 1 -PasswordNeverExpires 1
New-ADUser -SamAccountName svc-adma -name svc-adma
Set-ADAccountPassword -identity svc-adma -NewPassword Ssp
Set-ADUser -identity svc-adma -Enabled 1 -PasswordNeverExpires 1

ServicePrincipalName must be created to enable Kerberos authentication.
setspn -S http/mimservice svc-mimservice

setspn -S http/mimservice.pocmiam.intra svc-mimservice

setspn -S fimservice/mimservice.pocmiam.intra pocmiam\svc-mimservice
setspn -S fimservice/mimservice pocmiam\svc-mimservice

setspn -S http/mimportal pocmiam\svc-mimspspool

setspn -S http/mimportal.pocmiam.intra pocmiam\svc-mimspspool

Create the groups below (global groups).
FIMSyncAdmins

FIMSyncBrowse

FIMSyncJoiners

FimSyncOperators

FIMSyncPasswordSet

SCSM-Admins

Add svc-mimservice as member of the group FIMSyncPassword (to enable Password reset portal).

Add gmathieu, sa-mathieu, svc-mimservice and svc-miminstall as members of the group FIMSyncAdmins.
Add gmathieu, sa-mathieu, svc-miminstall, svc-scsmwf, svc-scsmrep, svc-scsm as members of the group SCSM-
Admins.

& Add Roles and Features Wizard - | =
DESTINATION SERVER
Select features MIMSQLmsexpTS s
Befora You Begin Select one or more features to install on the selected server.
Installation Type Features Description
rver Selection ramewor combines the
¥ [ER 5 Features) NET Fy rk 3.5 b the

Server Roles

Features welligent Transfer Service (8ITS) | =|  building applications that offer

Confirmation [ BitLocker Drive Encryption appealing user interfaces protect
your customers’ personal identity

power of the NET Framework 2.0
of Tinstalled) APl with new technologies for
[ BitLocker Netwark Unlock information, enable seamless and
O brancane s commricaten and provid Install .Net Framework 3.5 on POCMIM.
] Clent for KFS the ability to model a range of

business processes.

[ Data Center Bridging
[] Direct Play
[ Enhanced Storage
[ Failover Clustering
[ Group Palicy Mana
[ 1S Hostable Web Cc

[ Ink and Handwriting Services

< 0 >
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=) Add Roles and Features Wizard -

Specify Alternate Source Path

Seme servers might nat have all source files available to add all roles, role services, o features. The source files
might not have been installed, or might have been remaved by users after the aperating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
41y to get files by using Windows Update, or from a location that is specified by Group Palicy.

You can also specify an altemate path for the source files, if the destination server does not have them. The
source path o file share must grant Read permissions either to the Everyane group (not recommended for
security reasons), or to the computer (local system) account of the destination server; granting user account

access s not suffcient. You need to specify the path to the SXS folder on
;[::Ef:nc\;::f;ncga:;:i::a{::){;smc;f:v;aggr\s/:?ir::tgl\lea'ﬁu;:hr:‘e?::thedestmatwon server is the local server, and where WindOWS 2012 RZ installation drive (E.‘\SOUFCES\SXS).

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (Sx5) folder:
E\SourcestSxSh

Saurce files for other features are available in the Installwim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get saurce files. In the following example, the index s 4:
WIM:E\Sources\Install.wim:4

Path: |Ensourcesisxs |

You need also to delegate access on the domain pocmiam.intra and child.pocmiam.intra to the service
account pocmiam\svc-adma on each OU (which contains non system objects).

Delegation of Control Wizard [ <]
Permissions f
Select the permissions you want to delegate \|L i

Show these permissions;

¥ General
I Freeie Delegate the right to create, delete and users and
[V Creation/deletion of specific child obiects .

groups in each OU.

Pemissions:
Full Control -
Read

Wirite:

Create All Child Dbjects

Delete All Child Dbjects

Read &l Properties ;I

< Back I MNext > I Cancel | Help |
child.pocmiam.intra Properties EE

" General | Managed By | Object  Security | Atribute Edior |

Group or user names:
‘;{Adminislrators [CHILDMAdrninistrators) ;I
"1‘{ Pre-windows 2000 Compatible Access [CHILDYPre-windows 2.

‘\{ Incoming Forest Trust Builders [CHILD Yncoming Forest Trust Bu...

42 ENTERPRISE DOMAIN CONTROLLERS
1 svc-adma

Delegate also to pocmiam\svc-adma the right
Replicate Directory Changes at the domain level for
POCMIAM.INTRA and CHILD.POCMIAM.INTRA. This
is required to allow the MIM 2016 AD connector to
perform delta sync:
https://support.microsoft.com/en-us/kb/303972

Permissions for svc-adma

Read only replication secret synchronization
Reanimate tombstones

Replicating Directary Changes

Replicating Directary Changes &l
Replicating Directary Changes In Filtered Set

For special permissions or advanced settings, click Advanced |
Advanced.

Learn about access control and permissions

[ ok ]| conce | appy | e |

Add IIS roles and Active Directory PowerShell module on POCMIM.

import-module ServerManager

Install-WindowsFeature Web-WebServer,rsat-ad-powershell, Web-Mgmt-Tools,Application-Server, Windows-
Identity-Foundation,Server-Media-Foundation,Xps-Viewer -includeallsubfeature -restart
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Add pocmiam\svc-sql, pocmiam\svc-mimsync, pocmiam\svc-mimservice, pocmiam\svc-mimsps and
pocmiam\svc-miminstall as members of the local administrators group on POCMIM.

Users;

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Administrators:

@ ) on (Recommended)

& ®of

@ () On (Recommended)

W ®off

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

More about Internet Explorer Enhanced Security Configuration

Local Security Setting | Explain

ok | [ Cancel

Log on as a service

115 APPPOOLYNET v2.0

115 APPPOCOLYNET v2.0 Classic

1S APPPOOLYNET v4.5

115 APPPOCOLYNET v4.5 Classic

1S APPPOOL Classic .NET AppPool
NT SERVICE'ALL SERVICES
POCMIAM \svc-mimma

POCMIAM \svc-mimservice
POCMIAM \svc-mimsps

POCMIAM \sve-mimsync

Add User or Group...

| | Remove

Fie Action View Help

e aE XE= B

il Local Computer Policy
b (] Software Setting;

b (7] Mame Resoh|
[ Scripts (starty

Policy
4 % Computer Configura | 1)

Change the system time

1] Change the time zone

4 [ Windows Setting| | 7

Creste & pagefile

| Creste o token object

1] Create global objects:

1] Deny log on a5 a batch job

M| 1] Creste permanent shared objects

Create symbolic links
Debug programs

puter from the network

14| Deny log on as a service.

21 Network | 4
b ) Public Key|

Deny log en locally

| Deny log on through Remote Deskop Services

Securty Setting
LOCAL SERVICE, Administrators.
LOCAL SERVICE, Administratars.
Administrstors

LOCAL SERVICE NETWORK SERVICE Administrators, SERVICE

Administrators
Administrators
PO POCMIAM s rvice
POCMIAM\sve-mimsync, POCMIAM\sve-mimservice

POCMIAM sve-imsync POCMIAM\svc-mimservice
POCMIA\sue-mimsync, POCMIAM puc-mimzervice

Enter gpupdate /force command.
https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-use/prepare-server-ws2012r2

Disable Internet Explorer Enhanced Security
Configuration on all servers of the lab.
https://social.technet.microsoft.com/wiki/contents/
articles/16682.fim-troubleshooting-synchronization-
service-setup-is-having-trouble-contacting-sql-
server.aspx

Reduce privilege of svc-mimsync and svc-mimservice
on POCMIM.

Start gpedit.msc

Configure the setting Log on as a service for the
users :

pocmiam\svc-mimsync

pocmiam\svc-mimservice

pocmiam\svc-mimma

pocmiam\svc-mimsps

Configure the settings Deny log on as a batch job,
Deny log on locally, Deny logon through Remote
Desktop Services and Deny access to this computer
from the network for the users:
pocmiam\svc-mimsync

pocmiam\svc-mimservice
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svc-mimservice Properties _

Crganization I Published Certficates | Member Of I Password Replication
Dialin | Ohbject I Security | Environment | Sessions
Remote control | Remote Desktop Services Profile | COM+ I Attribute Editor
General | Address I Account | Profile | Telephones | Delegation

Configure svc-mimservice for Kerberos delegation.
Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this user for delegation

rust this user for delegation to any service (Kerberos only)
() Trust this user for delegation to specified services only

SVC-mMIMspspool Properties

Organization I Publizhed Certfficates | Member Of I Password Replication
Dialin | Object | Security I Environment | Sessions
Remote control | Remote Desktop Services Profile | COM+ I Attribute Editor
General I Address I Account | Profile I Telephones | Delegation

Delegation iz a securty-sensitive operation, which allows services to act on . . .
behaf of anather user. Configure svc-mimspspool for Kerberos delegation.

() Do ot trust this user for delegation

Trust this user for delegation to any service (Kerberos only)
() Trust this user for delegation to specified services onty
Use Kerberos only

Use any authentication protocol

= s =m=m Configure IIS on the server POCMIM.

: : iisreset /STOP
C:\Windows\System32\inetsrv\appcmd.exe unlock
config /section:windowsAuthentication -

commit:apphost
R
iisreset /START
P v
File Action View Help
e =/ [z
A e R L il Windows Firewall with Advanced §
E Inbound Rules ————
Outbound Rul
F N oun. Hes . * Windows Firewall with Advanc
&mi Connection Security Rules
b B Monitoring Disable Windows Firewall for the private, public and
Overview domain profils on all severs of the lab.

Domain Profile is Active
& Windows Firewall is off.

Prnivate Profile
& Windows Firewall is off.

Public Profile
& Windows Firewall is off.
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2.6 INSTALL AND CONFIGURE AZURE ACTIVE DIRECTORY CONNECT ON

POCDC1

We will configure Azure Active Directory Connect tool to allow synchronization between Azure Active
Directory and the Active Directory forest POCMIAM.INTRA.
This tool will also be used to replicate password from Azure Active Directory to Active Directory (Azure

Active Directory Premium feature).

Install PowerShell V3 (Windows6.1-KB2506143-x64.msu).

{i§ Microsoft Azure Active Directory Module for Windows PowerShell Setup B3

YWelcome to the Microsoft Azure Active
Directory Module for Windows PowerShell
Setup

=m Windows Azure
The Setup will install the Microsoft Azure Active Directary

Module for “windows PowerShell on vour camputer. Click Mext
to cantinue or click Cancel to exit the Setup.

<Back I Mext > I Cancel |
i Microsoft Azure Active Directory Module for Windows PowerShell Setup X

Install Location

Please specify a location for the Microsoft Azure Active Directary Moduls for
“windows PowerShel.

Enter a new location or chick Browse to browss to one.

Erowse

¥ Create a shorteut on the desktop

<Back I Nexst > I Cancel

Azure Active Directory
PowerShell

Work or school account

admin@miam.onmicrosoft.com

Can’t access your account?

licrosoft Azure Active Directory Module for Windows PowerShell

solService
ysten32> Set—MsolDirSyncEnabled -EnableDirSync Strue

m
Continue with this operation?

[¥]1 Yes [N]1 No [S81 Suspend [?]1 Help {default is "¥'>: y
PS C:“\Windous\system32> _

Sign in to your account

Install Azure Active PowerShell module.

Click on Next then click on Install.

Start Azure Active Directory PowerShell module.
Enter the command:

Connect-MsolService

Connect to Azure Active Directory with the user
admin@miam.onmicrosoft.com.

Enter this command to enable synchronization on
Azure Active Directory.
Set-MsolDirSyncEnabled -EnableDirSync Strue
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4 Mirosoft Azure Active Directory Connect

Welcome to Azure AD Connect

Run this installation tool on the server izati i ponent will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories

deration with AD FS)

Download and start the installation of Azure Active
e s s e s B R IR Atk Directory Connect:
B https://www.microsoft.com/en-
G i ke Vo us/download/details.aspx?id=47594

* Guide y fecting 3 solution (for example, password synchronizatior

4 Microsolt Azure Active Directory Connect

Express Settings

1 you have 3 single Windows Server Active Directory forest, we will do the following:
* Configure synchronization of identities in the current AD forest of FOCMIAM

+ Configure passward synchronization from onvpremises AD 1o AZure AD

+ start an initial syncheanization

« synchronze al attributes

« Enable Auto Upgrade

Learn more about express settings

1 you would like different settings, dick Customize.

pocmiam.intra is not a routable domain. It is recommended to use custom settings to configure user
sign-in opticns.
Learn more about non-routable domains and user sign-in settings.

Use Express Settings.
& Vet Kae A Bty ot This will deploy SQL Server Express Local DB
automatically.

1f you wouid like different settings, cick Customize.

Installing required components.

Connect to Azure AD

Enter your Azure AD credentials, @

Connext to AD DS

usERNAME
configure [E— ]

PASSWORD

Username: admin@miam.onmicrosoft.com
Click on Next.

Connecting to Microsoft Online to verify credentials

ELTTEE T
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Express settings

t to Azure AD

Express Settings

Con

o Azure AD
Connect to AD S
Aaure AD sign-in
Configure

& Microsoft Azure Active Di

Express Setings
Connect to Azure AD
Connect to AD DS
szure AD signin

Express Settings

Enter the Active Directory Domain Services enterprise administrater credentials: @)

USERMAY

Previous

Azure AD sign-in configuration

To use on-premises credentials for Azure AD sigrvin, UPN suffives should match ane of the verified custom
domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment.
‘along with the matching domain in Azure, €

Directory UPN Suffix Azure AD Domain

child pocmiamintra ot Added @
pocmiamintra Not Added @
mismmsreport it verified

Users will not be able to sign-in Azure AD using their on premises credentisls
Learn more

rectory Connect

Ready to configure

Once you click Install/Upgrade, we will do the following:
« Tnstall the syncheonization engine
+ Configure Azure AD Connector

Configure pocmiam.intra Cannector

Enable Password synchronization

+ Enable Auto Upgrade

« Configure synchronization services on this computer

’rksmme synchronization process when configuration completes.
‘Exchange hybrid deployment @)

accur, you Azure

wil be disabled.
Active Directory Sync Scheduler. Learn more

Configuring

Microsoft SQU Server Express LocalDa

Username: pocmiam\gmathieu
Click on Next.

Click on Next.

Uncheck the box Start the synchronization process
when configuration completes.

Click on Install.

Click on Close.
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2
Control Panel
Microsaft Azure Active Directory b

Madule For Windows PowerShell

tlg Active Directory Sites and Services

Dievices and Printers

Adminiskrative Tools 3
~ .+ Active Directory Users and
Computers Help and Support
re A0 Connect R Start Azure AD Connect console.

windows Security

3 All Pragrams

I |szarch programs and files l[.]_‘] Log off >|

=

Welcome to Azure AD Connect

Synchronization has been dissbled o allow changes to your current configuration.

Azure Active Directory will not receive further updates until reconfiguration is
complete. Learn more

Click on Configure.

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform additional

View current configuration
I Customize synchronization options.

Refresh directory schema

Configure staging mode (curent state: disabled)

Click on Customize synchronization options.

Change user sign-in

Connect your directories

Connect to Azure AD Enter connection information far your on-premises directaries or farests. @

symc DIRECTORY TYPE

[icve oy 3
Optional Features ‘Dl!!l‘l'lm 3
Configure
N USERNAME
50| ‘ X
Click on Next.

[ ] __add Dirsctory |

CONFIGURED DIRECTORIES

pocmiam.intra (Active Directory)

_ bt I s I

Select only the OU MIM\Groups and the OU Users and Disabled_Users under each OU corresponding to the
entity
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Optional features

Check the boxes Password writeback and Password
[rR—————— synchronization.

2arn mare about cptions! features,

Check the box Start the synchronization process
when configuration completes.
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2.7 CONFIGURE AZURE ACTIVE DIRECTORY PASSWORD SELF SERVICE
FEATURES

s

Go to https://manage.windowsazure.com and click
on Active Directory.

miam
Vatre répertoire est prét & étre utilisé. Click on Configure_

Voici quelques options de démarrage.

) gnorer e dimarrage rapise ko d ma prochaine correrion

EYCEEX © K

- B
: B

Users enabled for password reset: select Yes.

Restrict access to password reset: select No.

On Authentication Methods Available to Users,
select only Office Phone, Mobile Phone and Alternate
s Email Address.

Number of authentication: 1

+ PAaPoRlalfdmEdE

Require users to register when signing in: select Yes

] —
@ .
= Number of days before users are asked to re-confirm
g their authentication information: 360
B
8 Write back passwords to on-premises active
i directory: select Yes
W
)
B Allow users to unlock accounts without resetting
their password: select Yes
N notifications
yr—— r— ’ CEr—
] feation
® i .
= . .
B Email Language Preference: select English
L]
Ela e ACTUAD A " . . . .
Notify admins when other admins reset their own
issi) multi-factor authentication paSSWOrdS: SEIeCt Yes
4
© Click on Save.
B
g
od [ |~ |
]
o s
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Connect to the Office 365 administrative portal.
Go to Billing | Subscriptions.

+ Agd subscriptions

Office 365 Enterprise E3

Click on Add subscriptions.

Ucenses: Description

zure Multi-Factor Micrasoft Flow Plan 1
ion

Start a trial of Enterprise Mobility Security E5.

Check out
confirm your order

Enterprise Mobility + Security ES | 30 day subscription
250 users

Click on Try now.

| Ty @/}v | Cancel

Office 365 Admin

order receipt

Your confirmation number is: 1ecfeTc2-7613-4626-8552-6c609e46b9a3
Important: To use your new licenses, make sure to assign them by editing users on the Users page.

‘ @nﬂnue

Order details

| Click on Continue.

Enterprise Mobility + Security E5 | 90 day subscription
250 users

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

2.8
2.8.1

INSTALL POCMIM
Install SQL server on POCMIM

Download Windows 2012 R2 installation file to install .Net Framework 3.5.
This is a prerequisite for SQL server 2012 SP3. Check that pocmiam\svc-sql is member of the local
administrators group on POCMIM.

o

Feature Selection

SQL Server 2012 Setup

Select the Enterprise features toinstall,

Setup Support Rules
Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Features:

Feature description:

Instance Features
Database Engine Services
[]5QL Server Replication
Full-Text and Semantic Extractions for Searc
[] Date Quality Services
[] Analysis Services
[] Reporting Services - Native
Shared Features
] Reporting Services - SharePoint
] Reporting Services Add-in for SharePeint Prody
[] Date Quality Client
[ 5L Server Data Tools
[] Client Tools Connectivity
[l Integration Services

The configuration and operation of each
instance feature of a SO Server instance is
isolated from other SQL Server instances,
SQL Server instances can operate side-by-
side on the same computer.

Select the following components:
Database engine

Prerequisites for selected features:

Already installed:
L. Windows PowerShell 2.0
Microsoft NET Framework 3.5

L. Microsoft NET Framework 4.0

- Microsoft Visual Studio 2010 Redistributaty

Full-text search
Management Tools - Basic
Management Tools - Complete

YV VYV

Complete
[] Client Tools Backwards Compatibility || To beinstalled from media: v
< w >
Shared feature directory: [€AProgram Files\Microsoft SQL Server\ | D
Shared feature directory [cprogram files: QL Server. ‘D
[ <gack |[ metr |[ cncd |[ mee |
e QL Server 2012 Setup ===
Instance Configuration

‘Specify the name and instance ID for the instance of SQL Server. Instance ID becomes pert of the instafation path.

Setup Support Rules
Setup Role

Festure Selection

Installstion Rutes

Imstance Configuration

Dick Space Requirements
Server Configurstion

Databese Engine Configurabon
ErocReporing

Instalation Configuration Rules
Resdy to Instal

nstallaion Progress

Complete

=

Server Configuration

Defaultinstance

® Nameginstance (MM

MM

instance 1

instance root deectory: g

SOL Server directory

installedt matances:

InstanceNome _ instance 1D Features
< Back
SQL Server 2012 Setup

Specify the senvice accounts and collation configuration.

Setup Support Rules
Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

u
Server Configuration

| Service Accounts | Collation

=

CA\Program Fies\Microsoft SOL ServeAMSSQL T MIM

Edtion Version

Nest > Cancel Help

Enter MIM as Instance name.

Microsoft recommends that you use a separate account for each SQL Server service.

Click on Next.

Service Account Name Passward Startup Type
SOL Server Agent MSEXPT6\sv<-sql . [Automatic [ ]
SQL Server Database Engine MSEXPTB\sve-sql
SQL Full-text Fiter Daemon Launc... | NT Senviee\MSSQLFDLa.. Manual
SQL Server Browser NT AUTHORITYLOCAL ... |Automatic v |
<gock [ detr |[ cnel [[ he |
SQL Server 2012 Setup [=To -

Specify the service sccounts and collation configuration.

Setup Support Rules
Preduct Key

Uicense Terns

Setup Roke

Feature Selection

nstallabon Rules

Instance Configuration

Bisk Space Requirements
Server Configuration
Database Engine Configuntion
Ervoe Reporting

Installabion Configuration Rules
Heady 1o Install

nstallation Progress

Complate

Sarvice Accounts | Callation

Database Engine:

(Lo a0 605

Latin-General-100, cast-inensitvs, Bccent-sensitive,
insenstive

| [

Kanstype-insseitive. width-

< Back

Nors || Concel Help

Collation: Latin1_General_100_CI_AS
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Database Engine Configuration

Specify Database Engine

security mode,

Setup Support Rules
Product Key

License Terms

Setup Role

Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirements

Server Configurat

Server Configuration | Data Directories | FILESTREAM

Specify th ication mode and D

Mode

O Windows authentication mode

® Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system
[

(sa) account.

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

62 L J

Confirm password: |sessssessessss ]

Specify SOL

SQL Server administrators
have unrestricted access
tothe Database Engine.

BUILTIN\Administrators (Administrators)

Ready to Install

Verify the SQL Server 2012 features to be installed.

Setup Support Rules
Setup Role.

Festure Selection
Installation Rules

Instance Configuration

Ready t install SOL Server 2012

= Summary ~
Edition: Enterprise

Action: Install (Product Update)
Prerequisites

- Already installed:

Disk Space Requirements Windows Powershell 20
Server Configuration Microsoft NET Framework 3.5
 Confiurat .
Eror Reporting Microsoft NET Framework 40
£+ To be installed from media:
Installation Configuration Rul
SIS Microsoft Visual Studio 2010 Shell
Ready to Install General Configuretion
Installation Progress £ Features
Complete Database Engine Services
Full-Text and Semantic Extractions for Search
Management Tools - Basic
Management Tools - Complete
< w 5
Configuration file path:
[eProgram Files\Mi aL 110\Setup. 70104_ 162337\ ConfigurationFileini |
< Back Inst Cancel Help
Complete
YourSQL Server 2012 install

Setup Support Rules
Setup Role

Information about the Setup operation or possible next steps

- Feature Status -
Feature Selection
Full-Text and Semantic Extractions for Search Succeeded
=i e SOL Browser Succeeded
Instance Configuration SOL Writer Succeeded
Disk Space Requirements SQL Client Connectivity Succeeded
Server Configuration SOL Client Connectivity SDK Succeeded =
Database Engine Configuration
Eror Reporting.
Installation Configuration Rules Details:
Ready to Install \Viewing Product Documentation for SQL Server ~
Installation Progress
—— (Only the components that you use to view and manage the documentation for SQL Server have
== been installed. By default, the Help Viewer component uses the online library. After installing
ISQL Server, you can use the Help Library Manager companent to download documentation to
lyour local compuer. For more information, see Use Microsoft Books Online for SQL Server
http:/fgo. microsoft 7L inkID=2248 =
Summary leg file has been saved to the following location:
Ci\Program Files\Microsoft SOL Server\110\Setup Bootstrap\Log\20170104 162337
Summary MIMSQL 20170104 162337.txt
a Sql Server Configuration Manager
File Action View Help
EICIEEN

48 5QL Server Configuration Manager (Local)

B S0LSerer

Senices ¥ Shared Memory  Enabl
i 50L Sever Network Configuration (320 4= Narned Pipes Disal

b 5 SQL Native Client 11,0 Configuration (32| =T Enabl
4 | 50U Server Network Configuration

Protocals for MIM

S
& 5 5QL Native Client 11,0 Configuration

Protocol Name Status

Frolocol| 1P Addresses

TcP Dymamic Forts B
Tcepot 1
8w
et tes
Enabied o
# Adress 1ra01
Tch Dymamic Forts 0
Tehpot
8 ws
e tes
Eraied o
# Address fesmiseternz 681301013
TcP Dymamic Forts =
Ichpont i
B wan
TCP Dynamic Ports
vl v

TP pot
TP port

oc | [Coe | ooy | [ re |

Add pocmiam\svc-sql and local administrators group
as SYSADMIN.

Click on Install button.

Click on Close button.

Start SQL Server Configuration Manager.

Go to Protocols for MIM properties in the tab /P
Adresses.

Configure SQL Server database to listen on port TCP
1433,
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2.8.2 Install SharePoint 2013 Foundation on POCMIM

This documentation is based on https://docs.microsoft.com/fr-fr/microsoft-identity-manager/deploy-
use/prepare-server-sharepoint

Download SharePoint Foundation Server 2013 SP1: http://www.microsoft.com/fr-
fr/download/details.aspx?id=42039

Check that the user account pocmiam\svc-mimsps is a local administrator of the server POCOIM.

SharePoint Foundation 2013

Prepare

Review hardware and software requirements

Read the installation quide

Read the upgrade guide Click on Install Software prerequisites.
Install

Install SharsPoint Foundation
Other Information

Visit Windows Update
Visit product website

Microsoft® SharePoint® 2013 Products Preparation Tool -

Welcome to the Microsoft® SharePoint® 2013 Products
Preparation Tool

The Microsoft® SharePoint® 2013 Products Preparation Tool checks your computer for
required products and updates. t may connect to the intemet to download products from the
Microsoft Download Center. The tool installs and corfigures the following products:

| Microsoft NET Framework 4.5 ~

+ Windows Management Framework 3.0 lick
+ Application Server Role, Web Server (1) Role

* Microscft QL Server 2008 R2 SF 1 Native Ciert Click Next.
+ Windows Identity Foundation (KBS74405)

+ Microsoft Sync Framework Runtime v1.0 SP1 éc64)

+ Windows Server AppFabric

* Microsoft Identty Extensions

* Microsoft Information Protection and Cortrol Client

* Microsoft WCF Data Services 5.0

* Microsoft WCF Data Services 5.6

+ Cumulative Lpdate Package 1 for Microsoft AppFabric 1.1for Windows Server v

Leam more sbout these prerequisites

Microsoft® SharePoint® 2013 Products Preparation Tool =3

License Terms for software products.
“This sclution requires that you install each of the following scftware modules and agree to ther license tems. Please
review the license terms.

MICROSOFT SOFTWARE LICENSE TERMS ~

Below are two sets of License Terms that cover ten different Microsoft
products. The products coversd by these license temms aze:

LICENSE 1 .
Microsoft Windows Identity Foundation 1.0 Click Next.

Microsoft Windows Management Framework 3.0

LICENSE 2
£

v

car i d restrictions descrbed in the EULA. You must accept the tems of
the EULA before the products can be downloaded and instalied on your computer.

I have read, understood, and agreed to the temms of the End User License Agreement(s) and so signify by clicking "I accept the
tems of the License Agreemen(s}" and using these products.

| accept the tems of the License Agreemenis)

<Back || Net> | [ Cancel
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2013 Products Tool
Now Instaling Prerequistes..

Configuing Application Server Role, Web Server {IS) Role

Started 7:47:38 AM. running for 0:00:16

[ <Back |[ Mew> | [ Cancel |

Your system needs to restart to continue. Press Finish to
restart your system.

[+ Microscht NET Framework 4.5: squvalent products already installed (no action
taken)
 Windows Management Framework: 3.0: equivalert products abeady installed 1o
‘action taken)
+ Application Server Role. Web Server (1S) Role: configured successfully
Server 2008 R2 SF1 Native Cient: installed successfuly
indows Idertty Foundation (KB374405) was already installed (10 action taken)
* Microsoft Sync Framework Runtime v1.0 SP1 (64): instaled successfully
+ Windows Server App Fabric:installed successfully
* Microseft Identity Exensions: installed successfuly
+ Microsoft Information Protection and Cortrol Cliert: installed successfully
* Microsoft WCF Data Services 5.0: installed successfully
* Microsoft WCF Data Services 5.6: installed successfully

+ Cumulative Update Package 1for Microsoft AppFabric 1.1 for Windows Server
IEAIRTT TR imetallar e1r-maechidlhr

Click on Finish and then restart the server.

Review the log file

Microsoft® SharePoint® 2013 Products Preparation Tool
Now Installing Prerequistes...

Corfiguing Application Server Role, Web Server (I1S) Role:

Started 7:53:22 AM, running for 0:00:14

After Restart, the installation continues.

Installation Complete

All required prerequisites have been installed o enabled

I Microsoft NET Framework 4.5: equivalent products already installed (no action
taken)

* Windows Management Framework 3.0: equivalent products already installed ino
[action taken)

* Application Server Role, Web Server (11S) Role: configured successfully

+ Microsoft SQL Server 2008 R2 SP1 Native Client: equivalent products already
installed fno action taken)

+ Windaws Identty Foundation (KB374405): was aleady installed {no action taken)

+ Microsoft Sync Framewark Rurtime v1.0 SP1 <64): was alrezdy installed (o action
taken)

+ Windaws Server AppFabric: was shready installed no action taken)

+ Microsoft [dentty Edensions: equivalent products already installed (no action taken)
+ Microsoft Information Protection and Cortrol Client: equivalent products already
installed fno action taken)

+ Mimmnenft WIF Nats Samvirae B A aoivslamt s ite sirasrhs instalad inn s~tinn

Click on Finish button.

‘Some features may require additional optional prerequisites. Please review them on hitp.//
‘g0 microsoft.comfwlink/?Link| D=230806.

It is recommended that you keep your Windaws operating system up to date on hito://
windowsupdate microsoft.com

<Back || Fmsh | [ Cancel
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rePoint Foundation 2013

Prepare

Review hardware and ware requirements
Read the installation guide

Read the upgrade guide

Install

Install software prerequisites

Other Information
Visit Windows Update
Visit product website

Setup Errors i

Setup is unable to proceed due to the following errorfs):

This product requires Micrasoft .Net Framework 4.5,

For the list of pre-requisites needed to install the product please refer to:
hittp:// . [LinkiD=230806

Correct the issuels] listed above and re-run setup

You can install all required prerequisites for this product by selecting the ‘Install software prerequisites’ option in the splash
sereen. See Help for more information

@ Microsoft SharePoint Foundation 2013

®

Read the Microsoft Software License Terms

To cantinue you must accept the terms of this agreement. If you do not want to aceept
the Microsoft Software License Terms, clase this window to cancel the installation.

MICROSOFT SOFTWARE LICENSE TERMS ~
MICROSOFT SHAREPOINT FOUNDATION 2013 D
MICROSOFT SQL SERVER 2008 R2 EXPRESS

These license terms are an agreement between Micraseft Corporation {or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media an
which you received it, if any. The terms also apply to any Microsoft

* updates,

- supplements,

+ Internet-based services, and

- support services

for this software, unless other terms accompany those items. If so, those
terms apply.

By using the software, you accept these terms. If you do not accept them,
do not use the software.

As described below. usina some features also operates as vour consent to

3

-

| accept the terms of this agreement

@ Microsoft SharePoint Foundation 2013

Server Iype | Data Location
|@ Server Type @

Select the type of installation you want to install on the server.

Complete — Use for production environments.
~Installs all components to a farm that you can expand with more servers.
« Requires SQL Server 2008 R2 SP1 (minimum requirement).

) stand-alone — Use for trial or development environments.
~ Installs all components on a single server,
«This installation cannot add servers ta create a SharePoint farm,
« Includes SQL Server 2008 R2 Express Edition with SP1 in English.

Start the installation of SharePoint 2013 Foundation.

If the following message appears, apply this
procedure:

https://support.microsoft.com/fr-
fr/help/3087184/sharepoint-2013-or-project-server-
2013-setup-error-if-the-.net-framework-4.6-is-
installed

Click on Continue.

Click on Install Now.
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Run Configuration Wizard

To complete configuration of your server, you must run the SharePaint Products
Configuration Wizard.

[¥] Run the SharePoint Products Configuration Wizard now.

The following services may have to be started or reset during
configuration:

Internet Information Services
SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
configuration wizard or ne to exit the configuration wizard,

Click on Close.

Click Yes.

Select Create a new server farm.
Click on Next.

Enter the following information:
Database Server: POCMIM\MIM
Database name: SharePoint_Config
User: pocmiam\svc-mimsps
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Enter the passcode.

Click on Next.

The URL of the central admin is
http://pocmim:29371/
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SharePoint Products Configuration Wizard I;li-

Configuration Successful

The following configuration settings were successfuly applied:

» Configuration Database Server [POCMIMMIM
= Configuration Database Name [SharePoint_Canfig
= Hostthe Central Administration Web Appiation

m Central Administration URL Inttp: f/pocmim: 29371/

= Authentication provider
ClickFinishto dasethis wizard and launch the SharePoint Central Administration websiteto continue . ..
configuring your SharePoint intallation. The users may be. theirweb brawserfor Click on Finish.
inthe form DOMAIN\User_Name and passward to access the site. At that prompt, enterthe credentials that

youused to logonto this computer. Add this siteto the st of trusted sites when prompted

Create web application.

Start SharePoint 2013 Management Shell.

SadminCredentials = get-credential pocmiam\svc-mimspspool

SdbManagedAccount = New-SPManagedAccount -Credential SadminCredentials
New-SpWebApplication -Name “MIM Portal” -ApplicationPool “MIMAppPool” -ApplicationPoolAccount
SdbManagedAccount -AuthenticationMethod “Kerberos” -Port 80 -URL http.//mimportal.pocmiam.intra

k3 Administrator: SharePoint 2013 Management Shell \;Ii-

sxgmathieu.POCHIAM> New—SpllebApplication —Mame "MIM Portal™ —Applicati]
ppPool" -ApplicationPoolAccount 3dbManagedAccount —AuthenticationMet
hod "Herberos" —Port 88 —URL http://mimportal.pocmiam.intra
WARNING: The Windows Classic auwthentication method is deprecated in this
e lease and the default bhehavior of this cmndlet, which creates Windows Classic
hased weh application. is obsolete. It is recommended to use CL =3

uthentication methods. You can create a web application that uses Claims
uthentication method by specifying the AuthenticationProvider parameter set in
this cmdlet. Refer to the http:-/“go.microsoft_con/fulink/?LinkId=234549 site
for more information. Please note that the default bhehavior of this emdlet is
expected to change in the future release to create a Glaims authentication
based weh application instead of a Windows Classic based web application.

DizplayMame

http://mimportal.pocmiam. intras

Create the SharePoint site collection.

St = Get-SPWebTemplate -compatibilityLevel 14 -Identity “STS#1”

Sw = Get-SPWebApplication “MIM Portal”

New-SPSite -Url Sw.Url -Template St -OwnerAlias pocmiam\svc-mimspspool -CompatibilityLevel 14 -Name
"MIM Portal" -SecondaryOwnerAlias pocmiam\svc-miminstall

Ss = SpSite(Sw.Url)

Ss.AllowSelfServiceUpgrade = Sfalse

Ss.CompatibilityLevel

ScontentService = [Microsoft.SharePoint.Administration.SPWebService]::ContentService;
ScontentService.ViewStateOnServer = Sfalse;

ScontentService.Update();

SfimPortalUrl = “http://mimportal.pocmiam.intra”

Set-SPWebApplication -Identity SfimPortalUrl -AuthenticationMethod Kerberos -Zone Default
cd c:\windows\system32\inetsrv

\config\applicationHost.config .\config\applicationHost.config.bak

\appcmd.exe set config "MIM Portal" /section:windowsauthentication
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Users~gmathieu.POCMIAM>

Userssgmathieu.POCMIAM> %t = Get—SPWehTemplate —compatibilitylLevel 14 —Ide

tity “STSH1"

S C:isUserssgmathieu POCMIAM} Sw = Get—S8PUebfApplication "MIM Portal"
PS C:sUserssgmathieu.POCMIAM> NHew—S5PSite —-Url
miamhsuc—minspspool —Compatibilitylevel 14 —Name "“MIHM Portal' —-SecondaryOunerfll

ias pocmiam“svc—miminstall

CompatibilityLevel

C:sUserssgmathieu POCHIAM> %2 = SpSitedSw.Urld
Cislserssgmathieu.POCHIAM> %= AllowSelfServicellpgrade = 5false
GCislserssgmathieu.POCMIAM> %= . CompatibilityLevel

: GCislserssgmathieu.POCMIAM> %contentService = [Microsoft.SharePoint.Administral

SPUebServicel::ContentService;

“Userssgmathieu POCMIAM} ScontentService _UieuwStateOnServer = Sfalse;

C:sUserssgmathieu POCMIAM} Scontent8ervice Update{l;

C:sUserssgmathieu POCMIAM} $fimPortallrl = "http: smimportal.pocmiam.intra"
C:\Userssgmathieu.POCMIAM> Set—SPWebApplication —Identity $fimPortalUrl —Auth|

ationMethod Kerberos —Zone Default
SUzerssgmathieu . POCMIAM> cd c:™windowshsystem32hinetsru

swindowsssystem32hinetsru> _SconfighapplicationHost . config _Sconfighapplical

ionHost.conf ig.bak

[PS C:suwindowsssystem32sinetsrv?> _“appcmd.exe set config "MIH Portal" ssection:wi

dowsauthentication

pplied configuration changes to section
onswindowsAuthentication' for "MACHIME-WEBROOT -APPHOST-MIM Portal' at configurat

"system.webServerssecuritysauthenticati

ion commit path "MACHINE-WEBROOT.AFPPHOST~ MIM Portal™
PS GCiswindowsssystem32sinetsruvl _

w.Url -Template 5t —Ouwnerfilias po

Change the configuration of the default website to listen on port TCP 8080 instead of TCP 80.

L5

Internet Information Services (I1S) Manager

[@ » POCMIM » Sites + Default Web Site »

File View Help
Connections
<. - &
&5 Start Page
443 POCMIM (POCMIAM\gmathieu)

() Application Posls

4 6] Sites
4 ) Default Web Site
b1 aspnet_client
b ws
4 D MIM Portal
.b | _app_bin
b &7 _controltemplates
3
4
3
b7 _wpresources
-2 App_Browsers
b1 App_GlobalResources
b (71 aspnet_client
b1 bin
b wpresources

1 & SharePoint Central Administration v4
D) SharePoint Web Services

-

9 Default We

Filter:

b Site Home

~ ¥ Go -~ 5k Show All | Group by: Area

Type  HostName
net.m...
msmm...
net.tep
net.pi...

Waitiag for mirngs

Site Bindings

Port IP Address
localhost
localhost

[z 808

8080 ¢

ortalpo

This page can

Fix connection problems

Windows Security

iexplore.ex
Connecting to mimportsl pocmiamintra

Demair: PO

Femember my credentisls

Connecta smartcard

Cancal

Binding Informa...

T

Remove

[
Add...

Close

Connect to the SharePoint website by using the user
account pocmiam\svc-miminstall.

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

GQN‘ nttp:/fmimportal poemiamin... 2 + & || [7] Home - MIM Portal ‘ ‘ W & I
Fie Edit View Favorites Tools Help

pocmiam\sve-miminstall +

MIM Portal

Home Search this site...

Libraries
Lists

Discussions

& Recycle Bin

[5) Al site Content

Disable indexing. Start SharePoint 2013 Management Shell:
Get-SPTimerJob hourly-all-sptimerservice-health-analysis-job | disable-SPTimerJob

S_C:\) Get—S5PTimerJoh hourly—all-sptimerservice—health-analysis—joh | disahle-5

Restart the server.
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2.8.3 Deploy MIM Synchronization Service on POCMIM

Check if pocmiam\svc-mimsync is member of the group Administrators on POCMIM. The account will obtain

SYSADMIN right on the SQL server instance MIM.

Check if .Net Framework 3.5 and 4.5 are installed on POCMIM.
Check if SQL Server 2012 native client is installed on POCMIM.

@@| 2] D:\FIMSplash.htm

Microsoft Identity Manager

Identity Manager Service and Portal
Install Service and Portal

Install Service and Portal Language Pack

Identity Manager Synchronization Service

Install Synchronization Service

Install Password Change Notification Service

is Microsoft Identity Manager 2016 - Synchronization Service -

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features are installed.

" Description
= 2d | Microsoft Identity Manager Synchronization
o = Installs the files for Microsoft
Identity Manager
Synchronization Service.
This feature requires 11MB on
your hard drive.
< m >

Installation Location:

C:'Program Files\Microsoft Forefront Identity Manager\2010%
R T

15 Microsoft Identity Manager 2016 - Synchronization Senr_l;‘i-

Configure Microsoft Identity Manager Synchronization Service

Configure Microsoft Identity Manager Synchronization Service Database
Connection.

Specify the SQL Server location and instance.
SQL Server is located on:

(®) This computer

) A remote machine

Computer name:

The SQL Server instance is:

() The default instance

®) A named instance

Instance name: |M1M|

| < Back ” Next > | ‘ Cancel

Open a session with a domain user which have local
administrator right.

Check if you have created the 5 MIM
Synchronization Service groups created previously.
Click on Install Synchronization Service link.

Click on Next.

Select a named instance and enter MIM.
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Configure Microsoft Identity Manager Synchronization Service
Configure Microsoft Identity Manager Synchronization Service service account

Enter the credentials of the account under which the Microsoft Identity Manager
Synchronization Service will run, This account must be secured as described in the product

documentation.
=

Service account:

Password:

Service Account Domain or local
computer name:

pocmiam =

*The Username and Domain should be in NetBios format.

<Back ||

Configure Microsoft Identity Manager Synchronization Service
Configure Microsoft Identity Manager Synchronization Service security groups.

Provide the following group names for Microsoft Identity Manager Synchronization Service.

Administrator: Ipccmiam‘FIMSynmdmins
Operator: ngcmiam‘FIMSyncherahnrs
Joiner:

Ipoclmam\‘IMSyndomers
Imuﬂiam‘FIMSyﬂcﬂmwsE
Ipocmiam\tIMSyncPasswnrd!Set

Connector browse:

WMI Password management:

Configure Microsoft Identity Manager Synchronization Service
Configure setup security changes.

Clients cannot communicate with Microsoft Identity Manager Synchronization Service for remote
configuration unless ports are opened in the firewall.

[] Enable firewall rules for inbound RPC communications

Install Mi ion Service

Identity ger Sy

Click Install to begin.

Click Back to review or change any of your installation settings. Click Cancel to exit the
wizard.

<gack || lnstzu [ canca

Enter the following information:

Service account: svc-mimsync

Password: enter the password

Service Account Domain or local computer name:
pocmiam

The domain name must be entered in NETBIOS
format.

Administrator: pocmiam\FIMSyncAdmins
Operator: pocmiam\FimSyncOperators
Joiner: pocmiam\FIMSyncJoiners

Connector browse: pocmiam\FIMSyncBrowse
WMI Password Management:
pocmiam\FIMSyncPasswordSet

Check the box Enable firewall rules for inbound RPC
communications.

l Click on Install.
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) Microsoft Identity Manager 2016 - Synchronization Serv.. = | & | X

Identity ger Sy ion Service

The components you selected are being installed.

wizard will now create a backup of the encryption key set that
was just created. You will be prompted to select a folder and
filename for the backup. Click OK to continue.

.: The Microsoft Identity Manager Synchronization Service setup

| < Back ” Next > | | Cancel ‘
iy
© o+ 4 [l « LocalDisk(€) » _adm » v & [ search adm 2|
Organize ~  Newfolder = @
& Downloads A MNsme Dste modified Type
] Recent places
J1 wssetup_15-0-4709-1000_x64 1/22/2017 1558 M Filefolder
1% This PC
% Desktop
| Documents
18 Downloads
b Music
£l Pictures
H Videos
£, Local Disk ()
o Temporary Stora [ I N
File name: | MIMSynchronizationSevice-Key] v]
Save as type: [*bin v

Completing the Microsoft Identity
Manager Synchronization Service
Setup Wizard

“You have successfully completed the Microsoft Identity
Manager Synchronization Service setup wizard.

To dose this wizard, dick Finish,

[ <macc [ Amsh ]|

1%l Microsoft Identity Manager 2016 - Synchronization Serv.| = | &1 %

e

ion Service
The components you selected are being installed.

Service setup wizard cannot configure the spedfied database.

Error 25009, The Microsoft Identity Manager Synchronization
& <hr=0x30131700>

Lo ]

Click on OK.

Backup the key in the folder C:\_adm.

Click on Finish and then restart the server.

In case of installation error, you can start the
installation with a log file by using this command:
msiexec /i "D:\Synchronization
Service\Synchronization Service.msi" /L*v
c:\Log\LOG.txt

If you obtain this error 25009, apply the following
procedure and check if you have install .Net
Framework 3.5.
https://social.technet.microsoft.com/wiki/contents/
articles/1734.fim-troubleshooting-installation-error-
25009-sa-admin-rights-missing.aspx

< Back ” Next > ‘ | Cancel |
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2.8.4 Install MIM Service on POCMIM

Open a session with the user pocmiam\svc-miminstall.
This user has local administrative right on POCMIM server, on the SharePoint Server and on SQL server
instance. Provide SYSADMIN right to this account: Pocmiam\svc-mimma.

@@| 2 DAFIMSplash.htm

Microsoft Identity Manager

Click on Install Service and Portal.

Identity Manager Service and Portal
Install Service and Portal

Install Service and Portal Language Pack

4 Microsoft Identity Manager 2016 - Service and Portal | = | & [FI3EH]

Welcome to the Microsoft Identity
Manager Service and Portal Setup Wizard

The Setup Wizard will install Microsoft Identity Manager
Service and Portal on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

® 2015 Microsoft Corporation. Al rights reserved. Cl | Ck on Next-

Warning: This computer program is protected by copyright
law and international treaties, Unautherized reproduction or
distribution of this program, or any portion of it, may result
in severe dvil and criminal penalties, and will be prosecuted
to the maximum extent possible under the law.

i Microsoft |dentity Manager 2016 - Service and Portal ILIE-

End-User License Agreement ¢
Please read the following license agreement carefully fod

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT IDENTITY MANAGER 2016 FOR MICROSOFT WINDOWS

SERVER 2012 R2

If you licensed Windows Server 2012 R2 through Microsoft's Volume C“Ck on Next.
Licensing programs or if you have a valid and active Microsoft Azure

Active Directory Premium subscription (a “subscription™), your use of this

supplement is subject to the terms and conditions of the applicable

program or subscription agreements, You may not use this supplement

if vou have not validlv acauired a license or a subscriotion from Microsoft| ™

[#]1 accept the terms in the License Agreement

[eint | [ Bak [ wpt | [ concel ]

iz Microsoft Identity Manager 2016 - Service and Portal - | o [
MIM Customer Experience Improvement Program ¢
MIM Customer Experience Improvement Program Fey

Do you want to join the Customer Experience Improvement Program?

The program collects information about computer hardware and how you use
Microsoft Identity Manager 2016 without interrupting you. This helps
Microsoft identify which Microsoft Identity Manager 2016 features to
improve. Mo information collected is used to identify or contact you.

Click on Next.

More about the Customer Experience Improvement Program online

() Join the Customer Experience Improvement Program

don't want to join the program at this time

Back ” NEXRJ | Cancel
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Custom Setup \L
Select the way you want features to be installed. bt

Click the icons in the tree below to change the way features will be installed.

[=)- =) = | Microsoft Identity Manager Sery Installs MIM Partal files
=] gvl MIM Service

i X _~| MIM Reporting
¥ | Privileged Access
This feature requires 3289KB on

X_~| MIM Password Registrat]  your hard drive.
¥_~| MIM Password Reset Por

< m >
Location: C:\Program Files'\Microsoft Forefront Identity
Manager\2010Y
[ meset ] [oskussge | [ Bk [ Mew | [ cancd |

Configure Common Services ¢
Configure the MIM database connection Fo.

Enter the SQL Server location andjor instance (Server or Server\Instance).

Database Server:  [poCMIMMIM|

Enter the database name.

Database Name:  |FIMservice

If the database you named above already exists, how do you want to proceed?
(®) Create a new database.
() Re-use the existing database.

During setup MIM will suthenticate with SQL Serwer using your current Windows credentials.

Configure Common Services ‘l’
Configure mail server connection
—
Enter the mail server location.

Mal Server:

[w]Use 551
Mail Server is ange Server 2007 or ange Server 2010
] Exchang Exchang;
Enable polli ange Server 2007 or ange Server 2010
ble poling for Exchang Exchang;
[] Use Exchange Online

[k ][ wec | [ concel |

‘

Configure Common Services \1’
Configure service certificate =
Please select the certificate the Service should use to allow dients to validate the Server.

() Select a certificate located in the local certificate store Select Cert

(®) Generate a new selfissued certificate
Certificate Name: Microsoft Identity Manager

Do not install the following components:
MIM password Registration Service
MIM Password Reset Portal

MIM Reporting

Privileged Access Management.

Database Server: POCMIM\MIM
Click on Next.

Note:
Install will continue even if you enter a bad SQL
instance name but the FIM Service will not start.

Enter the name of the Exchange Server:
pocexchl.pocmiam.intra

Click on Next.
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e
iy
Configure Common Services
Configure the MIM service account

Enter the credentials of the account under which the MIM service will run, This account must be
locked down as described in the product documentation.

Service Account Name:

Jsve-mimservice
Service Account Password: “ sEessEssRREne
Service Account Domain: |pocrmam‘mwa

Service Email Account: Jamathieu@pocmiam. intra]

Service Email Account Password: “

IMPORTAMT: The service email account is used to process requests and approvals. This email
account should be created for the exdusive use of the Identity Management service, Please
see the Before You Begin section of the Setup Guide for more information.

L
EF
Configure Common Services
Configure the Microsoft Identity Manager Service and Portal synchronizatia...

Enter information about the MIM synchronization server.

Synchronization Server: [pocmmm

MIM Management Agent Account: |Puc|11iam\svc—m\mma

Domain'Account

*Enter the domain and user name of the Microsoft Identity Manager Service and Portal
Management Agent account. This is the account entered on the "Connect to Database™ page in
the Management Agent creation wizard,

[k ][ mex ] [

|
i

Configure MIM Service and Portal
Configure connection to the MIM Service

Enter the server address the MIM Portal and other dients should use to contact the MIM
Service. Do not use localhost or prefix http:/f or https:// to the server address.

IM\mservlce.pom\am.lnha\ =

MIM Service Server address:

*If this is & stand alone installation, this should be the name of the server itself, If thisis a
scaled out installation, this should be the name the dients should use to contact the duster.

B
Jir

Configure MIM Service and Portal
Configure connection to the MIM Service

Enter the URL to the SharePaint site collection where the MIM Portal should be hosted.

http: /fmimpor tal, pocmiam.intra|

Sharepoint site collection URL:

Back [ met ] |

Enter the following information:

Service Account Name: svc-mimservice

Service Account Domain: pocmiam.intra

Service Email Account: gmathieu@pocmiam.intra

MIM Management Agent Account: Pocmiam\svc-
mimma

MIM Service Server address:
Mimservice.pocmiam.intra

SharePoint site collection URL:
http://mimportal.pocmiam.intra
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Configure MIM Service and Portal
Configure optional portal homepage configuration

Enter the password registration portal URL that the browser will navigate to when the "Register
for password reset”link on the MIM portal homepage is dicked.

‘You may leave this field empty if you do not wish to customize the "Register for password
reset”link.

Registration Portal URL: |register. pocmiam.intra|

.contoso.com

Configure MIM Service and Portal
Configure security changes configured by setup

Clients cannot communicate with MIM Service unless ports are opened in the firewall.
[+ Open ports 5725 and 5726 in firewall

Users will not have access to MIM Portal site unless spedified here.
Setup can grant NT AUTHORITY \authenticated users READ access.
[ Grant authenticated users access to the MIM Portal site

Back || MNext | [ Cancel

Enter Information for MIM Password Portals
Enter optional password portal configuration

[]MIM Password Registration Portal will be installed on another host

Enter the existing account under which the password registration application pool will run in IIS

Account Name: I

DemainlAccount

[[]MIM Password Reset Portal will be installed on another host

Enter the existing account under which the password reset application pool will run in IS

Account Name: I

DomainhAccount

Install Microsoft Identity Manager Service and Portal

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back || Instal | [ cancel

Registration Portal URL:
https://register.pocmiam.intra

Check the boxes Open ports 5725 and 5726 in
firewall and Grant authenticated users access to
MIM Portal site.

Click on Next.

Click on Install.
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i Microsoft Identity Manager 2016 - Service and Portal I;li-

Completed the Microsoft Identity
Manager Service and Portal Setup Wizard

Click the Finish button to exit the Setup Wizard,

Click on Finish.

Back Cancel

5 Login Properties - msexp76\svc-mimservice == -
Selecta page [ -
2 General Ssowt -~ [nep
7 Server Roles
= Users mapped to this login
127 Securables Map  Database User Defaut Schema
L Status T FMservice B e e =
C17 AMSynctvonizationSer...
[0  master
O model
[ msdb
[  ShawPoirt_AdminCort
[  SharePoint_Corfig
] tempdb . . .
O WSS Cortet The user Pocmiam\svc-mimservice has been granted
- access to SQL Server database automatically by the
Database role membership for: FIMService Setu p .
Connection
] db_backupeperstor ~
Server [] db_datareader
MIMSQLAMIN = ch_detanrter
Comection ] db_ddladmin
MSEXP78 Administrator (] db_denydatareader
3 View connection properties E Sgi:i:y;mwmer
] do_securtyadrin
Progress FIN_Servce_Virte

[] FIM_SynchronizationService:
[ persistence Users
public

[ state nersistence 1sers

Ready

-

Add *.pocmiam.intra in Local Intranet website zone to enable Kerberos authentication.
Start 1IS and configure the MIM portal website to listen on TCP 443 and map a web server certificate.

Connect to: http://mimservice.pocmiam.intra/ldentityManagement
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2.8.5 |Install Visual Studio 2015 on POCMIM

Install Visual Studio 2015.
This tool is required to create MIM 2016 rules extension or Metaverse rules.
Perform a default installation.

o Visual Studio 0 Visual Studio

Enterprise 2015 Enterprise 2015

Setup Completed!
All

Choose your installation location
m File:

Setup requires up to 10 GB across all drives.

Choose the type of installation

® Default
Includes C#/VE Web and Desktop features
Custom

Allows you to customize features for your installation

You can add or remove additional features at any time after setup via
Programs and Features in the Control Panel.
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2.8.6 Install MIMWAL

MIMWALL allows to extend MIM workflow activities:

Add Delay - Add delay in workflow processing

Create Resource - Create new MIM resources

Delete Resources - Delete existing MIM resources

Generate Unique Value - Generate unique value for use in attributes
Request Approval - Request Approval during authorization phase
Run PowerShell Script - Run PowerShell script code

Send Email Notification - Send Email Notifications

Update Resources - Update existing MIM resources or read existing MIM resources to populate
WorkflowData dictionary

» Verify Request - Verify request during authorization phase

YVVVVVVYVYY

http://microsoft.github.io/MIMWAL/
https://github.com/Microsoft/MIMWAL/wiki/Add-Delay-Activity

The step to install MIMWALL is described here:
https://github.com/Microsoft/MIMWAL/wiki/build-and-deployment
https://tlktechidentitythoughts.wordpress.com/2016/02/02/mimfim-workflow-activity-library-installation/

Create the Key pair.

e Administrator: Windows PowerShell

Windows Fowerihe
Copyright (C) 2014 Microesoft Corporation. fill rights reserved.

PS C:wlsersisve-miminstall> ed C:d_adm\MIMMAL-2_16.1028.0\MIMUAL-2.16.1028_0%
PS5 Cvlsersisvc-miminstalls

PSS CoZlsersisve-miminstall> G:h adm\MIMWAL-Z_ 161028 .0\HIMWAL-2_16._1023.0\src™\Scriptsisn.exe -B G:%_adm\MIMWAL-2_16.1028
SONMIMUMAL-2.16.1028.0%sre ML, snk

icrosoft (R) _HET Framework Strong Mame Utility Version 3.5.30729.1
Copyright (¢) Hicrosoft Corporation. All rights reserved.

Invalid option K
PS C:hwlsersisve-miminstall? G:s_adm\MIMWAL-2.16.1028 .0\HIMMAL-2.16.1028. M\srch\Scriptsisn.exe -k ..\WilL.snk

icrosoft (R) _HET Framework Strong Mame Utility Version 3.5.30729.1
Copyright (c¢) Microsoft Corporation. A1l rights reserved.

Key pair written to ._.\WAL.snk
PS C:slsers\svc-miminstall> _

Copy the pair key to the proper emplacement.
Edit the file WAL.sIn with Visual Studio.
Compile the project in Release mode.

Dd WAL - Microsoft Visual Studio (Administratar)
File Edit View  Project Build Debug Team  Tools  Architecture
- -2 W ~ = | Release » Any CPU ~ P

n Debug [:@
Object Browser # X
Release

Browse: My Solution

Configuration Manager... &

p|dx3 23S

Y T

Go to the folder C:\_adm\MIMWAL-2.16.1028.0\MIMWAL-2.16.1028.0\src\SolutionOutput.
Start the register.ps1 script.

ey Administrator: Windows PowerShell = || E]

Windows Fowerihe
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\lsersisvc-miminstall> cd “C:i%_adem\MIMUAL-2.16.1028  0NMIMWAL-2 161028 .0%src\Solutionlutput™
PS C:_adm\MIMWAL-2.16.1028.0\MIMWAL-2.16.1028.0%src\SolutionDutput> .‘Register.ps1 -PortalSiteHame “HIM Portal™
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C:\lsersisvc-miminstall> cd “C adm \MIMAL-2 16 . 1028 . 0"\MIMWAL-2 161028 . 0\src\SolutionDutput™
Goy_adm\MIMWAL-Z.16.1028.0"\MIMUAL-2.16.1028.0 src\SolutionDutput> .%“Register.psl -PortalSiteHame “"MIM Portal™

BUG: Registering assembly in GA

Gz adm\M{hIJnL -2 161028 _0\MIMIA 161028 _Dhsrch\Solutionlutput\MicrosoftServices_ IdentityManagement WorkflowActivi

HET Global Assembly Cache Utility. Uersion 3.5.21022.8
opyright (c¢) Microsoft Corporation. All rights reserved.

IEBUG neglsterlng assembly in Gﬁ
_adm\MIMUAL-2 161028 . 0"MIMMAL-2.16 . 1028 . 0vsrevSolutionlutput\HicrosoftServices. IdentityHanagement . Workflowlictivi
y.UI.d411"
Hicrosoft (R) .HET Global Assembly Cache Utility. Version 3.5.21022.%
ght (c¢) Microsoft Corporation. All rights reserved.

 Ass enbly
H adm\MIMIAL-2 16, 1028 D\MHIMUAL-2 . 16.1028. 0%srch\SolutionDutput\MicrosoftServices. IdentityHanagement .WorkflowActivi
ibrary.dll
DEBUG: Loading Assembl
% admM\HIMWAL-2 .16, 1028 DAMIMUAL-2 161028 . 0%src'\Solutionlutput\MicrosoftServices. IdentityManagement Workflowlictivi

DEBUG: Updated Assembly Bindings in the config file: C-3Program Files‘Microsoft Forefront Identity
anager\20107\Service\Microsoft.ResourceManagement.Service.exe.confiyg

DEBUG: Configuring WAL event source in the config file: C:“Program Files'Microsoft Forefront Identity
anager\20107\Service\Microsoft.KesourceManagement.Service.exe.config

DEBUG: Configured WAL event logging in the config file: C:\Program Flles\Micrnsnft Forefront Identity
anageri2010iServiceMicrosoft.ResourceManagement . Service.exe.config

ERBOSE: Loading module from path
i \Ulndnws\system??\u1ndnwsinerShell\u1 M\Modules\WebAdministrationi\WebAdministration.psdi”.

ERBOSE: Loading “fAssembly’ from pat
"C-\Windows\Microsoft. Net\assemhly\ﬁﬁﬂ HSIL\Microsoft.IIS_PowerShell.Frameworkiwd. 0_8.5.0.0_ 31bf3856ad36he3d5 MHicroso
. IIS.PowerShell.Framework.d11”

ERBOSE: Loading TypesTnPrncess from path

"Gz \U1ndnws\system32\u1ndnwsinerShell\u1 M'Modules\WebAdministrationhiisprovider.types.psizml’.
ERBOSE: Loading “FormatsToProcess’ from path
'B' Hlndnws\system32\u1ndnwsinerShe11\v1 H\Hndules\uehndm1n1strat10n\1lsprnv1der.fnrmat pslsml’.

RBOSE: Exporting function “IIS:”

EHBUSE Exporting cmdlet “Start Uebﬂnmm1tﬂelay .

Creating event source MicrosoftServices.IdentityManagement . WorkflowActivitylibrary in event log WAL
Event source MicrosoftServices. Ident1tyManagement.Wnrkflnwnctiuitylibrary created in event log WAL
Jriting a test event in the event log “WAL”

The Forefront Identity Manager Service service is stopping...

The Forefront Identity Manager Service service was stopped successfully.

The Forefront Identity Manager Service service is starting..
The Forefront Identity Manager Service service was started successfully.

Attempting stop...

Internet services successfully stopped

fittempting start...

Internet services successfully restarted

Review script console output for any errors. Once the deployment is successful on *ALL* the servers, update the assembl
version in MIMWAL HOMLs by executing UpdateWorkflowloml.ps1 script.

PS Ci%_adm\MIMMAL-2.16.1028.0\MIMWAL-2.16.1028.0%src\SolutionDutput> .

Start also the command: UpdateWorkflowXoml.ps1

PS C:h_adm©MIMWAL-2_ 161028 . 0WHIMUAL-2.16.1028 .0%src \SolutionOutput> .‘UpdateWorkflowfoml.ps1
_h\ adm;&;&éaf 25:2M2528 DWMIMUAL-2 161028 _D%srci\SolutionDutput\HicrosoftServices IdentityManagement _WorkflowActivityl
ibrary.
Workflow = “_fD User Deletion Workflow’. Ho updates necessary. It does not use any MIMMML activities.
Workflow *_AD User Deprovision Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = *_fidd-To-Group’. Ho updates necessary. It does not uwse any MIMMMAL activities.
Workflow *_AD-Dut-Test1’. Ho updates necessary. It does not use any HIMWAL activities.
Workflow = *_Security Group Provisioning to AD’. Ho updates necessary. It does not use any MIMMML activities.
Workflow “Expiration Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = “Filter Validation Workflow for Administraters’. Me updates necessary. It does not use any MIMUAL ac
‘Filter Validation Workflow for Hon-fidministraters’. Mo updates necessary. It does not use any MIMUA

activities.

Workflow “Group Expiration Hotification Workflow’. He updates necessary. It does not use any MIMUAL activitie

Workflow “Group Validation Workflow’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow = “Owner fApproval Workflow’. Mo updates necessary. It does not use any MIMWAL activities.
Workflow “PAM: Handle PAM Request’. Ho updates necessary. It does not use any MIMWAL activities.
Workflow = “PAM: Request Authorization’. Ho updates necessary. It does not use any MIMMAL activities.
Workflow ‘Password Reset fAction Workflow’. Ho updates necessary. It does not use any MIMWAL activities.
Workflow = “Password Reset fiuthH Workflow’. Ho updates necessary. It does not use any MIMML activities.

kippi Workflow ‘Requestor Validation With Owner Authorization’. He updates necessary. It does not use any MIMUAL ac
1vities.

Bkipping Workflow “Requestor Validation Without Owner Authorization’. Mo updates necessary. It does not use any MIMUAL
activities.

Bkipping Workflow = “System Workflow Required for Registration’. Mo wpdates necessary. It does not use any MIMUAL activi
ies.
PS Cihadm\MIMWAL-2.16.1028. 0NMIMWAL-2.16.1028 . 0%src \Solutionlutput>

Check that all news workflow activities are available.
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 Create Workflow

v

Add Activity
Activity Picker

Active Directory - Add User to Group

® an Activity for adding users to Active Directory
Groups

Active Directory Password Reset Activity
This is an activity to reset a user's password.

Function Evaluator

This activity allows functions to be used in
workflow definition.

Motification

O This activity sends notification to specific
recipients.

Synchronization Rule Activity

This activity manages the application of
Synchronization Rules to FIM objects.

0O WAL: Add Delay
Add a delay / wait to the workflow execution.

WAL: Create Resource

O Create a new resource and assign attribute
values,

WAL: Delete Resources

Delete one or more resources.

WAL: Generate Unique Value

Generate a unigue string value based on
defined criteria.

WAL: Run PowerShell Script

Run a PowerShell script from workflow.
WAL: Send Email Notification

Send Email Notification

WAL: Update Resources
O Update multiple attributes on one or more
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3 CONFIGURE MIM 2016 SOLUTION
3.1 MAIN USE CASES

311

HR database

(person class)

AD attribute
(User class)

schema and synchronization rules

MiM
Synchronization
Service

MIM Service
(person class)

Provision
(source of
authority)

Update (source
of authority)

(person class)

ExtensionAttribute No update Change is not allowed.
| | ID | |_ID I |_ID HR D
Global_ 15 Global_ Global_ atabase allowed Global_ID is a counter (digits only).
FIRST_NAME Sn LastName LastName HR Database HR Database
LAST_NAME givenName Firstname Firstname HR Database HR Database
MailNickName MailNickName MailNickName HR Database AD (Manual Allow to build ema.ll addre.:ss.
change) Generate automaticaly: GivenName +. + Sn
displayName displayName displayName Mim portal Mim portal Sn + space + GivenName
HR code entity and employee ID
E ionAttri E le: 2E 1
EMPLOYEE_ID xtensionAttribute Employeeld Employeeld HR Database HR Database xample: S000000002E00000000

1

EmployeelD doesn’t support this format. We will use
ExtensionAttributel instead.

EMPLOYEE_TYPE

EmployeeType

EmployeeType

EmployeeType

HR Database

HR Database

EMPLOYEE_TYPE

EmployeeType

EmployeeTypeMim

EmployeeType

N.A

Mim portal

2 possibles values : Internal and External
Could be changes by manager (Mim portal) or by HR
team.

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

Active Directory login
Generated automatically : givenname +. + Sn.
In case of conflict, add a digit

samAccountName AccountName AccountName MIM portal MIM portal .
Size: 20 characters
If first name or last name is changed,
SamAccountName is not updated automatically.
Size: 255 caractéres
e AD (Manual Generated automatically. If first name or last name is
dist hedN AD o .
IstingtiishedName change) changed, DistinguishedName is not updated
automatically.
- .
AD (Manual Size: 255 caracteres. . .
cn AD Generated automatically. If first name or last name is
change) . .
changed, Cn is not updated automatically (rename).
mail Email Email AD AD Gener:.atej by Exchange (email addresses policy) based
on mailnickname
Generate automatically based on SamAccountName
userPrincipalName MIM portal MIM portal and Company attribute: SamAccountName +
@pocmiam.msreport.fr
Generate randomly based on HR6.XLS file.
DIVISION HR D HR D
SIO company company company atabase atabase Example: ENTITY1
DEPARTMENT department department department HR Database HR Database Generate randomly based on H.RG'XLS file.
Example: Internal Communication
G te based on HR6.XLS file.
JOB_TITLE title JobTitle JobTitle HR Database HR Database | oo o ate based on ARG AL Te
Example: Executive Assistant Finance / Legal
MANAGER Manager Manager Manager HR Database HR Database Contains the Global_ID value of the Manager.
STATE streetaddress PostalAddress Address HR Database HR Database Generated randomly based o.n Address?sPhones.csv.
Example: 255 quai de la Bataille de Stalingrad
G ted randomly based on Add Ph .CSV.
ZIP_CD postalCode postalCode PostalCode HR Database HR Database eneratec randomly based on ressesrhones.csv
Example: 92866
CITY City City HR Database HR Database Generated randomly based on AddressesPhones.csv.

Example: London
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co

Generated randomly based on AddressesPhones.csv.

C c Country Country HR Database HR Database
Example: France
CountryCode
. . . . Generated randomly based on AddressesPhones.csv.
Mobil Mobil MobilePh MobilePh HR Dat HR Dat
obile obile obilePhone obilePhone atabase atabase Example: +33 (0)6 57 75 84 28
Generated randomly based on AddressesPhones.csv.
. . . . . Example: +33 (0)6 57 75 84 28
Mobil Mobil Mobil MobilePh N.A M tal
obile obile obile obilePhone 'M porta Allow to update mobile from MIM portal (avoid
bidirectional synchronization).
I A Ph .CSV.
TelephoneNumber | TelephoneNumber OfficePhone OfficePhone HR Database HR Database Efanri;:i;r}g;){nsg L;assgi ;; ddressesPhones.csv
I A Ph .CSV.
TelephoneNumber | TelephoneNumber | TelephoneNumber OfficePhone N.A Mim portal Efanri;:i;r}g;){nsg L;assgi ;; ddressesPhones.csv
thumbnailPhoto Photo Photo Mim portal Mim portal Photo attribute

EmployeeEndDate

AccountExpires

EmployeeEndDate

EmployeeEndDate

HR Database

HR Database

Used to deprovision user.

EmployeeStartdate

EmployeeStartdate

EmployeeStartdate

HR Database

HR Database

Employee start date.

ExtensionAttribute

Generated Randomly based on Type.csv. if "Cadre" or
"Agent de maitrise": no manager approval if you
change EmployeeTYpe, Mobile or TelephoneNumber.

T T T HR D HR D
ype 10 ype ype atabase atabase If cadre dirigeant, approval is required if you change
HR field from MIM portal (EmployeeType, Mobile,
TelephoneNumber)
Domain Domain Domain HR Database No change If 1, create user !n doma!n, p<.)cm|am.|.ntra.
allowed If 2, create user in domain child.pocmiam.intra

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

3.1.2 MIM 2016 Web interface customization

The edit form of the Mim 2016 web portal will be configured to display the fields in the table below:

General Work info \ Contact Info
Photo Employee Start Date Office Phone
Global_ID Employee End Date Mobile Phone
First name Employee Type Address
Last name Employee Id City
DisplayName Manager Postal code
AccountName Company Country
Domain Department
E-mail alias Job title
E-Mail Type

Only fields in Red and bold could be changed by a manager via MIM Portal.
Only fields which are underline could be changed by the user himself.
Other fields will be displayed in read only.

3.1.3 Other requirements

MIM 2016 will be configured to:

» Provision, update and deprovision accounts in AD and Exchange 2013 automatically based on HR CSV file
(by synchronization).

» Implement different policies for internal and external users (value for DisplayName).

» Allow an end user to update himself his mobile phone.

» Allow manager to edit the AD accounts of this reports.

3.2 CREATE HR DATABASE AND IMPORT YOUR HR DATA

In this lab, I first create a HR CSV file with all information about my users.

You can use the solution provided here:

http://msreport.free.fr/articles/GenerateCSV.zip

The script CreateCSV-V6.ps1 generates the HR CSV file with a specified number of random users.
You can also define the number of entity.

Each entity has a level 1 manager, a few level 2 managers and standards internal or external users.
The PowerShell script uses data of several files to generate information of the users.

Pay attention to the name of each column (rename it if necessary). Then, you need to create a new table and
import this file in a SQL table.

. MACIOSOM SO Seruer Management Stuso {Aaministrasor)
Fle £ Vo Dby Todh Wisd b

P

Selecte e

Loeitn P fre s e 8 A e

Create the HR SQL Server database.
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Object Explorer - 1x
Connect~ 3 3 m [ [Z] .5
= [ POCMIMMIM (SOL Server 11.0.6020 - POCMIAMYsve-miminstall)
= 3@ Databases
[23 System Databases
[C3 Database Snapshots
|3 FIMService
|1 FIMSynchronizationService
|J SharePaint_AdminContent_643631¢3-04e-4a44-5400-84831382dac4
| SharePaint_Config

g FS_Cnntent Detach...
. =
E New Database... Take Offline
New Query Bring Online
Script Database as 3
Shrink 4
Tasks 3
L S N Import the CSV as a new table.
Policies ’ Restore 3
Facets
Gl Mirror...
3 Secur Start PowerShell Launch Database Mirroring Monitor...
(3 Serve Reports v Ship Transaction Logs...
3 Repli
3 Alwa: Rename Generate Scripts..
3 Man: Delete Extract Data-tier Application...
3 Integ —_—————————————
(2,500 Refresh Deploy Database to SOL Azure...

Properties Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...

Impc'{Data...
Choose a Data Source
Select the source from which to copy data ‘l?’
y
Data source: |5 Flat Fle Source ~|
General Select a file and specify the file properties and the file format.
Coums - Eite name: [CA_sam\Base00 Users csv
3 Preview Locale: [Engish (Unted States) =] [ Unicode
Code page: [1252 (ANSI - Latn 1) =]
F . = e .
et [Deimied = Text qualifier: semicolon
Text qualifier: |m,

Header row delimiter. |SEFerEnER]
Header rows to skip: |u
¥ Column names in the first data row

nn

8 Columns are not defined for this connection manager.

Choose a Data Sou

Select the source from ,ich to copy data. N L |
8
R I8 Pt i Soace =1 Click on Advanced Tab.
General Specify the characters that delimit the source file:
TRt Row delimiter: {CRHLF}
21 Preview Column delimiter: [Semicolon €} ~I

Preview rows 2-99:
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Choose o Data Source
Sebect the source from which to copy data

3 N
||
Dt source: I} Flat File Source: 3
Genersl Configure the properties of sach column.
Columrs
Advanced " o
(3 Preview Name DEPARTMENT
ColumeDelimiter Semicolon {:}
CalumnType Dielimited
InputColumninfidh 0
DataPrecision o

o Configure each attribute with string [DT_STR] with a
value of 500 for OutputColumnWidth.
Perform this action for each column / attribute.

Choose a Destination
Speeify where to copy data to.

Nt
X
|

Destination: et 110

Server name: POCMIM\MIN |

n
@ Use Windows Authentication

" Use SQL Server Authentication

User name: [
Password: I
Database B Click on Next.
New.
Help <Back |[ Newt> | Finsho | Concel |

T —————
Select Source Tobles and Views
Choose one o more tables and views o copy.

W
Tables and views:
[ Source: | Destrition: POCHIM\MIM |
3 C\_sdm\BaseI00-Users cav [ ol isen) |
Click on Edit Mappings button.
Check result. All attributes must be varchar 500.
Click on Next.
stmappngs. | Preoew.. |
Help <ok |[Het> | Frono | come IAS
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Save and Run Package -
Indicate whether to save the SSIS package, \ N
|
¥ Run immediately
I Save 5515 Package
 SQL Server
€ File system
Package protection level
[Encrypt senstive data with user key | .
s | Click on Next.
assword:
Reype pssuord | Click on Finish.
Help <Back Hﬁl Finish> |  Cancel |
The execution was successful v |
v
@ 11 Total 0 Error
Success 11 Success 0 Warning
Details
[ Action [ status [ Message |
@ Initializing Data Flow Task Success
@ Intializing Connections Success
@ Setting SGL Command Success
@ Setting Source Connection Success
@ Setting Destination Connection Success
@ Validating Success Click cl
@ Preparsfor Secute Success Ick on Close.
(i) Preexecuts Success
() Executing Success
(D) Copying to [dbo] [Users] Success 98 rows transfemed
(i) Postexscute Success
Stop Report ¥
Clns
Micrasoft SQL Server Management Studia (Adminisrator)

R 1L [ ]

B =
e
7 G e e | st Vil oSt Top < i et command o
i e 4 Table and View Options .
m e Fednd i i — o Go to Tools | Options.
% ) SharePoant_Adrminc| Import nd Exgert Setings [ £ . .
4 Frmenacl [N et Enter 200000 under Table and View options.
= W H Startup
% (3 Database Disgrad Web Browser
= [ Tables 1 Source Control
(3 System Tabigl |+ Test Editor
(22 FileTables + Guery Execution
+ 71 dbalen: ¥ Query Resutts Nalue for Selest Top <n> Rows command
# [ Voews. + Designers Spacifoas the rumber of returned rows using the TOP clause for the Salect
+ [ Synonyms. b SQL Servar AbwaysOn comenand. Specifying a vahue of 0 retums all rows.
= » SaL ¥
i
o]

| L New Query [y 5 0 | o 53 B8] 9 - & -

Object Explorer
Connect> 3 %) w 7 7] .
= POCMIMYMIM (SOL Server 11.0.6020 - POCMIAMAsvec-miminstall)
= 3 Databases
3 System Databases
[ Database Snapshots
FIMS . .
8 HM;’;;TOHWMSEMQ You can now edit via SQL Server Management tool a
8 ::::;::::_2:;:;Content_6d&68‘\e3-M9e-4544-b4ﬂ]-Bd331532da:4 table With 200000 “nes'
[] WSS_Conte_nt
[ HR
3 Database Diagrams
= 3 Tables
[ System Tables

= E New Table...

=)

Design

3 Synonym: Select Top 200000 Rows
[3 Programn Edit Top 200000 Rows

DEEEEEBE
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During this lab, we will directly modify this SQL table to validate behavior of the solution.

3.3 CONFIGURE LOGO

Go to the folder

C:\Program Files\Common Files\microsoft shared\Web Server Extensions\14\TEMPLATE\IMAGES\MSILM2
Rename the Logo.png as Logo-old.png.

Copy your logo.

Enter iisreset command.

3.4 CONFIGURE THE MIM SYNCHRONIZATION SERVICE SCHEMA AND THE
MIM SERVICE SCHEMA

Y SQL Server Import and Export Wizard [=o =
=] Synchronization Service Manager on POCMIM

B ooemens 2 Maragemene sgeres WS Metaverss Desgrns 8] Metavenss Search i Jomer

Metzverse Desigrer
Dbsect types
= [ [
fancien
apnchronizationPule.
i ) AddAtribute ToObject Type | X |
Obiecttosrams:  Famen
] New Attribute
p— e = Addthe Global_ID attribute (string) and index it to the
DlesnmectsdObict Tyoe . .
SR i o] S| || [Seomcetsraen 0 class Person. Perform the same thing for attributes
; o g%dmm EmployeeTypeMim, Type, HomeMdb,
DlcreateiLMOtea .
e O« MsExchHomeServer and Domain.
CldscermactConmectedSysemObiect
Bema
[ How strbute.
Total rumber of cbject types: 13 o | owes | ww |
Favibutes L
Msme [ Tipe [ Mativaied | indened | bmport Flow_|
ctountisss Stng indecabie) N Mo []
ad_UsaCarrctChangePassword  Bociean ™ Ho o
addrea Indeabic) 1) Ho ]
et Risfernnce (DN} L He ]
BERNWF LockesOu Raferance (D) Tea N ]
authNWFRegatersd Piforance (DN} Yes Ho ]
File Edit View Favorites Tools Help
Microsoft Identity Manager
= Schema Management - All Attributes
Distribution Groups (DGs)
— & ) w B
My DG Memberships. N All Bindings All Resource Types
‘Security Groups (5Gs) blare
pE—— Go to MIM portal in Administration | Schema.
e oo once https://mimportal.pocmiam.intra/ldentityManagem

Creats Atiriute o ent/aspx/schema/AllAttributeDescriptions.aspx

Create the Global_ID, Type, Domain, HomeMdb and
MsExchHomeServer attributes.

All these attributes must be string and be indexed.

>

Click on Finish and then Submit.

<
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Create Binding x

1 Geverat | Ao et | Locsization [ Vs | summary “3@
- Create all bindings.
Assign each new attribute to the class Person.
https://mimportal.pocmiam.intra/ldentityManagem
E ent/aspx/schema/AllBindingDescriptions.aspx
] [t | pgn | e

Microsoft Identity Manager

o Administration
Distribution Groups (DGs)
My DGs
= Unlock Users
My DG Memberships = Schema Management
) = Search Scopes
Iy EEEEE » Workflows
My SGs = Management Policy Rules
My SG Memberships * Sets
= Synchronization Rules
Users = All Resources
= Resource Contrel Display Configurations
My Profile
=« Home Page Resources
Lm':‘;"‘:‘t@ﬁa" Workdlow « Mavigation Bar Resources
gistration . . . . .
P Comtursen Configure the filter permission to allows
» Domain Configurations .. ..
AR S . F,-‘te,{:?missm administrators and non-administrators to use these
Workfl " . .
ereens Sl rSpktes new attributes (Global_ID, Type, Domain, HomeMdb
Sets

and MsExchHomeServer) as filter.

Reauests & Aporovals

Microsoft Identity Manager

Home Filter Permission
Distribution Groups (DGs)
My DGs 3 ':‘\

My DG Memberships Mew Details

O
[ Administrator IEF Permission

Security Groups (SGs)

My 5G= L ~ o
[ Men-Administr Filter Permission
My 5G Membershi
v EmbErEhes Selected ltems:
Users

Filter Permission Administrator Filter Permission

General | Permitted Filter Attributes ]

owes awvwites Data Warchouse Mapping HomeMdl:  m, v 22 Perform this action for administrator filters and for
F;l"‘t:rcélglt;“.;lkgnn_.ﬂ permitted mn the Mmﬂf v . . .

< . non-administrator filters.
Allowed Membership References All Groyps and Sets v ik

Select a collection of groups or sets for
which a filter may reference the
members.
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File Edit View Favorites Tools Help

pocmiamisvc-miminstall | Site Actions @)
'

Microsoft Identity Manager

A
pome Schema Management - All Attributes
Distribution Groups (DGs)
5 T+ = ¢ 'f_l‘lj Search for: Search within:
My DGs : \ 4 ) Employes Type 2 [attributes
My DG Memberships New  Detals  Delete  Binding Al Bindings All Resource Types Advanced Search ¥
Security Groups (565) | Display Name Name Descripticn A
[ Employee Type EmployeeType v
My SGs
Selacted Items: litemstotal Page[ 10f1 U4 4 F Pl

My SG Memberships ‘ |

| Employee Type Configure EmployeeType attribute and

General | Localization | Validation | EmployeeType binding to allow the following
values : Internal and External.

String pattern
- Rl Extel P
Enter a regular expression in the text (nternal| mal)?$

box. String pattern :
A(Internal [ External)?S

Perform the same thing on the Employee Type binding.

Microsoft Identity Manager

- -
pome Schema Management - All Bindings
Distribution Groups (DGs)
5 : * i@ f Search for: Search within:

My DGs p A f\ Employee Type £

My DG Memberships New  Detsl:  Delste Al Attributes All Resource Types Advanced Search ¥
Security Groups (5G5) O Display Name Resource Type Attribute Type

[ EmployeType User Employee Type
My SGs

Schema Management - All Bindings

4 | K 9 o e si———=  We need now to configure the list of companies. Go
g_ﬂm et . e ————s— ~ to Administration | Schema Management and click

\ | on Bindings.

Company

| Common Attributes

Extended Attributes

Attribute Is Required O

Attribute Type
The binding's attribute type

Company
reges e Go to advanced view and enter the following value
F—— in String regular Expression.

For an Integer attribute, this is the A(ENTITY1[ENTITY2 |ENTITY3) ?S

minimum value, inclusive.

For an Integer attribute, this is the
madmum value, inclusive.

Localizable

A true indicates this attribute can be O
lacalized. Only allowed for String

DataTypes.

Resource Type -

The binding's rescurce type

String Regular Expression

This is a .Net Regex pattern that
defines what string values are allowed.

Usage Keyword

Start /ISRESET in a command prompt to apply the change on MIM 2016 portal.

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

3.5 CREATE THE HR MANAGEMENT AGENT (SQL SERVER) IN MIM
SYNCHRONIZATION SERVICE

IFiIe Tools  Actions  Help

a Operations ‘ Management Agents w Metaverse Designer \g M

MName Type Description
£ Refresh F5
|‘Tj L\;_reate Ctrl+M
e
@ Properties.. Ctrl+P
K Delete.., Del
3 Configure Run Profiles...
® FRun. Ctrl+F5
D Son
]
= Create Management Agent Management agert for
[saL server =]
With this management agent. you can synchronize with Miorosoft SQL Server relational
databases.
Name:
[ART
Description

™ Run this managemet agent in a separate process.

ek [ et s |

Cancel | Hep |

Create Management Agent
= Connect to Database

Corfigure: Columns

Cortfigure Connector Filter

Corfigure Join and Projection Fules

To create a managemert agent:

connect to the database by specifying a user name and password with permissions to
read the table or view. These credentials are then used to run the management

for Microsoft SQL Server database. you must first

agent. For more infc

about

for
this connected data source, see the Synchronization Service help.

with

Cortigure Atirbute Fow ~Prima connection irfomation
Configure Deprovisioning = jpocrimmim
Configure Extensions Database: HR

TebleMView foem

[~ Optional connection infarmation
Delta View: —
Muivalue Table:
mode

€ SQL authentication & Windows integrated authentication

User name: o —

Password: ,—

Domain: [pocriam intra

<ok |[ Neas | concel | Hep |ﬂ

3 prepemer
3 Delete |
3 Cortigune i Prefies
ﬁ o
g
Cortgue soecd weites ’?B"‘"“"""
_sahoo. | F ‘Cormet empty g s MULL o gt
Comlpus —l ™ Conert it o amety sving on ot
Conbpe mis-ibe: =
Specy ctvecttpe o] o | _we | y

k| cea | w6 ] 4

Start the console MIIS.EXE (Synchronization Service).

Create a SQL Server Management Agent named HR.

Enter the information to connect to the SQL Server
database / table.

Click Next.

Define Global_ID as source anchor (set anchor
button).

Select the attribute MANAGER and click on button
Edit.
Configure as MANAGER as Reference (Dn) attribute.
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r~Build Rule
Data source atiribute: Metaverse object type: [
~ ) |peon =l
[~ Happing boe Metaverse attribute: |
& Direct A
H ¢ Rules extension |
| o All user without a valid Global_ID will become
oo z “'] disconnector.
Data Source Attibute |_Mapping Type [ Metaverse Attrioute I P
e pass e - Use the Global_ID as join rule.
Use nules extension to resolve
Join resolution: ] ‘
ok | Cacel | Heb | i
Create Managament Agent
Connect to Database D[ZLMMTM l‘\": :’:ﬂ l
Configure Coturns
Configure Connector Fiter
= Configure Join and Projsction Fules
Configure Attrbute Flow
Configure Deprovisioning

Join and projection ndes for.  person

[FoppmaGoup | feton | Uotmvess O ipe | Foscktin | ¢ Click on New projection rule and select Person as
a1 Join person No .
GlobsliD Dt Giohal D 3 Metaverse Object type.
lpeson ||
<Back | Met> | cecd | e | 4

In the tab “Configure Attribute flow”, configure no attribute flow. We will use a MIM service synchronization
rule to replicates HR data to the Metaverse.

Properties

ify what should 1o connetor EEsTiE
Connect to Datebase fonocatiiar oA feoner) space objects they are

Configure Columns mhjun;i‘:r:mm= objectis Seleted

Contfigure Connector Fiter

Configure Join and Projection Rules D Option .

Corr: bt Fon € ke them dscomnectors Select Stage a delete on the object for the next

Corfiqure Extensions " Make them explicit disconnectors export run.
%' Stage a delete on the object for the next eport n

" Determine with a rules extension

On the tab “Configure extensions”, click on Finish

Do not recall atiributes contributed by objects from this management agent
™" when discomnacted button.

oK | Cancel Help
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3.6 CREATE THE ACTIVE DIRECTORY MANAGEMENT AGENT

= Create Managemert Agert

Management agent for
[ctive Directory Domain Senices |

Wit this management agert. you can synchronize with Active Directory forests.

Name:
[nor
Descrption

I Run this management agent in a separate process

<Back | [ rext>

Concel | Hep |

Create Management Agent

= Connect to Active Directory Forest
Corfigure Directory Partiions
Configure Provisioning Hisrarchy
Select Object Types
Select Alfrbtes

To create a managemert agent for an Active Directory forest, you must connect to
that forest by specifying a domain account and password with permissions to
enumerate the forest's directory pattitions and read the schema directory partition.
These credentials are then used by defaut to run the management agent. For more
information abaut specfic pemmissions required for synchronizing wih this
connected data source, see the Synchronization Service help.

= Configure Directory Partiions
Configure Provisioring Hierarchy
Selsct Obisct Types
Select Attrbutes
Configure Connector Fiter
Configure Join and Projection Rules
Configure Attrbute Flow
Configure Deprovisioning

Configure Extensions

Forest name: [pocmiam intra
Contigure Connector Fiter
Cortigure Join and Frojection Rules
User name: [svc-adms
Cortigure Attbute Flow
Cortigure Deprovisioning
Fassword  —
Cortigure Bdensions
Domain: [pocmizm intral
Canfigure Connection Opfions. Qgtions
<Back |[ Neas | cocel | Hb |
El
Create Management Agent Select directory partitions I Show All
Connect to Active Directory Forest
rinectto Adtive Directory Fore: e e

DC-pocmiam. DCrira

- Domain cortroller cannection sefings
™ Only use preferred domain cortrollers

Corfigure

Configure Connection Security: Opions
Last used: I
[~ Credentials:

@ Use defaul forest credentials
" Atemate credentials forthis directory parttion

Set Credentials
grﬂsme«s

I Enable this partiion as a password synchronization source.

Targets.

Select contziners for this partition:

- Password

Configure password synchronization targes

<Back [ Nex >

Concel | Wb |

Create a new Active Directory Management Agent
named AD.

Use the account pocmiam\svc-adma to connect to
Active Directory forest.

We have defined previously Active Directory
permissions in the 2 domains for this service
account.

Click on Containers button.
Select only OU corresponding to each HR entities.

In the Select Containers windows, select for each entity root OU, the OU Groups, Disabled_Users and Users.
Perform this operation for the 2 domains. Click on Next button.

In configure Provisionning hierarchy, click on Next.
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Create Management Agent
Connect to Active Directory Forest
Configure Directory Parttions
Configure Provisioning Hierarchy

= Select Object Types
Select Attributes
Configure Connector Fiter
Configure Join and Projection Rules
Corfigure Attrbutz Flow
Configure Deprovisioning
Corfigure Extensions

I~ Show Al

group
[JinetOrgPerson
organizationalUnit
user

Create Managemertt Agert 'T\.SY‘?"."..".‘“.
Connect to Active Directory Forest & -
Corfigurs Directory Pasttions =
Corfigurs Provisioing Hierarchy
Select Object Types
= Select Atirbutes =
Corfigurs Comector Fiter
Configure Join and Projection Rules | | E44esemtion
displayHame
Configure Atrbute Flow
Configure Deprovisioring |
Corfigure Extensions
=]
mail
mailNickname v
<Back |[ Me> | Camed | b |

Create Managemert Agert Atibutes: ¥ Show Al
Connect ta Active Directory Forest
[ garbageCollPeriod (A
Corfigure Directory Partitons gecos
Corfigure Provisioning Hierarchy [ generstionGuaifier
Select Object Types [ gidNumber [}
= Select Attibutes [ givenMame
Carfigure Connector Fiter DloPLink
Corfigure Join and Projection Rules CIgPoptions
[ groupAstributes
Configure Attibute Flow ] aroupMembershipSaM
Configure Deprovisioning O groupPriorty
Configure Extensions CgroupsTolgnors
groupType
[ heuristics
[hideDLMembership
[JhomeDrive
[FlhomeMDB
[JhomeMTA
[FlhomePhone
[JhomePostalAddress
[houseldertier v
<Baok |[ Net> | Cancdl | Hep |4
X
Create Management Agent
Cre:
Con|| ! object satisfies tis fiter it becomes 3 andis not further by the B
M remaining agent rules
Conf
~Buid
Conf ,
Data source attribute: Operator:
Seidl | [etenson/drbute Tl Equals
Seid | | [extensionAtribute1 Does not equal
Cor extensionAttribute 12 | Starts with
= ol | |extension/tiibute 13 Does not stat with
Conf | | |extensionAttibute14 Ends with
Does not end with
Corll | |extensionAtiibute2 Cortains
Con extensionAftribute3 Does not contain 'S
extensionAttributed Is present
Cor extensionAttribute’s
extension/ttributet L2
AddCondtion | Remove Condition_ |
Data Source Attribute | Operator [ Value
extensionAttibute 15 Is not present
ok | Ccancel Help

Keep existing object classes.
Select contact, user and group object.

You must have prepare your schema for Exchange.

Select all default attributes.
Click on Show all box.
Select ObjectSid.

Select also all attributes used in this lab and add also
attributes required for Exchange 2013 like
HomeMdb, MsExchHomeServer

Add also attributes related to password and group
management:

Unicodepwd

Pwdlastset

GroupType

Configure as disconnector each user without
ExtensionAttribute15. This attribute will store the
Global_lId.
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5| Create Management Agent L=

Create s

Connecd —Buld Rue ——

Cords Data source atiribute: Metaverse object type:

Corh employeeiD ~ Ay 'I

Salact (ff| | |employeeType . ”"W‘“W_ummhu:

Select 4! | | mdensonittrbete 10 @ Dinect [register ~

|registratian Required

_acnw aensontrbue ,,,_E  Pules mtension | [5=Fasonerd

Confige :mmn.ﬁlnlnu 14 S :“-n I:' . . .

o || = =1l iy Configure ExtensionAttribute15 and Global_ID as

join rule.
Data Source Atrbute T Mapping Type | Metaverss Attrbute T
edensionAtrbute 15 Dwect Glad_JD
T~ Use nies extension to resive.
Joinresolution: | ‘
ok | caes |  Hw |
<Bod | Mea> | Coed | Heb |
Froperies =
DataSourceObject Type  [Jdon | _
Comectto Actve Desctoy Forsat || s o =
ot dnma-\DHS t :

Cﬂﬁqm_ﬁmnl'miuﬂuae‘lr o Yes Mo

Select Object Types. onganizational Unit No No

Select Attrbutes bt s NG

Configure Connector Fiter

= Configure Join and Projection Rules

Configure Attribute Flow r~Join and projection rules for:  user

Configure Depronisioring Acton | Metaverse Object Type | Fesoldion | : PPN . .

Confure sersions T T —— L] Configure user join and projection rules.

etensonAibuels Drect  GobaD 3
2 Project  persen
NewlomRue.. | NewPrjctonRue.. | Edt.. | Dese |
0K Comcd | Hee |
El

Properties B " "

Connect to Active Directory Forest c[:?;q Deiect Type l:‘o: ‘:?ed ‘

Configure Directory Partitions container No Mo

Configure Provisioning Hierarchy ‘:‘"“:‘”DNS e; u:

Select Object Types organizationalUnit No No

Select Attributes user Yes HNo

Configure Connector Fiter

= Corfigure Join and Projection Rules

Corffigure Attribute: Flow [~Join and projection nies for:  group B

Corfigure Deprovisioring s [hcton | Metaverse Object Type | Resslsbon | | s e ; f

Conbure Btensions 21 son  oroup No O Configure group join and projection rules.

Direct
[ Join | [No ]
objectSid Direct objectSid
3 Project  group
New Join Rule. New Projection Fule. | Edi.. |  Delete |
 Metaverss Abute.
| [ObectTwecgoe | | ]
=

Gereig rovacri oy - =

Select Cyect Types

Selact Anrbutes

Corfigure Connector Fiter

Corfigure Jon and Projcton Rues

= Corfigure Ambute Fow

Corfigure Deproviscring .

o Define 2 advanced rules used for group
[~ Build Attribute . .
) f—— synchronization.
Data source attribute: . Metaverse amibute:

e ] [wtgoctd> A
glpﬂw = on g
= =

 Bgot deete Tima
|edensionirbute] | dascription
et S| IAEE | .
L = (e

oK Cancel Help.
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I

Create Management Agert

‘Specify what should to connestor jects wihen
Connect to Active Dirsctory Forest et stk eppeufiom eim;m"@". z they are

from extension or
Corfigure Dirsctory Parttions when the joined metaverse object is deleted.

Corfigure Frovisioring Hierarchy

Select Object Types D Opti

Select Attibutes " Make them disconnectors

Corfigure Conneclor Fiter

Corfigure Join and Projection Rules " Make them expiicit disconnectors

Corfigure Attribute Fow  Stage 2 delete on the object for the next expart run

= Confre Deprovioning Select Stage a delete on the object for the next

Corfigure Edensions " Determine with a rules extension

export run.
r x rmtd recall armt:am cantributed by objects from this management agent
en disconnect:
<Back [[ MNet> | Camcd | Hep |
—
ottt tomt || [ e Poies = ‘
R
S o s — Select Provision for Exchange 2010 (based on your
e 7 Eneble paseword management. .
e version).
Password synchronezation target settings: Sengs . .
Bt T e T | http://pocexchl.pocmiam.intra/powershell
CarSgure parbton Sspley name(s) = |
N e — We will use a custom rule extension for group
B | T T synchronization between Active Directory and the
MIM 2016 portal.
I

ELILII

The synchronization server has detected a Microsoft Exchange version
different from the one you have selected. De you want to continue? If
you believe this is in error, please re-enter forest credentials to run

detection again. Click on the button OK.

QK I Cancel |
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3.7 CONFIGURATION DU MANAGEMENT AGENT FIM SERVICE

= Create Management Agert Managemert agent for:

|FIM Service Management Agent |
With thi agert, you can sy FIM datastore.

Name:

1
'ﬂﬂm Create a FIM service Management Agent named

MIM.

I™ Run this management agent in a separate process

cBack |[Net> | camcel | Hep |

|

Create Management Agent To create 3 management agent. please specy the names of the SQL Server and

= Connect to Database database where the FIM datastore resides.
Select Object Types
Select Attributes —Primary connection infamation
Corfigure Connector Fiter Server: [pocmim pocmiam inira
Corfigure Object Type Mappings Database: [FiMServcs
Configure Attribute Flow )
Contfigure Deprovisioning I Sanics base address: e oo 5725 Server: pOCmim.POCI’niam.in tra

Corfigure Extensions -

mode.

' SQL autherfication @ Windows integraied autherfication Database: FIMService

v e FIM Service base address: http://pocmim:5725
Password:

Domain e Use the account pocmiam\svc-mimma.

<Eack| Net > |  Cancel | Help |

cl

Create Management Agent Obiect types:
Connectto Database

= Select Gbject Types
Select Attributes
Corfigure Connector Fiter erson
Corfigure Object Type Mappings SynchronizationRule
Configure Attrbute Flow

Corfigure Deprovisioning

I~ Show Al

Corfigure Extensions

Add the Group and Person classes.

<Back || Med> | cancel | Heb |

=l
Create Managemert Agert Fgrow i
Comnect to Database —
Select Object Types D_UserCannctChangeFassword M
= Select Attibutes -
Corfigure Connector Fiter
Configure Dbject Type Mappings AsthNLockoutRegstraioniD &
Corfigure Attibute Flow AuthNWFLockedOut
Corffigure Deprovisioning g;thmegmm
Carfigure Extensians Compary
ConnectedObject Type .
ComectedSyem Select all attributes.
ConnectedSystemScope
Comnector
CostCenter
CostCanterhlame
Country
CreateConnectedSystemObject
CreatedTime
CreatelLMObject
Creator
DeletedTime v

<Bock || Met> | Cancd e |
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nchronization Accoun

STy

definitions,

Expiration Time

The date and time when the resource

expires. The a

rpmpriate Management
Policy Rule will delete the resource
when the current date and time is

later than the date and time specified

in this attribute.

Format as M/d/yyyy himm tt

Locale

The region and language for which
the representation of a resource has

been adapted.

MV Resource ID

The GUID of an entry in the FIM
metaverse corresponding to this

resource.

Resource ID

The value of the attribute is a globally
unique identifier (GUID) assigned by

FIM 41 ok racouirca whan i ic

fbB9acfa-5eal-47F g

=
Create M; ent Agent
o © E”;gemb e Data Source Object Type [ Fiter Type I
nnect to Database DetectedRuleEntry Nore
Select Object Types ExpectadRuleErtry None
Select Atrbutes Group Nane
= Configure Connector Fiter Person Dedlared
Corfigurs Obiect Type Mappings SynchronizationFule None
Corfigurs Atrbute Flow
Configure Deprovisioning
Corfigure Extensions [ Fitersfor:  Person
[Fiter | Attribute | Operator | Value [
B 1
<dn> Equals o524l b
<dn> Equals foBSaeta-beal..
New. | Edt. | Delete
<Back | Meds | Camcd | b |
Create Mz et Agent
e Management Ag Data Source Objedt Type | Metaverse Object Type T
Cennect to Database DetectedRuieEry detectedRueEnty
Select Obiect Types ErpectedRulzErtry expeciedRuleErty
Select Atnbutes Group growp
Perscn perscn
Cartfigure Cannector Fiter
= Configure Object Type Mappings
Corfigurs Attt Fow
Configurs Deprovisicring
Configurs Extersions
e
cBack | Nets | camed | Hep

14

pre—
MVObjectiD ¢== <objectid>
DetectedRulesList ¢== detectedRulesList
Global ID ¢== Global_ID
LastName == lastName
FirstName == firstName
MailNickname ¢== maiNickname
DisplayName == displayName
EmployeelD ¢== employeelD
Employee Type ¢== employeeType
AccountName ¢== accountName
Email == emai
Department ¢== department
Company ¢== company
JobTitle == jobTitle
Manager ¢== manager
PostalCode ¢== postalCode
Address ¢== postalAddress
Cty &= cty
Country &= country
MobilePhone &== mobilePhone
OfficePhone == officePhone
Photo &= photo
EmployeeEndDate ¢== employeeEndDate
EmployeeStart Date ¢== employeeStatDate

Data Source Attribute _Metaverse Attribute _Type Flow Nulls
E Object Type: Person ;: Type: person :_
dn

§

ERRRERLERRRERERERRRetty]

Filter resource based on Resource ID for person.
We need to avoid the MIM service default
administrative account to replicate to the
Metaverse.

Configure the following filter

DN equals to 7fb2b853-24f0-4498-9534-
4e10589723c4

DN equals to fb89aefa-5eal-47f1-8890-
abe7797d6497

Add Group and Person type mappings.

Configure the following attributes rules for User
class.
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MVObjectiD ¢== <objectid> Direct

DetectedRulesList ¢== detectedRulesList Direct Alow

AccountName ¢== accountName Direct Allow

P b e Configure the following attributes rules for Group
Email d== emai Direct Alow class.

MailNickname ¢== mailNickname Direct Allow

Member ¢== member Direct Alow

Owner — owner Drect Refer to the table for the exact list of attributes to
DisplayedOwner ¢== displayedOwner Direct .

Type = e Drect synchronize.

MembershipAddWorkflow ¢== membershipAddWorkfl Direct

ObjectSID ¢== objectSid Direct

<dn> ==} csObjectiD Direct

ExpectedRulesList ==} expectedRulesList Direct

AccountName == accountName Direct

DisplayName =3 displayName Direct

Domain == domain Direct

Email ==} emal Direct

MailNickname == maiNickname Direct

Mk them decorractors

N Select Stage a delete.

% Shign ot 01 ths s fo s et s

=

Properties Configure rules extension for the management agent

Connect to Database

Select Object Types Rules extension name: I

Select Attrbutes ™ Fiun this iiles extension in a separate process

Canfigure Connector Filtter C|ICk on FiniSh.

Configure Object Type Mappings
Corfigure Attribute Flow
Configure Deprovisioning

- e
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3.8 CONFIGURE THE RUN PROFILES FOR EACH MANAGEMENT AGENT

Create for the HR Management Agent the following profiles: FIFS, Import, Delta Synchronization, Export and

Full Import.

Management agent run profiles Step details:
FIFS IM [ Valie T 1'
Full mport Ei'Sien 1 Full import (Stage Orly)
Export Loafile 3
Deta synchrorization Nomberof Obiects. 0

Number of Deletions

Pariton defaul

& Step 2 Full Synchronization

Logfile

Numberof Objects 0

Number of Deletions

Partiion defauit

NewStep... | Edisien | Deiteiep |

New Profls | Delets Prfie
ok | st | | cancd | |

Management agent run profiles: Step details:
FIFS Name | Value
Full Import B Step 1 Full Import (Stage Only)
Export o Log file
Delta synchronization Number of Objects [}
Number of Deletions
Partition default

Management agent run profiles:

FIFS Name | Value

Full Import B Step 1 Bxport

Logfle

Delta synchronization Number of Objects 0
MNumber of Deletions

Partition default

Management agent run profiles: Step details:

FIFS Name | Value
Full Import O Step 1 Delta Synchronization
Export ; Log file
Number of Objects 0
MNumber of Deletions
Partition default

Create for the AD Management Agent the following profiles: FIFS, Delta Import, Full Import, Delta

synchronization, Full Synchronization and Export.

You can limit the number of object processing and the number of deletions.

New Profile. Delete Profile

New Sep... | Edisien. || Deciesien |

oK | St | oy |

Cancel | Hep

14

New Profile.. Delete Profile

agent fil s il il de 1,

Name [ Value [ % FIFS Name [Value ]
Full Impart Bl Step 1 Full Import {Stage Only) B Step 1 Full Import (Stage Only)
Delta synchronization Logtie il Deka synchronization Lng e
EE"E Import Number of Objects 0 Deka bmpot Number of Objscts 0

ul synchrorization Full symehrorization
Eoen Number of Dsltions s Number of Deletions
Partition DC=pocmiam,DC=intra Partition DC=pocmiam, DC=intra
Batch Sizs 100 Btoh Size 100
Page Size 500 Page Size 500
Timeout (seconds) 120 Timeout (seconds) 120
El Step 2 Full Synchronization
Log fil
Number of Objects 0
Nurmber of Dieletionss
Parttion DC=pocmiam, DC-ntra
Batch Size 100
Page Sizs 500
Timeout (seconds) 120

New Step... | EdtSten.. | Delete Sten |

o]

somt | Mgk | Cancd | Hdp
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New Profile... | Delete Profile

Management agent run profiles Step defails: fil detail
FIFS Name [ Value Lt FIFS Name. [ Value I
Full Import 0 Step 1 Delta Synchronization Full Import = Step 1 Delta Import (Stage Only)
‘ Loofie 3 Deta synchronization Loa fe 3
a lmport Number of Cbiscts 0 Deks Import | Number of Obiects 0
Full synchronization Full synchrenization
Bt Number of Deletions ot Number of Deletions
Patiion DC=pocmiam. DC=intra Patiion DC=pocmiam DC-intrs
Batch Size Batch Size
Page Size 500 Page Size 500

Timeout (ssconds) 120

New Step... | Ecit Siep.. || Defele Step |

Timeout (ssconds) 120

New Profle... | Delete Profic | NewStep.. | Edistep. || Deeizsien |

ok | saw | ey |

Cacel | Wb |

New Profile... | Delete Profile.

agent run pr
FIFS Name T Value T il
Full Import = Step 1 Full Synchronization
Delta synchronization Logfie il
Detta Import Number of Objects 0
Number of Deletians
Pattion DC=pocmiam DC-rirs
Batch Size -
Page Size 500
Timeout (seconds) 120 |

New Step... || EdtStep. || Delete Step |

ok | semt | sy | Cancd | Hep |4

FIFS Name. | Value. [
Full bmport 2 Step 1 Export
Deka syrchrorizstion Log fie 3
Deta Impot Number of Objscts 0
Full ynchronization
Number of Deletions

Partion DC-pociam DC-intrs

Batch Sizs 1

Page Size 500

Timeout (ssconds) 120

New Profe... | Delte Profie |

ok | sem | v |

Cancel | Hep

New Step... | EcitStep.. | DeleteSiep |

ok | sam | met |

Cacel | Hep |

Deks synchronization
Full synchronization

New Profile. Delete Profile

Management agent run profiles Step details

Name [ Value T il
Export = Step 1 Full Import (Stage Only)

Deka import

Logfie 3

Number of Objects 0

Humber of Deletions
Partition default
= Step 2 Full Synchronization
Logfle
Humber of Objects 0
Number of Deletions
Patton defaut
New Step.. | Edisiep. | DeleSien |

ok | Set | sty | coe | e |

]

Create for the AD Management Agent the following
profiles: FIFS, Delta Import, Full Import, Delta

synchronization, Full Synchronization and Export.
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3.9 CREATE SYNCHRONIZATION RULES

3.9.1 Create HR-IN synchronization rules

This synchronization rule allows to synchronize HR database and the Metaverse.

Create Synchr Rule

%]

General | Scope | Relationship | Inbound Attribute Fiow | Summary |

80

More information

Display Name

This is the name used to identify this
Synchronization Rule. v

HR-IN

Description

<>

Dependency
A Synchronization Rule that must be
applied to a resource before this

Synchronization Rule can be applied.

[<Please select an item>.

Data Flow Direction

Data Flow Direction indicates the
direction of attribute flow for this
Synchronization Rule.

® Inbound
Import datz into Mierosot Forefront Identity Manager.

O outbound
Export data to extemal system.

Enter HR-IN.

O Inbound and Outbound
Export and import data to and from an external system.

Select Inbound.

Apply Rule
Determines how the synchronization
rule is applied to resources of the type

utbound Synchronization Policy consists of MPR, set, and workiioy

pecifie To all metaverse resources of this type according to Outbound System Scoping Filter.

Outbound System Scoping Filter s defined in the Scope tab,

© To specific metaverse resources of this type based on Outbound Synchronization Policy.

*Requires input

' Synchronization Rule HR-IN

[ General | Scope | Relationship [ inbound Attribute Fiow |

Metaverse Resource Type

Metaverse Resource type: person

External System: HR

. =
The resource type in the FIM Metaverse that this

Synchronization Rule applies to.

External System

: HR
The external system this Synchronization Rule will operate

on.

External System Resource Type

: [

The resource type in the external system that this
Synchranization Rule applies to.

External System Resource Type: person

Outbound System Scoping Filter

Synchronization Rule HR-IN x
3 X i
Add Condition
MetaverseCbyect-person(Attrioute) Operator Vaive.
Titemstotl  Page[ 1 of 1
Inbound System Scoping Filter . i i
s y ping Define an Inbound System Scoping Filter.
: P .
e Global_ID must exist / not null
m] personiAttrioute] Operator Vaive
ol lvl starts with | [
litemstotal  Page[ 1.af1 144 k¥
[ Advanced iew || Ok |[ Cancel | v
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e Synchronization Rule *

[ General. | Scope.| Retationship |- inbound Attrib

e Flow | Summary | Qe ,
Relationship Criteria
$
Add Condition
‘ e e
Define Global_ID = Global_ID as relationship criteria.
litemstotal  Page[ 1.0f1 X
gl LT — Check the box Create Resource in FIM.
[ <gsx I _Net> Il Fnsn e

Synchronization Rule HR-IN

\ General | Scope | Relationship | Inbound Attribute Flow |

Inbound Attribute Flow
£ x

Configure the mapping.

New Attribute Flow

O o (extemal system Atsuesvaes = v acos. ADd all attributes on which the HR database is

(] DEPARTMENT=department authoritative. Refer to the tables at the beginning of
[] DIVISION=company .

[] EMPLOYEE_ID=employeelD this document.

[] EMPLOYEE TYPE=employeeType

D FIRST_NAME=firstName

[] LAST_NAME=lastName
[] Global_ID == Global_ID
[J C=country

[[] Domain=DomainSelection
[J MANAGER=manager

Flow Definition *®
e | Destination

3 7 :

Coneatenate Value

You need to create an advanced flow definition to

T | convert Employee End Date and Employee Start date
~ (convert string to date).

Flow Defi %
Source | Destination |
PR "™ Use Function | DateTimeFormat.
o v Check the format of the date in the HR database.
. Select the attribute and enter the following value in
o e - i o . “String” field. IN this example:
b s ESTELLEE A yyyy-MM-ddTHH:mm:ss:000

Inbound Attribute Flow

General ] Scope | Relationship { Inbound Attribu

tow | This format is a prerequisite to replicate Employee
End Date [/ Employee Start date from the Metaverse
Inbound Attribute Flow to MIM service (MIM portal).

; x

e Replication for Employee End Date / Employee Start
O Flow (External System Attributes/Values = FIM Attribute) attributes:

o el et bl HR -> Metaverse -> MIM Service (MIM portal)
[J CimY=city

[[] STATE = postalAddress

[ ZIP.CD=postalCode

[] DateTim Date,"yyyy-MM-ddTHH:mm:s5.000")= employeeEndDat

[J DateTimeFormat(EmployeeStartDate,"yyyy-MM-ddTHH:mm:s5.000")=employeeStartDate

[] Mobile=mobilePhone
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3.9.2 Create HR-OUT synchronization rule

This synchronization rule allows to update HR database from MIM portal via the FIM Metaverse attributes

mobile, telephoneNumber and EmployeeTypeMim.

Create Synchronization Rule *
nera | Scope. | Relationsi. | Worklow Pasametes. . Outbour Alrbute Fiow. | Sumnary 39
Outbound System Scoping Filter
5.
Synchronization Rule HR-OUT

Relationship Criteria

$

Add Condition

Create Resource In FIM
f no resource in the FIM Met Create resource in FIM

Workflow Parameters

$

Piew

Create Synchronization Rule

[ General | Scope | Relationship | Workflow Parameters | Outbound Attribute Fiow | Summary

Outbound Attribute Flow

New Attribute Flow

Initial Flows Only Use as Bxistence Test Flcw (FIM Value = Destination Atirioute}
mobile=Mobile
telephoneNumber= TelephoneNumber

I}

O o
oo
oo EmployeeTypeMim=EDW EMPLOYEE TYPE

ooo

20

Enter HR-OUT.
Select Outbound.

Select To a specific Metaverse resources of this type
based on Outbound Synchronization Policy.

Metaverse Resource Type: person
External System: HR

External System Resource Type: person

We want only perform update or delete in the SQL
database (HR).

That’s why we need to only check the box
Disconnect FIM resources from external system
resource when this Synchronization Rule is removed.

Click Next.

Only 3 attributes are replicated to HR database from
the Metaverse.

In the Metaverse, we have also the attributes
MobilePhone, Office Phone, and EmployeeType.

The use of the attributes mobile, telephoneNumber
and EmployeeTypeMim allows to change the fields
Employee Type, Mobile phone and Office phone from
both HR and MIM 2016 portal.

In case of conflicts, the last change wins.
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3.9.3 Create the synchronization rule AD-USER-OUT

| Create Synchronization Rule x
T T T e a0

More information

Display Name
B AD-USER-OUT
This is the name used to identify this

Synchranization Rule.

Description

<>

Dependency

St i st [ it Name: AD-USER-OUT
Synchronization Rule can be applied.

o Denten o Data flow Direction: Outbound.

Import data into Microsaft Forefront dentity Manager.

FEESEENECEE © ousens Apply Rule: to specific Metaverse resources of this

n
Synchronization Rule. Export data to extemal system,

O lobound 13 0uboud e s, type based on Outbound Synchronization Policy

Apply Rule ® To specific metaverse resources of this type based on Outbound Synchronization Policy.
Determines how the synchronization Qutbound Synchronization Policy conssts af MPR, st, and workfiow

tule is applied to resources of the type

pecified. © To all metaverse resources of this type according to Outbound System Scoping Filter.

Outbound System Scoping Fifter is defined in the Scope tab.

*Requires input

[ B 7 Nea> | Fmsh || Cancel |

| Create Synchronization Rule
| General | Scope | Relationship ‘ Workflow Parameters ‘ Qutbound Attribute Flow | Summary |

Metaverse Resource Type
: - _ ;"HM N e Metaverse Resource type: person
e e e e o External System: AD

External System .

atemal Syst B External System Resource Type: user

The external system this Synchronization Rule will operate
on.

External System Resource Type

Juser
The resource type in the external system that this
Synchronization Rule applies to.

Outbound System Scoping Filter
4 X

Add Condition Delete Condition

MetaverseObject:person(Atiribute) Operator Value
v v

ks

1itemstotal Page| 1 off 144 bkl
Inbound System Scoping Filter
3 X Don’t define filter in the synchronization rule. We
(RO O S £ will use the filter defined on the AD management

user(Attribute) Operator Value

0
i <Please select an item> V| agent instead.

Properti

ropsties Data Source Object Type | Fiter Type T
Connect to Active Directory Forest
contact None

Corfigure Directory Partitions container None

Corfigure Provisioning Hisrarchy domainDNS None

Select Object Types growp None

Select Attributes organizational Uit None

= Corfigure Comnectar Fiter

Configure Join and Projection Rules

Configure Attribute Flow ~Fitersfor:  user
Corfigure Deprovisioning Fiter | Attibute | operator [ Value
Configure Extensions B 1

I eensionAliibutels  Doesnotstatwih S

Synchronization Rule AD-USER-OUT

General | Scope | Relationship | Workflow Parameters | Outbound Attribute Flow ‘

Workflow Parameters

4 X

Delete

Do not define workflow parameters.

[l Name
] — o et e
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Create Synchronization Rule *

More information ¥
Relationship Criteria
$ KX
Add Condition
(m] MetaverseOnject personiAtirioute) ConnectedSystemOtjectuser(AtiriAe)
[ [Giobal 1D v = [edensionattribute1s v
litemstotal  Page| 1 of1
CeseResource inFM
S——
& Create e in external system
Enable Deprovisioning ) Disconnect FIM resource from extemal system resource when this Synchronization Rude is
Th removed.
R
[ <Bock | Net> | Fnsh ][ Cocet | Vv

Outbound Attribute Flow
3 X

New Attribute Flow
Initial Fiow Only Use as Existence Test Flow (FIM Value = Destination Attribute)
Global ID  =extensionAttribute15
firstName=givenName
lastName=-sn
ac @ PrincipalName

postalAddress= streetAddress
postalCode=postalCode
accountName=sAMAccountName
displayName= displayName
employeeType=employeeType
accountName=mailNickname

Oopooooonooao
OO0ooocoopoo

Flow (FIM Value = Destination Attribute)

3

ita] Flow Only  Use a5 Bxistence Test
employeelD=-extensionAttribute
*CN="+accountName«",0U=Users,0i="+company+",DC =pocmiam, DC=intra"=dn
city=1

company=company

department=department

jobTitle=title

manager=manager i
mobilePhone=mobile

officePhone=telephoneNumber

gooooooooo
gooooooooo

Type +extensionAttribute10

Flowr (FIM Value = Destination Attribute)

z

al Fiow Only Use as Existence Test

CustomExpression(™"+HomeMdb)=homeMDB
MsExchHomeServer+msBxchHomeServerName

[ ion(lIF(Eq( = ) "US* IIF(Eq y"United Kingdom”) 68", "FR"))=...
country=co

G Eqf ), 440.IIF(Eq ,"United Kingdom"),826,250)) = <ou...
512=userAccountControl

“"CN="+accountName-~",0U=Users,0U="+ company+",DC=pocmiam,DC =intra"=dn
accountName=sAMAccountName

accountName=mailNickname

00000000000 Opooooo000O00 00000 O0O0oOo0oon

R RE”OOO0O00
oooooooooo

accountName +"@miam msreport = userPrincipalName

Outbound Attribute Flow
3 X

New Attribute Flow

Initial Flow Only Use as Existence Test Fiow (FIM Value = Destination Attribute)

P " homeMDB i

MsExchHomeServer=msExchHomeServerName

Your password = unicodePwd

ooooD

LSV ]
oooo

Global_ld =extensionAttribute15

Global_ID [ ExtensionAttribute15 will be used as
Relationship Criteria.

Check the boxes Create resource in external system
and Disconnect FIM resource from external system
resource when this synchronization rule is removed.

Notes:

The Metaverse attributes Mobile and MobilePhone
will both update Active Directory Mobile attribute.
We will use a custom synchronization rule to
generate C and CountryCode Active Directory
attributes based on Country Metaverse attribute.
http://ithinkthereforeidam.com/synchronizing-
country-from-fim-to-ad/

This attribute is populated from HR database via the
synchronization rule HR-IN.

IIF(Eq(country,"United
States"),840,1IF(Eq(country,"United
Kingdom"),826,250))

IIF(Eq(country,"United
States"),"US",lIF(Eq(country,"United
Kingdom"),"GB","FR"))

Other solution:

Word(Word(ReplaceString(" | United

States[US [ United

Kingdom|GB|[France[FR|"," [ "+country+"[","*"),2,"*
1),3,"1")

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog
http://ithinkthereforeidam.com/synchronizing-country-from-fim-to-ad/
http://ithinkthereforeidam.com/synchronizing-country-from-fim-to-ad/

3.9.4 Create the synchronization rules AD-USERS-IN

|reate Synchronization Rule x|
Genrt [ 5cop. | Ao | nbmnd st ow. | ey | e
r—
DepleyMame

AD-USERS-IN

o identiy this

Dista Flow Divection,

Name: AD-USERS-IN
Data Flow Direction: Inbound

ot
dir

Apply Rule

r—
[ [hem> [ Feh [ Caneet ]
| Create Sy ization Rule
General | Scope | Relationship | Inbound Attribute Flow | Summary | +3
More informe
Metaverse Resource Type
- person
The resource type in the FIM Metaverse that this
Synchronization Rule applies to-
External System
- 2D v

The external system this Synchranization Rule will operate
an.

Metaverse Resource Type: person
—— External System: AD
External System Resource Type: user

External System Resource Type

The resource type in the external system that this
Synchronization Rule applies to.

Outbound System Scoping Filter
4 X

Add Condition Delete Condition

MetaverseObjectpersonAttribute) Operator Value
Ject G

an item> v

lect an item= ¥

Outbound System Scoping Filter
4 X

Add Condition andition

MetaverseObjectperson{Attribute) Operator Value

t an item v =Please select an item> V¢

litemstotal Page[ 1of1 144 b bl

Inbound System Scoping Filter

3 x Do not use filter on this synchronization rule. We will
Add Condidon Dl Concton use the filter defined on the AD management agent
O user(Attrute) Operator Value .

[ [<Pioase selodt sm e 7] [Shiesss soectan oms ) instead.

Propeties

Data Source Otject Ty Fiter T
Connedt to Active Directory Forest o J MNane. =
Configure Directory Partitions: contaner MNane
Cerfigure Provisioning Hierarchy domsnDNS None
Select Object Types goup. None.
Select Atrbutes onganizational Unt Nane
o Corfgure Connector Fler e [Decaed
Corfigure Join and Projection Fules
Configure Atribute Fow Fersfor  user
Configure Faer | Aoute Operstor Valus T |
Corfigure Extensions =1
extensionAtribute15 Exist N i,
|Create Synchronization Rule x
L S| Ko o Ao i oy v

Relationship Criteria
o

dd Conditon

o
(Sl —

i A0 Do not create new user with this rule, only update.

[ <Bok || Mea> || Fesh ) Cancel | v
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Synchronization Rule AD-USERS-IN

Relationship | Inbound Attribute Flow |

General | Scope

Inbound Attribute Flow
3

New Attribute Flow

Flow (External System Attributes/Values = FIM Attribute)

O

[J CustomExpression(Word(Word(EscapeDNComponent(dn),5,"="),1,"\"))=domain
[J mail=email

[ objectSid=objectSid

[ extensionAttribute15=Global_ID

[ displayName=displayName

[ givenName=firstName

[0 sAMAccountName=accountName
O

sn=lastName
<Back || Nea> Fiish Cancel v

5] Synchronization Service Manager on |

File Tools

] overations 13 Management Agerts ! Metaverse Designer ) Metaverse Search 1) Joner

Actions Help

Name Ll Configure Attribute Flow -
function
oo —on Destination attribute person - frsthlame
expectedRuleEntry
e Select an import flow below (3 use artows to change the precedence order for this metaverse attibute.
person
organizationalUnt Order | Management Agent | Object Type efs) | Mapping Type |
e e ST

o 2 MM Person Name Direct _JLJ
localty user gvenName SR-Drect
doman
computer
printer
oop
role

s

I™ Use equal precedence

[k | come Ho |

fmnnimda Talanhanabl mbas 4

To generate domain:
Word(Word(EscapeDNComponent(dn),5,"="),1,"\")

It’s mandatory to copy ObjectSID, domain to allow
user to connect to the MIM 2016 portal.

It’s mandatory to import ExtensionAttribute15
(Global_ID) to allow existing user account to be
created on the MIM portal even if the user account
his not created / synchronized from HR database.

Email is generated by Exchange email address policy
and is imported to MIM portal via the AD
management agent.

GivenName, Sn, SamAccountName and DisplayName
will be imported to the Metaverse but will not be
replicated to others target system because of rule
precedence.

HR is the main source of authority for GivenName
and Sn.

MIM portal is the main source of authority for
DisplayName and SamAccountName attributes.
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3.9.5 Create the synchronization rules AD-DISABLE-USERS

Create Synchronization Rule

&l | Workflow Parameters | Qutbound Attribute Flow | Summary

Display Name

AD-DISABLE-USERS

e [aD-user-our ~
ed.

Inbound

Apply Rule

Outbound Attribute Flow

x

New Attribute Flow Delete

[ initial Flow Only  Use
oo O
oo [m]

514= userAccountControl

<>

tence Test Fiow (FIM Value = Destination Attribute)

More inf

“CN="+accountName +",0U=Disabled_Users,OlU="+company+",DC=pocmiam,DC=intra"=dn

Flow Definition

Source | Destination

3 ”

Concatenate Value  Delete

[

Strin
|:| d

CN=

L] |accountName v

O String v |
.0OU=Disabled Users,0U=

] |company v

1 W

] Stnng |

.DC=pocmiam,DC=intra

| Flow Definition

Source | Destination |

Destination

* Idn
The attribute to flow values to.
Allow Null [] Allow null value to flow to destination

Enter the name AD-DISABLE-USERS.

Select dependency AD-USER-OUT.

The main goal of this synchronization rule is to
disable and move users in the OU Disabled_users of
each entity.

Click on button Submit.

Change the DN of an object allows to move the
object.

The rule to generate DN is based on the
accountName and company attributes of the
Metaverse.
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3.9.6 Create the synchronization rule for distribution group

Rule AD Distribution Group Sync Rule

Y
General | Scope ‘ Relationship | Workflow Parameters ‘ Outbound Attribute Flow ‘ Inbound Attribute Flow |

Moreinfe
Display Name
- AD Distribution Group Sync Rule

This s the name used to identify this
Synchronization Rule:

Description Synchronizes Distribution Groups vith Adtive Directory bi- A
directionally
v
Dependency
Dependency is a Synchronization Rule [ <Please select an item>
that must be appli thit
Synchronization Rule can be applied.
Data Flow Direction O Inbound

Import data into Microsoft Forefront Identity Manager.
Data Flow Direction indicates the
direction of attribute flow for this
Synchronization Rule.

G outbound
Export data to external system.

@ Inbound and Outbound
Export and import gtz to and from an external system

Apply Rule

Determines how the synchronization
rule is appied to resources of the type
specified,

® To specific metaverse resources of this type based on Outbound Synchronization Policy.
Outbound Synchrenizaticn Policy consists of MPR, set, and workflow,

O To all metaverse resources of this type according to Outbound System Scoping Filter
Outbound System Scoping Filter i defined in the Scope tab.

| Synchronization Rule AD Distribution Group Sync Rule
General | Scope | Relationship. | Workflow Paremeters | Outiound Attribute Flow | Inbound Attribute Flow. | +

Moreinfo

Metaverse Resource Type

aroup
The resource type in the FIM Metaverse that this
Synchronization Rule applies to.
Extarnal System
N a0
The external system this Synchronization Rule will operate
on.
Externsl System Resource Type
N group

The resource type in the extemal system that this

Synchronization Rule applies to.

Outbound System Scoping Filter
’; X

‘Add Condition D o
MetaverseObjectigroup(Attribute) Operator Value
ynchronization Rule AD Di ion Group Sync Rule !
~
Outbound System Scoping Filter
bt Gondin
e — -
litemstotal Page[ 1 of1
Inbound System Scoping Filter
3 x
Add Condiion
a Qroup(ATITDUtE) Openator Value
[ [groupType V] [not equal ~ 2147483640 |
[ [groupType V] (ot equal ~ 2147483644
01 [grougTyee V] (ot equal v 2147463646
Value GroupType
2 Global distribution group
4 Domain local distribution group

8 Universal distribution group

-2147483646Global security group

-2147453644Domain local security group

-2147483640Universal security group

Display Name: AD Distribution Group Sync Rule.
Data Flow Direction: Inbound and Outbound

Metaverse Resource Type: group
External System: AD
External System Resource Type: group

GroupType attribute in Active Directory allows to
define the type of a group.

We need to filter local security, global security and
universal security groups.
https://blogs.technet.microsoft.com/heyscriptinggu
y/2004/12/21/how-can-i-tell-whether-a-group-is-a-
security-group-or-a-distribution-group/
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| Synchronization Rule AD Distribution Group Sync Rule *
[ General | Scope | Relationship | Workfiow Parameters | Outbound Attibute Fiow | Inbound Attribute Flow =N

More information

Relationship Criteria

Add Condition D
m} MetaverseObjectgroupiAttribute) - ConnectedSystemObjectigroupiAttrioute)
O -

1itemstotal  Page[ 1of1 I4 4 r bl
M
it in the FIM Metave [ Create reso FiM
the ip Criteria, a new res
be crested.
It system satisfies W] Create resource in external system
the e resource will
be crested.
Enable Deprovisioning Oo ecernol system B rels

This option applies when this
Synchronization Rule & remove

resource in FIM,

Synchronization Rule AD Distribution ¢
General | Scope | Relationship | Workflow Parameters | Outbound

d from an removed.

Workflow Parameters

|:| Name
O | |

' Synchronization Rule AD Distribution Group Sync Rule
[ enerat | scope [ Relationship | Wordiow Parameters | Outoound Attriute Flow | Inbound Atribute Flow 3@

More informatior

Outbound Attribute Flow
& x

New Attribute Flow Delete Attribute Flo

[ initial Fiow Only Use as Existence Test Flow (FIM Value = Destination Attribute)

O displayedOumer-=managedBy

oo m]

oo m]

oo O mailNickname=mailNickname

oo O "Global) 2 IF(Eq(scope Universal’) 8 IF(E "DomainLocal’)4,..
oo m] "CN ="+l OU=MIM DC=pocmiam DC=intra)=dn
0o m] displayName=sAMAccountName

[m~| m] CustomExpression{IF(Eq(scope, Global) 2 IF(Eq(scope "UniversalIF(Eq(scope. DomainLocal’) ..
[m] m] mailNickname=mailNickname

O™ O ion{'CN="+di 0U=MIM DE=pocmiam DC=intra"}=dn

:Flnw Definition

Source | Destination

Concatenate Value

[

CustomExpression hl |

D IIF(Eg(scope,"Glocbal™) 2,11 A
F{Eg{acope,"Universal™) 8,1 %

| Flow Definition

Source | Destination |

Destination
= [groupType

The attribute to flow values to.

Allow Null [] Allow null value to flow to destination.

Select ObjectSID as relationship criteria.

Use of this attribute will allow to rename group both
from Active Directory and from MIM 2016 portal.

Check the boxes Create resource in FIM and Create
resource in external system.

We will not use workflow parameters.

We will use the following rule to generate the DN
attribute:
"CN="+displayName+",0U=Groups,OU=MIM,DC=poc
miam,DC=intra"

We will use this rule to generate Active Directory
groupType attribute:
IIF(Eq(scope,"Global"),2,lIF(Eq(scope, "Universal”),8,1
F(Eq(scope,"DomainLocal"),4,"")))
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Create Distribution Group

General | Members | Owners | Summary |

Display Name

E-mail Alias

® Manual

Member Selection
= Members are manually managed

O Manager-based
Membership is calculated to include a manager, and all people repot

O Criteria-based
Membership is calculated based on one or more attributes of the me

Description A
v

Outbound Attribute Flow

| General | Scope | Relationship | Workfiow Parameters | Outbound Attribute Fiow [ Inbound Attribute Flow

Outbound Attribute Flow
3 "

New Attribute Flow
O Initial Flow Only Use as Existence Test Flow (FIM Value = Destination Attribute]
O™ O displayName=sAMAccountMame

Synchronization Rule AD Distribution Group Sync Rule

[ General [ Scope | Relationsrip | Workfiow Parameters | Outbound Attribute Fiow | Inbound Attribute Flow ||

Inbound Attribute Flow
é .

New Attribute Flow

O Flow (External System Attributes/Values = FIM Attribute]
[ CustomExpression(Word(Word(EscapeDNComponent(dn),5,"="),1,"\"})=-domain

[ CustomExpression(lIF(Eq(groupType.2),"Global" IIF(Eq(groupType 8),"Universal” IF(EglgroupType,4), D...
[ mail=email

[] managedBy=displayedOwner

[ managedBy=cwner

[] member=member

[ “Distribution"=type

[ objectSid=objectSid

[ Custc ion(lIF(lsP  sAMAccountName))= displayN

[ Custc ion(lIF(IsP jckname),mailNickname, sAMAccountName))= mailNickname:

Inbound Attribute Flow

[ General [ Scope | Relationship | Workfiow Parameters | Outbound Attribute Flow | Inbound Atc

Inbound Attribute Flow
é "

New Attribute Flow

D Flow (External System Attributes/Values = FIM Attribute
[ sAMAccountMame=accountName

The MIM 2016 creation distribution group form
doesn’t display accountName attribute. That’s why
we will use Metaverse DisplayName attribute to
generate Active Directory SamAccountName
attribute.

This rule will be use to generate the name of the
domain:
Word(Word(EscapeDNComponent(dn),5,"="),1,"\")
We will use Active Directory attribute disp/layName
or the attribute SamAccountName (if displayName is
empty is Active Directory) to generate the
Metaverse DisplayName attribute:
lIF(IsPresent(displayName),displayName,sAMAccoun
tName)

We will use a similar method to generate Metaverse
mailnickname attribute.

It’s also mandatory to import ObjectSid which will be
use as join rule.
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3.9.7 Create the synchronization rule for security group

Synchronization Rule AD Security Group Sync Rule x
Scape | Relmionstip | Workfiow Parsmeters. | Ousbound Arvibuse Fiow | inbound v e

Display Name:

Display Name: AD Security Group Sync Rule
Data Flow Direction: Inbound and Outbound

Apply rule: to specific Metaverse resources of this
type based on Outbound Synchronization Policy.

Synchronization Rule AD Security Group Sync Rule

“ General ‘ Scope ‘ Relationship ‘ Workflow Parameters | Outbound Attribute Flow ‘ Inbound Attribute Flow ‘

Metaverse Resource Type

’ ihe resource type in the FIM Metaverse that tis S Metaverse Resource Type: group
ynchronization Rule applies to. .
T External System: AD
The el e s Synchvrizton e il cperte External System Resource Type: group
External System Resource Type §
T’h h | hat th gee
oot o Rl g e o that hie
vemen e[ o1 100 GroupType attribute in Active Directory allows to
Inbound System Scoping Filter define the type of a group.
3 x We need to filter local distribution, global
Add Condiion distribution and universal distribution groups.
=] roup(Atiribute) Operator Valve . ..
ol e —] o m— . https://blogs.technet.microsoft.com/heyscriptinggu
e = — = - y/2004/12/21/how-can-i-tell-whether-a-group-is-a-
security-group-or-a-distribution-group/
y ization Rule AD Security Group Sync Rule
[ emere . cmpe] Relaonsh | Wonkdiom Prametrs | Outbound e i | nbourd kbt o 20
Relationship Criteria
méﬂm 3 Select ObjectSID as relationship criteria.
O [r———] = OIS TE L AATIEANE
[ [ohrectsd vl - [cbmasd v

Use of this attribute will allow to rename group both
from Active Directory and MIM 2016 portal. Check

tammcen el Slotl 114 the boxes Create resource in FIM and Create
resource in external system.

cein FIM

connect FIM resource from external system resource when this Synchronization Rule is

Outbound Attribute Flow

New Attribute Flow

[ Initial Flow Only Use as Existence Test Flow (FIM Value = Destination Attribute)

oo displayName=displayName

oo [} mailNickname=mailNickname

oo [} member=-member

oo [m] displayedOwner=managedBy

oo [m] CustomExpression("CN="+accountName-+*,0U=Groups,0U =MIM,DC=pocmiam, DC=intra’)=dn . .

oo o ccountlameMicouniame We will use the following rule to generate the DN
oo O CustomExpression(lIF{Eq(scope, "Global"),- 2147483646 | IF(Eq(scope,"Universal") -2147483640,IIF(Eq (sco... .

0@ 0 T attribute:

0™ [} CustomExpression(|IF(Eq(scope, "Global),- 2147483646 | IF(Eq(scope,"Universal”) -2147483640,IF(Eq (sco... " _n . n — — —
Om o e e ——rs CN="+displayName+",0U=Groups,0U=MIM,DC=poc

Outbound Attribute Flow miam,DC=intra"

General | Scope | Relationship | Workilow Parameters | Outbound Attribute Flow | Inbound Attribute Flow

Outbound Attribute Flow

New Attribute Flow

O Initial Fiow Oniy Use as Bxistence Test Fiow (FIM Value = Destination Attribute)
O™ O mailNickname=mailNickname
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Inbound Attribute Flow

New Attribute Flow Delete Attribute Flow

Flow (Extemal System Attributes/Values = FIM Attribute)
CustomExpressi 0 DNC: 5.=",1,"\"Y)=d

mail=email
CustomExpression(lIF(IsPresent{mail),"MailEnabledSecurity" *Security"))=type
mailNickname=mailNickname

managedBy= displayedOwner

managedBy=owner

member=member

sAMAccountName=accountName

objectSid=objectSid

Inbound Attribute Flow
3 7

ooooooooooo

CustomExpression(lIF(Eq(groupType,-2147483646),"Global IIF(EqlgroupType,-2147483640),"Universal"I..

New Attribute Flow Delete Attribute Flow
|:| Flow (External System Attributes/Values = FIM Attribute]
O CustomExpression(|IF{IsP: {displayN X y  sAMAcc J)=displayName

ObjectSID attribute (Active Directory) must be
imported. It’s the join rule.

DisplayName attribute is not a default attribute for
group. If displayName attribute (Active Directory)
doesn’t exist, we will use SamAccountName instead:
IIF(IsPresent(displayName),displayName,sAMAccoun
tName)
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3.10 CONFIGURE ALL SETS

MIM 2016 SET allows to filter Initiator and Target objects in management policy rules.

MIM 2016 allows to apply a policy when an object is added or removed of a MIM 2016 sets (transition in
rules or transition out rules).

The following sets will use for the POC environment.

| _All HR users

| General ] Criteris-based Me:
* - \ ﬁ o Enable eriteris-based maembership in cunrent set

Select wser that match all of the following conditions:

s | Marmally-managed Members |

New Details Delete
Gilobal_ID exists
J Add Statement 0f Add Sub-condition
] _All AD Distribution-Groups
(] _All AD security groups
- ty group | Vi Mermes. |
O _All HR external users Diplay Name Rt
) Adalberts ORTIZ Usar
[] _All HR internal users Adalberto SEXTON User
Mudrizn SARGEN -External User
| _All HR users ks OSBORNE [T
) iidany PACHECD Wer
] _All terminated users (30 days) Albertc VALDEZ User
. Argress CRAIG Uer
] _All terminated users (365 days) Minires CHANG -Extemal [
el EVERETT User
| _AllAD Users Asa BARRON User
[J _Al_Standard_HR_Users -
[0 _All-Cadre-Dirigeant
_All HR external users _All HR internal users
General | Criteria-based Members | Manually-managed Members General | Criteria-based Member I M lly aged M
 Enable criteria-based membership in current set v Enable criteria-based membership in current set
Select user that match all of the following conditions: Select user that match all of the following conditions:
Employee Type is External Employee Type is Internal
Add Statement oF Add Sub-condition Add Statement of Add Sub-condition
Mt
. Display Name
Display Name
Adalberto ORTIZ User
i - |
:d‘:an SC:TI:Z EE::emal 3ser Adalberto SEXTON User
- L W|Lc6x :;"a | U“’ Ahmad OSBORNE User
8‘“"‘"‘"; S : ;:‘" : - Alan PACHECO User
em?rd LACKWELL -Externa User Alberto VALDEZ User
B?rnxe ROBERTS -External User Andreas CRAIG Vier
Bill WASHINGTON -External User Angelo EVERETT User
Bryon HODGES -External User Asa BARRON User
Chet CALDWELL -External User Basil ALVAREZ User
Chung WOODARD -External User Benjamin WALTERS User
Cole SKINNER -External User
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_All terminated users (30 days)

General | Criteria-based Members | Manually-managed Members |

+f Enable critena-based membership in current set

Select user that match all of the following conditions:

Employee End Date prior to 30 days ago

Employee End Date after 364 days ago
Add Statement o7 Add Sub-condition

View Members

Display Name Resoure View Members

Eer.\-jumln WILCOX -External User Display Name e
Bisna (006 User Bernard BLACKWELL -External User

Cole SKINNER -External User Judson HERMAN -E I Nser
Guillaurne Bertrando Uzar Kraiq FOREMAN -External User

Kris WALKER User

Lamar HOLMAN -External User

Logan CHAVEZ -External User
Wallace GUZMAN User

_All-cadre-Dirigeant
General | Criteria-based Members | Manual 4 Memb _All_standard_HR_Users — .
General | Criteria-based Members | Manually-managed Members
+/| Enable criteria-based membership in current set
+ Enable criteria-based membership in current set
Select user that match all of the following conditions:
Select user that match all of the following conditions:
Type is Cadre dirigeant
Add Statement of Add Sub-condition Typs s not Cadre dirigeant
Add Statement o Add Sub-condition
Display Name Resource View Members

Adalberto ORTIZ User -

Adrian SARGEN -External User Display Name R
Ahmad OSBORNE User Adalberto SEXTON User

Alan PACHECO User Alberto VALDEZ User
Andreas CRAIG User Andres CHANG -External User
Angelo EVERETT User Benjamin WILCOX -External User

Asa BARRON User Bernard BLACKWELL -External User

Basil ALVAREZ User Eemnie ROBERTS -External Usar
Benjamin WALTERS User Bill WASHINGTON -External User
Bernard COLLINO User T o

_All terminated users (365 days)

| General | Criteria-based Members | Manually-managed Members
+ Enable critesia-based membership in current sat
Select user that match all of the following conditions:

Employee End Date prior to 365 days ago

Add Statement oF Add Sub-condition

We will create an advanced set by manually define
Go to Advanced views and modify manually the filer.

Backup the previous filter.

<Filter xmlIns:xsd="http.//www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Dialect="http://schemas.microsoft.com/2006/11/XPathFilterDialect"
xmlins="http://schemas.xmlsoap.org/ws/2004/09/enumeration">/Person[(AccountName = 'Test') and

(starts-with(Global_ID, '1'))]</Filter>

Copy this new entry:

<Filter xmlIns:xsd="http.//www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Dialect="http://schemas.microsoft.com/2006/11/XPathFilterDialect"
xmins="http://schemas.xmlsoap.org/ws/2004/09/enumeration">/Person[(AccountName !='SSS') and
(Company !="'SSS') and (starts-with(Global_ID, 'S'))]</Filter>
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| _All AD Distribution-Groups
General | Criteria-based Members | Manually-managed Members

/' Enable criteria-based membership in current set

Sorry, the filter you are trying to display cannot be rendered with the Forel
corrupted or unsupported by the Filter Builder.

Display Name
BRS-Americasfrea-DIST Group
DIST-GROUP1 Group
DIST-GROUR2 Group
DIST-GROUP3 Group
DIST-GROUP4 Group
DIST-GROUPT Group
(OS5-AMECAA-DIST Group
(055-China-DIST Group
055-Continental-DIST Group
(055-France-Dist Group

_All AD security groups
General | Criteria-based Members | Manually-managed Members

+/| Enable criteria-based membership in current set

Sorry, the filter you are trying to display cannot be rendered with the Forefron
corrupted or unsupported by the Filter Builder.

Display Name Re

BRS-AmericasArea-SEC Group

External-Users Group
Internal-Users Group
OS5-AMECAA-SEC Group
(055-China-SEC Group
055-NorthAmerica-5EC Group
SER-GROUP1 Group
SER-GROUPZ Group
SER-GROUP3 Group
SER-GROUP4 Group

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"
Dialect="http://schemas.microsoft.com/2006/11/XP
athFilterDialect"
xmins="http://schemas.xmlsoap.org/ws/2004/09/en
umeration">/Group[(Type = 'Distribution') and
(DisplayName !="55S') and (MailNickname !=
'SSS')]</Filter>

Perform the same thing for the set _All AD Security-
Groups. Backup the previous value and replace it by:
<Filter
xmins:xsd="http.//www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"
Dialect="http.//schemas.microsoft.com/2006/11/XP
athFilterDialect"
xmins="http://schemas.xmlsoap.org/ws/2004/09/en
umeration">/Group[((Type = 'Security') and
(DisplayName !='SSS') and (AccountName !='55S"))
or ((Type ='MailenabledSecurity') and (DisplayName
1="585S") and (AccountName !='SSS'))]</Filter>
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3.11 CONFIGURE ALL MIM WORKFLOWS

3.11.1 Create workflow AD-USERS-OUT

This workflow will start the synchronization rule AD-USER-OUT.

Create Workflow

General | Activities | Summary

Moreit

Workfiow Name AD-OUT-USERS

Description

Workflow Type O Authentication

- These workfows can be used to validate the requestor'sidentity.
The type specifies which phase of
request processing can incorporate
this workfiow definition.

O Authorization
These worklows can be used to obtain approval before a request is performed

@® ction
These workflows can be used to execute any further activities after a request has been performed.

Run On Policy Update
Specifies if the workflow should be
applied to exsting members of a
Transition Set n the Set Transition
olicy referencing this workfiow when
the policy is created, enabled or when
selected changes are made to the
policy.

[ Run on Policy Update

Synchronization Rule Activity

® This activity manages the aﬁ:lication of
Synchronization Rules to FIM objects.

0O WAL: Add Delay
Add a delay / wait to the workflow execution.

WAL: Create Resource

O Create a new resource and assign attribute
values.

WAL: Delete Resources
Delete one or more resources.

WAL: Generate Unique Value

Generate a unique string value based on
defined criteria.

WAL: Run PowerShell Script

Run a PowerShell script from workflow.
WAL: Send Email Netification

Send Email Notification

WAL: Update Resources

O Update multiple attributes on one or more

resources.
| Seletﬂ,} | | Cancel
I~ |
Create Workflow
[Gmae] Acviies plmmmyel 3

More inform:

import Workfiaw ] Import pre-existing Warkfiows Dfinition from & XOML fie

L4

AD-USER-OUT ol

® pgd
The Targs

D Based on Attribute Value

= Ce]

Create Workflow *

Actites | Summary e

Moreinformation

Import Workfiow [ Import pre-existing Workflow Definition from a XOML file

&

49 the target resource to Synchronization Rule: AD-USER-OUT * v x0®

Add Activity.

Workflow type: action

Select Synchronization Rule Activity.

Select the synchronization rule AD-USER-OUT
Click on Add.

This workflow will allow to generate ERE (Expected
Rule Entry) for user which must be synchronized to
Active Directory.

Click on Finish.
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3.11.2 Create the workflow HR-OUT

This workflow will start the synchronization rules HR-OUT.

Create Workflow

| General | Activities | Summary

' Workfiow Name (e

More it

Description

>

Workfow Type O autherticat .
- hese workions can be sed toaliceteth requestrs dertty. Workflow type: action

The type specifies which phase of
request processing can incorporate O Authorization
e workflows can be used o 0biain approval Defore a request s performed.

this workflow definition.

® Action
These workfiows can be used to execute any further activties after @ request has been performed.

Run On Policy Update
Spedifies if the work
applied to exstin
Transition Set in t
slicy referencing this workfl
the policy is created, enabled or when
selected changes are made to the

rsof a
£ Transition [ Run on Policy Update
@

Moreinfor

Import Workflow [ Import pre-existing Workflow Definition from a XOML file

Select HR-OUT and Add.

Add the targe resource to Synchronizstion Rule: HR-OUT

Synchronization Rule

Select Synchronization Rule

Action Selection

O Remove

The Target object will be removed from the Scope of the specified

Synchronization Rule. All flows will be discontinue. data base‘

O Based on Attribute Value
The Target abject vill either be removed or added to the scope of the

specified Synchronization Rule depending on the value of 2 selected
attribute

Add Activity

Create Workflow

[{General | Actsrtes | Summany | g e

More infomation

ing Workflow Definition from & XOML fle

¥

Import Warifiow [ impert

A 1ha targat usouRES 8 SynenvoesTaBN RS HA-GUT +*x@®

Add Activity

Click on Finish.

* Requires input

[ <Bock [ mem> [ Fipsn | Comcel |
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3.11.3 Create the workflow AD-DISABLE-USERS

This workflow will allow to start the synchronization rule AD-DISABLE-USERS which will disable an Active
Directory user account and move it in the OU Disabled_Users.

| Create Workflow

General ‘ Activities ‘ Summary ‘

More

Workflow Name AD-DISABLE-USERS

Description

>

Vioilow Type O Authentcaon Workflow type: action

These workflows can be used to validate the requestor's identity.
The type specifies which phase of

request processing can incarporate O Authorization
this workflow definition. These workflows can be used to abtain approval before a request is performed,
@ Action

These workflows can be used to execute any further activities after a request has been performed.

Run On Policy Update:
Specifies if the workflow should be

applicd to existing members of a -
Transition Set in the Set Transition [ Run on Policy Update
Policy referencing this workflow when

the policy is creafed, enabled or when

selected changes are made to the

policy.

Synchronization Rule Activity

This activity manages the am}lication of
Synchronization Rules to FIM objects.

o) WAL: Add Delay
Add a delay / wait to the workflow execution.

WAL: Create Resource

\}O Create a new resource and assign attribute
values.

WAL: Delete Resources
Delete one or more resources.
WAL: Generate Unique Value
O Generate a unique string value based on Select Synchronization Rules Activity.

defined criteria.

WAL: Run PowerShell Script

Run a PowerShell script from workflow.
WAL: Send Email Notification

Send Email Notification

WAL: Update Resources

Update multiple attributes on one or more
resources.

[ select | [ cancel

| Create Workflow x|

General | Actvities | Summary | K

More information

Import Workflow [ Import pre-existing Workflow Definition from a XOML file

&

Aca

Synchronization Rule = [AD-DISABLE-USERS v

Select Synchronization Rule

RemiEm OB T Select the synchronization rules AD-DISABLE-USERS

Synchronization Rule. Al flows and provisioning decisions apart of

this rule will now apply to the Target. and then C“Ck Add.

Remove
The Target object will be removed from the scope of the specified
Synchronization Rule. Al flows wil be discontinued.

O Based on Attribute Value
The Target object wil either be removed or added to the scope of the
specified Synchonization Rule depending on the value of 2 selected
attibute.

Add Aetivity

| Create Workflow

General | Actvitie: | Summary | ‘

Morainfe

Import Workflow [ Import pre-existing Workflow Definition from a XOML file

‘ Click on Finish.

Add the target resource 1o Synchronization Rule: AD-DISABLE-USER. a9 x@®
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3.11.4 Create and configure the Workflow _AD-REMOVE-USERS

_AD-REMOVE-USERS

General | Activities
Workdlow Name _AD-REMOVE-USERS
Description
~
v
Workflow Type
The type specifies which phase of Action
request processing can incorporate
this workflow definition.
Run On Policy Update
Specifies if the workflow should be
e o L PR
Policy referencing this workflow when
the policy is created, enabled or when
selected changes are made to the
policy.
_AD-REMOVE-USERS x
ane ] scies | ~ =9, This workflow will remove ERE (Expected Rule entry)
Reploce Warkfow ] eplace xiting Workos Do with s new XOML e on user object.
4
&
[ Edit
o e
Synchronization Rule AD-USER-OUT x
T ww Y VTSI SR IO 30 ,
Relationship Criteria
v When ERE is removed, the object is mark as
s : o disconnect in the AD management Agent.

This setting is defined in the synchronization rule
S RAT T AD-USERS-OUT.

Enable Deprov

= Properties =

Properties
Specify what should happen to connector space chjects when they are
Connect to Active Directory Forest disconnected from the metaverse by either 2 provisioning rules extension or
Configure Directory Partticns when the joined metaverse object is deleted
Corture Proasring Herarhy . . In fact, the object will be removed at the next Export
Select Object Types ption:
SelectAerbutes P — on the AD management agent because we configure
Configure Connector Fiter
Cortigure Join and Projection Rules 7 Make them explct disconnectors

this option on the AD management agent.
Configure Attribute Flow

-

Fl%tage a delete on the object for the next export un
Corfigure Extensions " Determine with 2 nules extension

[~ Do ot recal atrbutes cortiibuted by objects from tis managemert agent
when disconnected
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_AD-REMOVE-USERS

=]
General | Activities | =K
More nformation
Replace Workflow

[] Replace existing Workflow Definition with a new XOML file

3 This workflow is also configured to remove ERE for
I

- U the synchronization rule AD-DISABLE-USER (to avoid
orphan ERE) and for HR-OUT synchronization rule.

v x®
Remove the target resource from Synchronization Rule: HR-QUT + ¥ x®
Add Actvity
y Rule HR-OUT 1
Genenal | Scope | Reistionship | Workliow Parameters. | Outbound Attibute Fiow a0

More information

Relationship Criteria

Add Condition
MetaverseObjectperson(Attribute) = ConnectedSystemObiectperson(Attriute)
Sl — . [o=m =
Titemstotal  Page[ 1 of1 144 bl
Create Resource In FIM

If no resource in the FIM Metaverse satisfies
the Relationship Criteria, 3 new resource will be
created.

Create resource in FIM

Create Resource in Extemal System
If no resource in the External system satisfies
the Relationship Criteri, a new resource will be
created.

[ Create resource in external system

Remove the HR-OUT ERE will also remove the object
Enable Deprovisioning [Qousmnnm FIM resource from system resource when this Rule is in the HR SQL database-
This option applies when this Synchronization  removed,

Rule is removed from an resource in FIM.

Properties
> ‘Specify what should happen to connector space objects when they are
Connect to Database disconnected from the metaverse by either a provisioning rules extension or
Configurs Columns when the joined metaverse object is deleted.
Configure Connector Fiter
jecti Deprovisi Option:
Corfigure Join and Projection Rules
Configure Attribute Flow

' Make them disconnectors
BN Cortfigure Deprovisioning

Configure Extensions " Make them explicit disconnectors

' Stage a delete on the chiect for the next export un

" Determine with a rules extension

1~ Do not recal attbutes contributed by objects from this management agent
when disconnected
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3.11.5 Generate attributes from MIM portal

This workflow will generate values on the MIM 2016 services for attributes AccountName, DisplayNames,
MailNickName and HomeMdb and MsExchHomeServer.

This workflow will have 5 activities (workflow type equal to Action).
We will use WAL:Update Resources activities to generate the value of the MIM service attributes
displayName, mailNickname, HomeMdb and msExchHomeServerName.

We will use WAL:Generate unique value to generate the value of the MIM service attribute accountName.

_Generate_Values x
General | Activities e
More information

Replace Workfiow [ Replace existing Warkflow Definition with a new XOML file

4

Unitata Rasourcss: Ganarats DispiayName + v 5@

e ——— sex® You must obtain the following result at the end of
R the configuration.

Usdata Rasources: Gonerats Hemebcl v 5@

Uniate Resources: Generate magxcnHomeservertisane + v 5@

Add Activity

VWAL LTeate Kesource

Create a new resource and assign attribute
values.

WAL: Delete Resources
Delete one or more resources.

o]

WAL: Generate Unique Value

O Generate a unigue string value based on
defined criteria.

WAL: Run PowerShell Script
Run a PowerShell script from workflow. . . H .
! To generate DisplayName MIM service attribute:
WAL: Send Email Notification
Send Email Notification
_ WAL Update Resources
® Update multiple attributes on one or more

rEesOUrces.

Value expression:
IIF(Eq([//Target/EmployeeType],"Internal"),[//Target
/FirstName] + " "

+[//Target/LastName],[//Target/FirstName] + " "
. +«+ = +[//Target/LastName] + " -External")

Activity Display Name

Advanced Features

Select this option to configure advanced behaviar for Ta rget:
the activity.
[//Target/DisplayName]

Updates

Specify the updates to be performed by the activity. Lookups are used in value expressions and are also used to
represent target resources and attributes. Variables may also be specified as a target and then used in the value
expression for subsequent update definitions. The "Allow Null® option enforces the deletion of target values
when the source resolves ta null

Add Delete Move Up Move Down

Value Expression Target Allow Null

DisplayName]

lIF(Eq(// Target/EmployeeTypel Internal")[//Target/FirstName [[//Targ

Update Resources: Generate MailNickHame ¥ X

Activity Display Name MailNickName
Advanced Features

Select this option to configure advanced behavior for

the activity.

e To generate MailNickname value, we use the value

Specify the updates to be performed by the activity. Lookups are used in value expressions and are also used to
represent target resources and attributes. Variables may also be specified as a target and then used in the value

expression for subsequent update definitions. The "Allow Null" option enforces the deletion of target values of AccountName att ri b ute
when the source resolves to null. *
Add Delete Move Up Move Down

Value Expression Allow Null

[V/TargetsAccountivame)

Edit
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Update Resources: Generata HomeMab. ¥ %

I S To generate the value of HomeMdb (Exchange
- database LDAP path):

Select this option to configure advanced behavior for

e sty "CN="+[//Target/Company] +

St th updae o b perfonmed by the i Lookups o e ek expressons e o e 1 ", CN=Databases, CN=Exchange Administrative Group

represent target resources and attributes, Variables may also be specified as a target and then used in the value

expression for subsequent update definitions, The "Allow Null* option enfarces the deletion of target values (FYDIB OHFZS'SPDL T)/ CN=A dm inistrative

when the source resalves to null,

Add Delete Move Up Move Down GrOUpS, CNzMIAM, CN=MiCI’OSOft

Value Expression Target Allow Null

Sy — Exchange, CN=Services,CN=Configuration,DC=pocmia
m,DC=intra"

“CN="+ [//Target/Company] + *.CN=Databases CN=Exchang

To generate value for the attribute
MsExchHomeServer
"fo=MIAM/ou=Exchange Administrative Group
T (FYDIBOHF23SPDLT)/cn=Configuration/cn=Servers/c
n=POCEXCH1"

Activity Display Name [Generate msExchHomeServe

Updates

Specify the updates to be performed by the activity. Lookups are used in value expressions and are also used to
represent target resources and attributes, Variables may also be specified as a target and then used in the value
expression for subsequent update definitions. The "Allow Null” option enforces the deletion of target values

when the source resolves to null Notes:
e e e . _ In MIM service the attribute has been created with
Ao e v AR 225 g e e the name msExchHomeServer.
In Active Directory, the name of this attribute is
msExchHomeServerName.

_ WAL: Generate Unique Value

® Generate a unique string value based on
defined criteria.

WAL: Run PowerShell Script
Run a PowerShell script from workflow.

WAL Send Email Notification To generate AccountName MIM service attribute:

;AEEL':'RLHES Target for generated value: [//Target/AccountName]

O Update multiple attributes on one or more Conflict filter:

This setting allows to perform a request in the MIM
service database to check unicity.
— s /Person[AccountName = '[//Value]' and
An;w — — not(ObjectID="[//Target/ObjectID]')]

Activity Execution Condition
Optionally specify a condition which must be satisfied I
for execution of the activity's core task, This can be any

for s core s T can e We will also check unicity in Active Directory with
Target for Generated Value this request:

Specify the attribute or workflow dictionary key to which
the generated value should be published. The target
must be expressed as a lookup.

+ [/Target/Accounthame]

Conflict Filter i .
Supply the XPath filter which will identify conflicts for Directo ry pa t h .

the generated value. The [//Value] lockup should be

used in the fifter to represent the value being evaluated I/personitccauntitame = T//shue] and nes(ObjeciD=T GC//DC=POCMIA M, DC=INTRA

for uniqueness. Example: /Persen[AccountName =

‘V/Valuel].

Query LDAP for Conflicts
The activity can be configured to query one or more

LDAP directories to identify conflcts for the generated = LDAP filter:

value. . .
(&(objectClass=user)(objectCategory=person)(sAMAc

LDAP Queries ; .

Specify one or more LDAP queries which should be run by the activity to identify confiicts. The [#/Value] lookup coun tName:[//Va/ue]) (!(Extenslonattr/butel 5:[//Tar

should be used in each LDAP filter to represent the value being evaluated for uniqueness. All queries will be

executed under the context of the FIM Service account. get/G/Oba/_ /D])))

Add Delete MoveUp Move Down

Directory Entry Path LDAP Filter
[aee=pocmiamM DC=INTRA [(objectClass=usen(objectCategory=person)isAMAccountNa Then we will generate the value of AccountName
Uniqueness Key Seed

Specify the first number which should be included in the  * |1 attributes based on these rules:

value when all other expressions result in a conflict.

Value Expressions

Supply the expressiens which will be used to generate the unique value, The first expression which results in a Norma/izeString([//Target/Firs tNGme] + u. " +

unique value will be used. The last expression in the list must contain the [//UniquenessKey] lockup to ensure a
unique value can be generated. As a last resort, this lookup will be replaced with an integer which will be

eremem ol i e s et [//Target/LastName])

Add Delete Move Up Move Down

Value Expression

[NormalizeSting([//Target/FirstName] + *.* + [#/Targ

T NormalizeString([//Target/FirstName] + "." +
T p— [//Target/LastName]) + [//UniquenessKey]

[NormalizeString(y//TargetrFirsthame] + " + 1/
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3.11.6 Create the workflow Manager_Approval_Classic

sk for Approval from: [//Target/Manager] & X ®
Approvers *  [/Target/Monager
Users and groups who can approve this
request
Approval Threshold * 1 Approver(s)
Number of approvers required
Duration - 7 Dayls
Number of days before escaltion and time
out
Escalated Approvers /(Target/Manager]

Users and groups who can approve this
request after it has been escalated

This workflow will allow to request an approval of
b sen b i pprosl actiy the manager (authorization workflow).

Default pending approval email template

Email Templates

Select the templates that will format the emails th

Pending Approval (sent to approvers) *

Pending Approval Escolation (sent to Default pending approval email template
approvers)

Completed Approval (sent to spprovers)  *  Default completed approval email template

Rejected Request (sent to requestor) *  Default rejected request email template

Timed out Request (sent to requestor) Default timed out request email template

3.11.7 Create the workflow Notify Manager

Send Email Notificstion: Notiy Manager 49 x0®

Activity Display Name

Advanced Features
Select this option to configure advanced behavior for
the acti

Activity Execution Condition
Optionally specify a condition which must be satisfied

for execution of the activity's core task. This can be any
WAL function expression resolving to a boolean value.

Target/M

Email])

Email Template
Specify an XPath to an EmailTemplate resource or a
Iookup expression resohving to an EmailTemplate

This workflow will allow to send a notification to the
“To redpients manager (action workflow).

Specify a search filter, a lookup expression or a
delimited list of email addresses.

“CC recipients
Specify a search fifter, a lookup expression or a
delimited list of email addresses.

“Bee’ recipients

Specify a search fifter, a lookup expression or a
delimited list of email addresses.

hieu@miam.mst

Suppress Exception
Suppresses notification failure from the
EmailNotification Activity.

3.11.8 Create the workflow _Distribution Group Provisioning to AD and _Security Group
Provisioning to AD

These 2 workflows will allow to generate ERE (Expected rule Entry) to synchronization distribution and
security groups.

_Distribution Group Provisioning to AD _Security Group Provisioning to AD
»f ties "
More infor More infon
Replace Workflow [ Replace existing Workflow Definition with a new XOML file Replace Workflow [ Replace existing Workflow Definition with a new XOML file

¥ &

Rule: AD Distribution_. + 9 x® ization Rule: AD Security Gro.. *  x@®

Synchronization Rule - Synchronization Rule =

Select Synchronization Rule Select Synchranization Rule

Action Selection Action Selection

Synchror
this rule w
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3.11.9 Workflows Result

You must obtain these results.

Workflows

[l _AD-DISABLE-USERS

[] _AD-OUT-USERS

[ ] _AD-REMOVE-USERS

[] _Distribution Group Provisioning to AD
] _Generate_Values

[] _HR-OUT

[] _Manager_Approval_Classic

[ ] _Notify_Manager

L] _Security Group Provisioning to AD
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3.12 MANAGEMENT POLICY RULES

3.12.1 Configure Synchronization: Synchronization account controls users it synchronizes
Management Policy rule

If you don’t configure this Management Policy rule, the Management Agent MIM doesn’t have the right to
replicate the attribute Type, Domain, HomeMdb, MsExchHomeServer and Global_ID.

When you try to perform an Export on the MIM management agent, the following error appears:

Fault Reason: Policy prohibits the request from completing.\r\n\r\nFault Details: <RequestFailures
xmlins="http://schemas.microsoft.com/2006/11/ResourceManagement"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"><RequestAdministratorDetails><FailureMessage>Except
ion: ManagementPolicyRule

Stack Trace: Microsoft.ResourceManagement.WebServices.Exceptions.PermissionDeniedException:
ManagementPolicyRule ---&gt; System.Data.SqlClient.SqlException: Reraised Error 50000, Level 16, State 1,
Procedure DoEvaluateRequestinner, Line 1319, Message: Permission denied:
&lt;ai&gt;&It;Name&gt,Domain&Iit;/Name&gt;&It;/ai&gt;&It;ai&gt;&It; Name&gt; Type&It;/Name&gt; &It;/ai
&gt;&lIt;ai&gt;&It;Name&gt;Global_ID&It;/Name&gt;&It;/ai&gt;

Synchronization: Sy ization account Is users it synchronizes x

Genesal | Res

Add the following attributes in the rule.

Type;Domain;HomeMdb;MsExchHomeServer;
Global_ID;

3.12.2 Enable the rules to synchronize groups

Enable the management policy rules (disabled by default):
Synchronization: Synchronization account controls group resources it synchronizes
Synchronization: Synchronization account can read group resources it synchronizes

Management Policy Rules

[ i g Pe \“‘ Search for: Search within:
d & ot 2[4 poicies
New Explore Advanced Search ¥

] Display Name « Action Type Disabled Grant Right Authentication Workflows Authorization Workflows Action Workflc

O Administration: Administraters can control synchronization configuration Create, Delete, Add, Modify, No Yes No Mo No
resources Remove

[ Administration: Administrators can update synchronization filter resources Add, Modify, Remove No Yes No MNo No

[ Administration: Administrators control synchronization rule resources g:::fa'm‘ Add, Modify, Yes No No No

O Synchronization: Synchronization account can delete and update expected rule Modify, Delete No Ves No N No
entry resources

[ Synchronization: Synchronization account can read group resources it Rend o Voo o Mo o
synchronizes

O Synchronization: Synchronization account can read schema related resources Read No Yes No No No

[ Synchronization: Synchronization account can read synchronization related Rendt o ves o No o
resources

[] Synchronization: Synchronization account can read users it synchronizes Read No Yes No No No

[ Synchronization: Synchronization account contrals detected rule entry resources Create, Delete, Modify No Yes No No No

0 ynchran}zat\on: Synchrenization account controls group resources if] “reate, Delete, Add, Modify) m Ne No Ne
fynchronized) Remove

0 Sync.hramz_at\on: Synchronization account controls synchronization Create, Delete, Add, Modify, No Ves No Neo No
configuration resources Remove

[ Synchronization: Synchronization account contrals users it synchronizes OOy 2 No No No v

Remove

3.12.3 Allow user to connect to the MIM 2016 portal

If a non-administrator tries to connect to MIM portal, he encounters the following error:
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Home

Microsoft Identity Manager

@ Unable to process your request.

Please contact your help desk or system administrator.

[ -1 Additional information.
Include this information when contacting your help desk or system administrator.

Error processing your request: The server was unwilling to perform the requested
operation.

Reason: The requester of this operation is invalid.

Correlation |d: 02027853-958a-4a45-9f3e-4d036a985374

Details: The requestor's identity was not found.

To solve this problem, you must fill the attributes AccountName, ObjectSID and domain on the MIM 2016
portal. This will allow MIM 2016 portal to find the MIM user to Active Directory (to perform authentication).
https://social.technet.microsoft.com/wiki/contents/articles/36399.fim-2010-mim-2016-troubleshooting-
the-requestor-s-identity-was-not-found.aspx

You need to enable these management policy rules which are disabled by default:
General: Users can read non-administrative configuration resources
User management: Users can read attributes of their own

e

General: Users can read non:

General | Requestors and Operations ‘ Target Resources

rative configuration resources

Display Name General: Users can read non-administrative configuration resou

Deserpton AT ST I L T Tl e | Enable General: Users can read non-administrative
configuration resources

<

Type
Select the type of this management
policy rule.

Request

Disabled [] Plicy is disabled
Indicates if this policy rule s disabled.

More information
https://social.technet.microsoft.com/Forums/en-US/35ebc6a7-5ee7-4306-a126-1117a04383e9/error-when-
loading-fim-portal-in-new-installation-the-requestors-identity-was-not-found?forum=ilm2
https://social.technet.microsoft.com/wiki/contents/articles/36399.fim-2010-mim-2016-troubleshooting-
the-requestor-s-identity-was-not-found.aspx
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3.12.4 Create the management policy rule _AD-USERS-OUT

The management policy rule will allow to start the workflow which start a synchronization rule.

A Management Policy used to generate ERE (Expected Rule Entry) must use Set transition because the ERE

must only generate once. If you use a Request type, you will generate lots of unwanted ERE objects and you
increase the workload of MIM 2016 solution.

_AD-USERS-OUT

General | Transition Definition | Policy Warkflows

Display Name _AD-USERS-OUT

F—— Display Name: _AD-USERS-OUT
escription _AD-USERS-OUT

Type: Set Transition.

Type
Select the type of this management
policy rule.

Disabled
Indicates if this policy rule is disabled.

AD-USERS-OUT . .
= — — The management policy rule will only generate ERE
General | Transition Definition | Palicy Workflows

when a user becomes member of the _All AD users
'I;rans\tion Set. All AD Users v =l MIM 2016 Set.

Select the set for which this transition
policy is defined.

Transition Type. ) This set contains all users with a Global_ID, a
Select the type of transition for this !

e ol ’ company value and a Display Name.

_AD-USERS-OUT x

[ General [ Transition Definition | Policy Worfiows k]

[] Policy is disabled

More informatior

Action Workflows

Select the workflow _AD_OUT-USER.

] Display MName Description Run On Policy Update

[] _AD-DISABLE-USERS No

[ _AD-OUT-UsERS No H R
e oems - Click on Submit.
0 Group Provisioning to AD No

[J _Generate Values No

Selected Resources 12itemstotal Page[ 103 14 4 b bl

AD-OUT-USERS ‘
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3.12.5 Create the management policy rule _HR-OUT

HR-OUT

Display Name

_HR-QUT

Description

Type
Select the type of this management
policy rule,

Set Transition

Indicates if this policy rule is disabled.

Disabled [] Policy is disabled

_HR-OUT

General | Transition Definition | Policy Workflows

Transition Set.

* All AD Users

Select the set for which this transition
policy is defined.

Transition Type.

Select the type of transition for this
policy rule,

Transition In

Action Workflows

General | Transition Definition | Policy Workflows

Action Workflows

] Display Name

W _HR-OUT

O _Notify_Manager

] _Security Group Provisioning to AD

[] Expiration Workflow

[] Group Expiration Notification Workflow

This workfl

Display Name: _HR-OUT.

Type: Set Transition.

The management policy rule will only generate ERE
when a user becomes member of the _All AD users
MIM 2016 set.

Select HR-OUT workflow.
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3.12.6 Create the management policy rule AD-DISABLE-USERS

_AD-DISABLE-USERS

General | Transition Definition | Policy Workflows |

Display Name

_AD-DISABLE-USERS
Description Dlsplay Name: _AD-DISABLE-USERS
Type: Set Transition.
Type - L
Select the type of this management Set Transition
policy rule,
Disabled [ Policy is disabled

Indicates if this policy rule is disabled.

| _AD-DISABLE-USERS

General | Transition Definition ‘ Policy Workflows |

Transition Set.

* All terminated users (30 days
Select the set for which this transition e ops
policy is defined. Transition Type: Transition In
Transition Type. .
Select the type of transition for this Transition In
policy rule.
Create Management Policy Rule x|
| Generai | Teansition Definstion | Paiicy Worktiows | Summany 3 e
Action Workflows
O isplay Mam: riptis n On Poli .
I ———— e a— Sminkiecdntia ~ Select the workflow _All_Disable_users.
[ _AD-OUT-USERS Na
[ _AD-REMOVE-USERS Na
[ _Generate Values No
O _HR-0uT No
Selected Resources 10items total _ Page[ 1 of2 14 4 kBl

'AD DISABLE USERS
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3.12.7 Create the management Policy rule AD-REMOVE-USERS

_AD-REMOVE-USERS

General | Transition Definition | Policy Workflows |
Display Name _AD-REMOVE-USERS
Description Display Name: _AD-REMOVE-USERS
Type: Set Transition.
Type . .
Select the type of this management Set Transition
policy rule,
Disabled [] Policy is disabled
Indicates if this policy rule is disabled.

| _AD-REMOVE-USERS

General | Transition Definition Poln'cyWorkﬂms|

Transition Set: _All terminated users (365 days)

Transition Set.

* All terminated users (365 days)

Select the set for which this transition

policy is defined. Transition Type: Transition In

Transition Type.

Select the type of transition for this
policy rule.

. _AD-REMOVE-USERS

General | Transition Definition | Policy Workflows

Action Workflows

Transition In

0 Displaybiame Select the workflow _All_ REMOVE_USERS.
[] _AD-DISABLE-USERS

[] _AD-OUT-USERS

] _AD-REMOVE-USERS

[] _Distribution Group Provisioning to AD
[0 _Generate Values

Selected Resources
AD-REMCVE-USERS
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3.12.8 Create the management rule policy _Distribution Group Creation and Provisioning to AD

_Distribution Group Creation and Provisioning to AD

General | Transition Definition | Policy Workilows |

_ Distribution Group Creation and Provisioning to AD

[ General

Transition Definition | Policy Workflows |

Display Name _Distribution Group Creation and Provisioning to AD

Description Calls an action workflow on Distribution Group creation to
associate the group to a provisioning sync rule. ~

v
Type
the tvpe of thi Set Transition

Select the type of this management

policy rule.

Disabled [ Policy is disabled

Indicates if this policy rule is disabled.

_Distribution Group Creation and Provisioning to AD

General | Transition Definition | Policy Workflows |

Action Workflows

O Display Name Description i
[] _AD-DISABLE-USERS No

[ _AD-OUT-USERS No

[] _AD-REMOVE-USERS No

W _bistribution Group Provisioning to AD No

[] _Generate Values No

Selected Resources 12 items total

Distribution Group Provisioning to AD

Transition Set. S
* All AD Distribution-Groups v =
Select the set for which this transition
pelicy is defined.
Transition Type.
u £ tranciti 3 Transition In
Select the type of transition for this
policy rule.

3.12.9 Create the management rule policy _Security Group Creation and Provisioning to AD

_Security Group Creation and Provisioning to AD

General | Transition Definition | Policy Workflows |

Display Name _Security Group Creation and Provisioning to AD

Description Calls an action workflow on Security Group creation to
assaciate the group to a provisioning sync rule. A

v
Type
the type of 1 Set Transition

Select the type of this management

policy rule.

Disabled [ Policy is disabled

Indicates if this pelicy rule is disabled.

Action Workflows

| General

Transition Definition | Policy Workflows

Action Workflows

(] Display Name

[0 _HR-0UT

O _Notify_Manager

W] _Security Group Provisicning to AD

[] Expiration Workflow

[] Group Expiration Motification Workflow

This workflow will delete the

Selected Resources
Security Group Provisioning to AD

_Security Group Creation and Provisionin

General | Transition Definition | Policy Workflows |

Transition Set.

= All AD security groups

Select the set for which this transition
policy is defined.

Transition Type.

Select the type of transition for this
policy rule,

Transition In

3.12.10 Create the management policy rule which start the workflow _Generates values

This management policy rule must start the workflow Generates Values when the synchronization engine or
a user changes the value of the MIM service attributes Company, Employee Type, First name and Last Name.
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_Generate_values

Requestors and Operations | Target Resources | Policy Workflows

General

Display Name _Generate_values

Description Display Name: _Generate_values
Type: Request

Type
Select the type of this management
policy rule.

Request

Disabled [ Palicy is disabled
Indicates if this policy rule is disabled.

_Generate_values
General | Requestors and Operations | Target Resources ‘ Policy Worlkflows

Requestors ® Specific Set of Requestors Requestors: All People
Define who this rule appiies fo. Requestor is defined as the fallowing user set.
Al People v . . .
Operation: Create resource and Modify a single-
() Relative to Resource .
Sefec the atrbute ofresounce tha defines ol requestors valued attribute
The requestor All People includes all standard users
Operation reate resource avalue to a multivalued attribute S s . . .
- et [ Al o0 mulfalued et and the user Built-in Synchronization Account which

[ Delete resource [] Remeve a value from a multivalued attribute

] Read resource (2] Modity a single-valued attibute is used to perform synchronization between
Metaverse and MIM service management agent.

Define what operation types this rule

applies to.

Permissions

Select f this rule will grant permission -
to request the operation defined in this [] Grants permission
rule. Do not select this check box if you

want to only define workflows for the

operation.

_Generate_values

General | Requestors and Operations | Target Resources | Palicy Warkflows

Target Resource Definition Before Request

) All HR users v =l
Define the set the target resource must
belong to before the request is
processed, This applies only to Read
Modfy 2nd Delete operaton types Use _All_HR_Users to start the workflow only for
Target Resource Definition After Request . . . . .
. - ;a user with a valid Global_ID. This avoid starting the
Define the set the target resource must o .. . . .
belong to after the request is processed. ~
B e e o Frreees workflow for the MIM administrative user like Built
operation types. . . .
- In Synchron/zat/on Account.
Resaurce Attrbutes O All Attributes
Select the target resource attrbutes for Rule applies o all attriburtes of the resource
this rule. @ Select specific attributes
Rule applies to selacted atributes
Company: Employee Type: First Nome: v =
Last Name.
_Generate_values s
O Display Name. Description
O _Manager_Approval_Classic
[ Fitter Validation Workfiow for Administrators
[ Filter Validation Workflow for Non-Administrators
[ Group Validation Workfiow
[ Owner Approval Workflow:
Selected Resources Bitemstotal Page[ 1of2 144 b DI
Action Workflows Select the action workflow _Generates_Values.
O Display Name Description Run On Policy Update
[] _AD-DISABLE-USERS No R
[] _AD-QUT-USERS No ¢
[ _AD-REMOVE-USERS No
[ _Distribution Group Provisioning to AD No
M _Generate_Values No
Selected Resources 12itemstotal Page[ 1.of3 144 kDI

Generate Values ‘

3.12.11 Start the workflow which send an email to manager (Type not equal to cCadre dirigeant)

This management policy rule will start the workflow which send notification.
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Manager_Notification
General | Requestors and Operations | Target Resources | Policy Workflows

Display Name _Manager_Motification

Description

Type
Select the type of this management [%
policy rule.

Disabled
Indicates if this policy rule is disabled.

[] Policy is disabled

| _Manager_Notification
neral | Requestors and Operations | Terget Resources | Policy Workflows

Iiequestors @® Specific Set of Requestors

Define who this rule applies to. Requestor is defined as the following user set.
=1

All HR users

() Relative to Resource

Select the attribute of resource that defines valid requestors,

Operation [] Create resource [] Add a value to a multivalued attribute
[] Delete resource [] Remove a value from a multivalued attrit

[ Read resource [ Modify a single-valusd attribute

Define what operation types this rule
applies to.

Permissions

Select if this rule will grant permission
to request the operation defined in this
rule. Do not select this check box if you
want to only define workflows for the
operation.

[] Grants permission

| _Manager_Notification
[ General | Requestors and Operations | Target Resources | Policy Workfiows

Target Resource Definition Before Request

All Standard HR Users
Define the set the target resource must
belong to before the request is
rocessed. Tnisapplies oy to Read,
odify and Delete operation types.

Target Resource Definition After Request

Al Standard HR Users
Define the set the target resource must
belong to after the request is processed.
This applies only to Madify and Create
operation types.

Resource Attributes O Al Attributes

Rule applies to all attributes of the resource
(@) Select specific attributes

Rule applies to selected attributes

Select the target resource attributes for
this rule.

Employee Type: Mobile Phone: Office Phone: ' ¢

Photo
| Action Workflows
O Display Name Description
[ _Manager_Approval_Classic
[ Fiter Validation Workflow for Administrators
[ Fiter Validation Workflow for Non-Administrators
[ Group Validation Workflow
[] Owner Approval Workilow
Selected Resources gitemstotal  Page| 1of2 I4d b bl
Action Workflows
(m] Display Name. Description Run On Policy Update
O _Hr-0UT No
] _Notify_Manager R Mo
[ _Security Group Provisioning to AD No
[ Expiration Warkfiow This workflow will delete the resource to which itis applied. No
[ Group Expiration Notification Workflaw No
Selected Resources 12itemstotal Page| 2 of3 I4 4 b bl

Notify Manager

Type: Request

Requestor must be _All_HR_users.

No notification will be sent when the change is
performed by the synchronization engine user (Built-
in Synchronization Account) which is not in this set.

The notification must only be sent to user with a
Type not equal to Cadre dirigeant when the MIM
service attributes Mobile Phone, Office Phone,
Employee Type or Photo are changed.

Select the action workflow named _ Notify Manager

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

3.12.12 Start the workflow which requires approval of manager (Type equal to cadre dirigeant)

| _Manager_Approval_Classique

General | Requestors and Operations | Target Resources | Policy Workflows ‘
Display Name: _Manager_Approval_Classique
Description
~ .
Type: Request
Type
Select the type of this management
policy rule.
Disabled [ Policy is disabled
Indicates if this policy rule is disabled.
_ ger_Approval_Classique
General | Requestors and Operations | Target Resources \ Policy Workflows
Requestors @ Specific Set of Requestors
Define who this rule applies to. Requestor is defined as the following user set.
Al HR users v
() Relative to Resource
Select the attribute of resource that defines valid requestors.
Requestor must be _All_HR_users.
?Pmﬁw‘ [] Create resource [] Add a value to a multivalued attribute
Define what operation types thisrule L] Delete resource [] Remove a value from a multivalued attribute
applies to. L] Read resource ] Modify a single-valued attribute
Permissions
Select if this rule will grant permission o
to request the operation defined in this [ ] Grants permission
rule. Do not select this check box if you
want to only define workflows for the
operation.
_Manager_Approval_Classique
General || Requestors and Operations | Target Resources | Bolicy Workflows
Target Resource Definition Before Request
Define the st the target resource must | —eedre-Dirgeant
belong tnd b_ﬁ{_nre m.‘a_ requf;t isR ;
rocessed. This applies only to Read,
Kﬂ di d Delets tie . 1 H H
odfy and Delets operation types The approval must only be required if you modify a
Target Resource Definition After Request . ..
- user with a Type equal to Cadre dirigeant when the
Define the set the target resource must . . . .
belong to afer the request is processed. MIM service attributes Mobile Phone, Office Phone
This applies only to Modify and Create ’ ’

operation types.

Employee Type or Photo are changed.

Resource Attributes O Al Attributes
Select the target resource attrbutes far Rule applies to all attributes of the resource
this rule.

@® Select specific attributes
Rule applies to selected attributes
e

Mobile Phone; Office Phone: Empls Type;
Photo:

Authorization Workflows

General | Requestors and Operations | Target Resources | Policy Worldiows

Authentication Workflows

] Display Name Descriptic
0 Password Reset AuthN Workfl
;:stam Workflow Required fo This workflow is a system workflow that is required for any
r Registration gistration for Self-service Password Reset. Remaving this w
Check the box _Manager_Approval_Classic to select
S o the approval workflow.

Authorization Workflows

O Display Name
M _Manager Approval Classic

[ Filter Validation Workflow for Administrators

[ Filter Validation Workflow for Non-Administrators

[ Group Validation Workflow

] Owner Approval Workflow
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3.12.13 Allow a manager to read attributes of his reports

| Create Policy Rule

General | Requestors and Operations | Target Resources | Policy Workiiows | Summary |

Display Name User management: Manager can read attributes of his reports
Description
~
v
Type ® Request

Policy is evaluated and applied against incoming requests.
Select the type of this management
policy rule. O Set Transition

Policy is applied based on changes in Set membership and independent of the request.

Disabled

Select this item to create the policy [ Policy is disabled

rule in an initially disabled state.

| Create Management Policy Rule

General | Requestors and Operations | Target Resources | Policy Workflows [ Summary |

Iiequeslws O Specific Set of Requestars

Define who this rule applies to. Requestor is defined as the following user set.

(® Relative to Resource

Select the attribute of resource that defines valid requestors,

Manager ¢ 2

Operation [] Create resource [ ] Add a value to a multivalued attribute
[ Delete resource [] Remove a value from a multivalued attribute

] Read resource  [] Modify a single-valued attribute

Define what operation types this rule
applies to.

Permissions

Select i this rule will grant permission -
to request the operation defined in this ] Grants permission
rule. Do not select this check box if you

want to only define workflows for the

operation.

Create Management Policy Rule

General | Requestors and Operations | Target Resources | Summary |

Target Resource Definition Before Request

ALK v )
Define the set the target resource must | LIS U588

belong to before the request is
processed. This apples only 10 Read,
Aodify and Delete operation types.

Resource Attributes O All Attributes

Rule applies to all attributes of the resource
®) Select specific attributes
Rule applies to selected attributes

Select the target resource attributes for
this rule.

Last Name:First Name; E-mail: A
E-mail AliasDisplay Name:Employee ID: W

Display Name: _User management: Manager can
read attributes of his reports

Type: Request

Select Relative to Resource | Manager.

Check the boxes Read resource and Grants
permission.

Use the set _All HR users.

Use Select specifics attributes and copy the following
attributes in the field

Global_ID; Last Name; First Name;E-mail; E-mail
Alias; Display Name;Employee Id;Employee Type;
AccountName; Company; department; Job Title;
Manager;Address; Postal Code; City; Country; Mobile
Phone; Office Phone; Photo; Employee End
Date;Employee Start date; Type;, Domain
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3.12.14 Allow a manager to change EmployeeType, Mobile Phone, Office Phone and Photo of
his reports

' Create Management Policy Rule

General | Requestors and Operations | Target Resources | Policy Workflows | Summary |

Display name: _User management: Manager can
" edit attributes of his reports

Display Name er management: Manager can edit attributes of his reports| X
Description

A
Type ® Request

Select the type of this management
policy rule.

Policy is evaluated and applied against incoming requests.

Type: Request
© Set Transition
Policy is applied based on changes in Set membership and independent of the request.

Disabled

Select this item to create the policy
rule in an initially disabled state.

[ Policy is disabled

' Create Management Policy Rule
General | Requestors and Operations | Target Resources | Policy Workfiows | Summary

Requestors O Specific Set of Requestors

Define who this rule applies to. Requestor is defined as the following user st

Select Relative to Resource | Manager.

@ Relative to Resource
Select the attribute of resource that defines valid requestors.
Manager v =l

Check the boxes Modify a single-valued attribute
and Grants permission.

Operation [ Create resource [] Add a value to a multivalued attribute

Define what operation types this rule [[] Delete resource [[] Remove a value from a multivalued attribute.

applies to. [] Read resource W] Modify a single-valued attribute

Permissions.

Select if this rule will grant permission

to request the operation defined in this ] Grants permission

rule. Do not select this check bex if you
want to only define workflows for the
operation.
| Create Management Policy Rule x|
[Generol | Requestors and Opertions | Target Resources | Policy Werkflows. | Summry | 4@

More information

Target Resource Definition Before Request

AR users v &
Define the set the target resource must
belong to before the tequest i
ocasced, This apalis anly to Read,
Fioxdity and Delete operation types:
Target Resource Definition After Request
! > @

Define the set the target resource must
belong to after the request is processed
This applies only to Madify and Create
operation types,

Use the set _All HR users.

Resource Aurbutes © All Attributes

Select the target resurce attributes for Rule applies to all attributes of the resource
this rule,

Use Select specifics attributes and enter the
attributes Employee Type, Mobile Phone, Office
Phone and Photo.

@® Select specific attributes

Rule applies to selected atributes

s : Mobile Phane: Office Phon; |+ =,
Shota]

* Requires input

< Back Net> | ish Cancel
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3.12.15 Allow a user to read attributes of his own user account

The Management Policy Rule User management: Users can read attributes of their own allows a user to read
his attributes. You must define the list of attributes based on your attributes rules.

_User management: Users can read attributes of their own

General

Requestors and Operations \ Target Resources |

Display Name _User management: Users can read attributes of their own

Description User management: Users can read attributes of their own N UnCheck the bOX Disab/ed.

Type
Select the type of this management
policy rule

Request

Disabled
Indicates if this policy rule is disabled.

[ Policy is disabled

_User management: Users can read attributes of their own

General | Requestors and Operations

Target Resources |

Requestors ©) Specific Set of Requestors
Define who this rle applics o Requestor is defined as the following user set.
@ Relative to Resource
Selact the attribute of resource that defines valid requestors, L .
et all default settings.

Resource ID v & g
Operation [ Create resource ] Add a value to a multivalued attribute
Define what operation types this rle [ Delete resource. [] Remove a value from a multivalued attribute
applies to, ] Read resource  [] Madify a single-valued attribute
Permissions

Select if this rule will grant permission -
to request the operation defined in this ] Grants permission
rule. Do not select this check box if you

want to only define workflows for the

operation.

_User management: Users can read attributes of their own

General | Requestors and Operations. | Target Resources |

Add the following values in the fields select specifics
Target Resource Definition Before Request attributes.

Define the set the target resource must | AALActive People SR Global_ID; Last Name; First Name;E-mail; E-mail

belong to before the request is

o pede Al Alias; Display Name;Employee Id;Employee Type;
Resource Attributes O Al Attributes AccountName; Company; department; Job Title;
Select the target resource stibutes for _ Rule applesto ol atributes of the resource Manager;Address; Postal Code; City; Country; Mobile
“ @ Select specific attributes .
Rule applies to selected attributes Phone; Office Phone; Photo; Employee End

Date;Employee Start date; Type; Domain

Employee Type: Photo: Type;Global_ID v
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3.12.16 Allow user to modify attributes of his own user account

User could change his office phone, his mobile phone and his photo (with approval if Type is equal to Cadre
dirigeant).

_ User management: Users can modify attributes of their own

Requestors and Operations | Target Resources | Policy Workfiaws |

General

Display Name _ User management: Users can modify attributes of their own .
Display Name: _ User management: Users can
Desereion ~ modify attributes of their own
v
— ) Type: Request
Select the type of this management nequest
policy rule.
Disabled [ Policy is disabled
Indicates if this policy rule is disabled. r
|_ User management: Users can modify attril of their own
Generl | Regquestors and Operaticns | Target Resources | Policy Workfiows |
Requestors ) Specific Set of Requestors
Define who this rule applies to. Requestor is defined as the following user set.
. Select the Relative to Resource.
® Relative to Resource .
Select the attribute of resource that defines valid requestors. Use the attribute ResourcelD.
Resource ID v =l
Check the boxes Modify a single-valued attribute
Operation [] Create resource [] Add a value to a multivalued sttribute

Define what operation types this le ] Delete resource [] Remove a value from a multivalued stiribute and Grant permissions.

applies to [] Read resource ] Modify a single-valued attribute

Permissions
Select if this rule will grant permission -
to request the operation defined in this ] Grants permission
rule. Do not select this check box if you

want to only define workflows for the

operation.

_ User management: Users can modify attributes of their own

General | Requestors and Operations | Target Resources | Policy Workfiows |

Target Resource Definition Before Request

i
=l

Al HR v
Define the set the target resource must |~ oo
belong to before the request is
processed. T appies cnl to Read

odify and Delete operation types. Use the set _All HR users.

Target Resource Definition After Request

All HR v B
Define thesetthe targat rasource mst e . )
elong to after the request is processed. .
This applies only to Modify and Create Add the followi ng attri butes:
operation types. . .
Mobile Phone, Office Phone, Photo.

Resource Attributes O All Attributes 4 ’
Select the target resource attributes for Rule applies to all attributes of the resource
this rule. @® Select specific attributes

Rule applies to selected attributes

Mobile Bhone: Office Phone: Photo v b
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3.12.17 Allow users to read attributes of other users

You need to enable and reconfigure the Management Policy rule.
_User management: Users can read selected attributes of other users

| _User Users can read sel d attri of other users
General | Requestors and Operations ‘ Target Resources | Dlsplay Name: _User management: Users can read
Disploy ame selected attributes of other users

_User management: Users can read selected attributes of ather

Description ;Sr?err"l,‘l?:swmem: Users can read selected attributes of N . . .
9 We have renamed existing management policy rule.
S et maagemers Type: Request
S e
Disabled [] Policy is disabled

Indicates if this policy rule is disabled.

_User management: Users can read selected attributes of othei

General | Requestors and Operations

Target Resources |

'imues‘ws ® Specific Set of Requestors

Define who this rule applies to. Requestor is defined as the following user set.

i
=

All Active People v

(O Relative to Resource

Select the attribute of resource that defines valid requestors.

Let default settings.

Cl’PE'ﬂﬁD" [ Create resource [] Add a value te a multivalued attribute
Define what operation types this rule [] Delete resource [[] Remove a value from a multivalued attribute
applies to. ] Read resource || Modify a single-valued attribute
Permissions

Select f this rule will grant permission .
to request the operation defined in this [¥] Grants permission
rule. Do not select this check box if you

want to only define workflows for the

operation.

Default setting is:
] Display Name; Resource ID; Resource Type; Account
Hmer management: sfrf(?"rer selected ath ofotherusers \ame; Address; City; Company; Cost Center; Cost
Center Name; Country/Region; Department; Domain;

Target Resource Definition Before Request

ettt e e | ALPEBE v o Domain Configuration; E-mail; First Name; Job Title;
belong to before the request is . . .
prossben i ool et Last Name; E-mail Alias; Manager; Middle Name;
ez s O Al Atibutes Mobile Phone; Time Zone
Select the target resource attributes for Rule applies to all attributes of the resource
thisrule. @ Select specific attributes

Rule applies to selected attributes o Add the fO”OWing attribute

Employee ID: Emplayee Start Date:

Enploves Tvoe Ofee Prons oty 8 Global_ID;Employee Id;Employee Type;Address;
Postal Code; City; Country; Mobile Phone; Office
Phone; Photo; Employee End Date,Employee Start
date; Type; Domain
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3.12.18 Allow a manager to create his reports

We delegate the permission to manager to add user only if the requestor is the manager of the target user.
No workflow is used with this management policy rule.

can create his report
General | Requestors and Operations | Target Resources | Palicy Workflows

_Manag_er can create his report

General | Requestors and Operations | Target Resurces | Policy Workflows

Display Name ; Requestors O Specific Set of Requestors
_Manager can create his report ) )
Define who this rule 2pplies o Requestor s defined a5 the following user set.
Description
~ .
@) Relative to Resource
v

Select the attribute of resource that defines valid requestors.

Manager
Type [
SeII_Ect lh‘E type of this management :
peey Operation ] Create resource [ Add a value to a multivalued attribute
Disabled [ Policy is disabled Define what operation types this rule [ Delete resource [] Remove a value from a multivalued attribute
Indicates if this policy rule is disabled. applies to. [ Read resource  [] Moy a single-valued attribute
Permissions
Select if this rule will grant permission .
to request the operation defined in this ] Grants permission
rule. Do not select this check box if you
want to only define workflows for the
operation.
'—Manager can create his report | _Manager can create his report

[ General | Requestors and Operations | Target Resources | Policy Workfiows

| General | Requestors and Operations | Target Resources | Policy Workflows L

Target Resource Definition After Request

AlLHR ' - .
Define the set the target resource must £ Authent|cat|0n Work‘ﬂows
belong to after the request is processed.
This applies only to Modify and Create
operation types.
Rescurce Attibutes @ All Attributes
Select the target resource attributes for Rule applies to all attributes of the resource
this rule. O Select specific attributes — e

Rule applies to selected atiributes
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3.13 CONFIGURE PROVISIONNING

= Options .
Metaverse Rules Extension
™ Enable metaverse niles extension
Rules extension name:
-
-
| = Go to Tools | Options in the MIIS.EXE console (MIM
Synchronization Rule Settings . H H
[V Enable Synchronization Rule Provisioning 2016 SynCh ron |Zat|0n SerVICe) :
Global Rules Extension Settings
I™ Unload extension f the duration of @ single operation exceeds: |60 —| seconds Check the box Enable Synchronizgtion Rules
_ Fest | Provisionning.
WHMI F i
Save last m password change/set event details
Password Synchronization
[™ Enable Password Synchronization
0K | Cancel Help

3.14 CONFIGURE DEPROVISIONNING FOR USER

A management policy rule named AD-DELETE-USERS will start a workflow which will remove the ERE AD-
USERS-OUT if the user enters in the set _All users 365 days.

Synchronization Rule AD-USER-OUT

Relationship Criteria

$

Add Condition
Global_ID 2

When an ERE is removed, this generate a disconnect
in the AD management agent Connector space.

litemstotal Page[ 1 of1

wic m
E Deprovisioning [ Disconnect FIM resource from external system resource when this Synchronization Rule is
- ' v Synchronization Service Manager on POCMIM
[l Comntrs 1] Mgt Agris | o Mo Do {8 Mot Sy 4 b
e s
ﬂ::w— E = Configure Object Deletion Rule m
k Neres Ot [T You can configure how the object is delete in the
S Metaverse.
r = The selected option explain that the object is
. s deleted from the Metaverse when the object is
disconnected from the last connector. If the object is
still connected to MIM portal, the object will be
) removed even so.
= e
B B =

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

Comaers et ety s | S bl fapen o ot s s e e v
Corfigure Directory Patitons when the joined metaverse object is deleted
Corfigure Provisioning Hierarchy
Select Object Types D Option
Select Atributes " Make them disconnectors . L. )
Conbure Cornestor ier - In the tab Configure Deprovisionning of the AD
Corfigure Join and Projection Rules [ P E T S TR R .
Confiure fertute Fow Y S Management Agent, you have also a setting which
P Corfigure Deprovisioning . . . .
ol s " Detemine wih s arension [y explains that you perform a deletion in Active
Directory at the next Export when the Metaverse
[~ Do not recall attibutes contrbuted by objects from this management agent

when disconnected.

object is disconnected (deleted).

ok | cancal | Hep |

Fropetes S d e st
Connect to Database o th e SLIU
Confgure Columns when the joined metaverse object is delsted.

Canfigure Connector Fiter

Corfigure Join and Prajection Rules E e

Configure Attributs Flow " Make them disconnectors

Configure Deprovisioning
Configure Extensions " Make them explicit disconnectors

% Stage a delete on the object for the next export un

€ Detemine with a nules extension

1~ Do not recall attnbuies coninbued by objecis from this management agent
when disconnected

The same setting has been defined on the HR and
MIM management agents.

oK | Cancdl | Hep |

Fropertes Specify what should happen to connector space objects
Connect to Database e by cither a P e
Select Object Types when the joined metaverse object is deleted.

Select Attibutes

Corfigure Connector Fiter D ing Options

Corfigure Object Type Mappings
Corfigure Attribute Flow
L3 Corfigure Deprovisioning
Corfigure Extensions

" Make them disconnectors

™ Make them explicit disconnectors

¥ Stage a delete on the object for the next export run

 Determin with a nles extersion
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3.15 CONFIGURE RULES PRECEDENCE FOR USER CLASS (METAVERSE SCHEMA)

Perform a full import then a full synchronization only the MIM Management agent to import all
synchronization rules from the MIM service to the MIM synchronization rules.

Rule precedence allows to define priority to update value of a Metaverse attribute when multiples
management agents could perform changes on this attribute.

File Tools Actions Help

opgaﬁm. 13 Management Agerts Wl Metave:

Scope by Object Type: synchronization Fule vl

Atibute | Operstor | Vak
)

Retrieved 5 of 5matching reconrds
SearchResuts

displayMame I

HROUT

AD-USERS-IN

AD-USEROUT

File Took Actions Help

&l vemtons {3 Managemert Agerts .gh.mhmu  Metivess Seach ) dorer

' Configure Object Del..
person 4 Copy Object Type

EE
2| 2 Add Attribute
2 Remove Attribute
|| 2 Edin Amibane
|| 34 Configure Attribuste...

EEEEEEEEEEEEEEEiEEEEEE
EEQ‘EEEEEEEEEEEFiEEEEE%

PSRN IR py

Destination attribute: person : email

Select an import flow below and use arrows to change the precedence order for this metaverse atiribute.

| Order | Management Agert ‘ Object Type ‘ Source Aftribute(s) | Mapping Type | ‘I?l
2 MIM Person Email Direct !Ll
[T Use manual precedence
™ Use equal precedence

0K | Cancel Help |4

All the synchronization rules must appear.

Configure rules precedence for the user class.
Go to the tab Metaverse Designer. Select the class

person then click on Configure Attribute Rules
Precedence.

Active Directory is authoritative for attribute Email.
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Destination attribute: person : accountame

Selectan import d to change th arder for this ibute.

| Management Agent ana Type Source M.nbutgg Mapping Ty _fl
AD sAMAccauntliame SR Drec _l»l

MIM portal is authoritative for the attribute
displayName and accountName.

T Use manual precedence

I™ Use equal precedence

Destination attribute: person : SIAMID

Select an import flow below and 1o change the order for this attribute.
MHMIMLJMUML[i 1|

I-

2 extensionAttribute 15 sn Direct il

3 MIM Psson Glebal_ID Direct

HR is authoritative on all other attributes like
Global_ID.

I Use manual precedence

I Use equal precedence
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3.16 CONFIGURE RULES PRECEDENCE FOR GROUP CLASS (METAVERSE
SCHEMA)

Synchronization Service Manager on POCMIM

e Ee= oomn
detectedFiieErtry

organizaton - Order | Mensgemert Agerd | Obyedt Type Source Aabutelz) | Macpng Trpe 1

ooy, ) ) mmber SR Orect x|

e You must configure equal precedence for all group
ol

attributes managed via the MIM 2016 portal and via
Active Directory like member, displayName.

T;Mnﬂmﬁmm

Hi

§

i
FETTTEEfEEEESEFIFTEE

FEFEFFT

mesbenhiAddWaridon
mambarsbind s
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3.17 CONFIGURE RESOURCE CONTROL DISPLAY CONFIGURATION

We need to configure the following fields as mandatory in the New user form: First Name, Last Name,
Company, Employee ID, Employee Type and Global_ID.
To perform this action, we will use RCDC (Resource Control Display Configuration).

You can customize creation, editing and viewing form of each object type with resource Control Display
Configuration as explained here:

https://social.technet.microsoft.com/wiki/contents/articles/24421 .forefront-identity-manager-rcdc-regular-
expression.aspx
https://social.technet.microsoft.com/Forums/en-US/4ec97bd5-c8bc-4c8c-bedb-8773c620355f/fim-2010r2-
regular-expression-restrictions-for-dropdown-list?forum=ilm2

You can generate REGEX with this website https://regex101.com/

@\@ hitps // pocmim.pocmiam.intra/dentity I aspx/configuration/configur SO

File Edit View Favorites Tools Help

Microsoft Identity Manager

Home Administration

Distribution Groups (DGs)

My DGs
« Unlock Users
gy R L T S T « Schema Management
« Search Scopes
Security Groups (565)

« Workflows
My 56 - Marogement oy s Go to Administration | Resource Control Display
My SG Memberships Lo . .
« Synchronization Rules Conf/gurat/ons.
= o All Resources

« Regource Control Display Ci

My Profile

Ht_Je Page Resources
AT e « Navigation Bar Resources
Registration

« Portal Cenfiguration
« Domain Configurations

Management Policy Rules
« Filter Permissions

Workflows « Email Templates
Sets

Requests & Approvals
Maniage My Requests
Approve Requests

Search Requests

Privileged Access

Resource Control Display Configuration

2

Enter *user* in the Search field.

Tasget Resouree Type Applies o Create Applies to £kt
. L

Configuration for User Creation

Basic | Localization |

Click on Export configuration link to backup the

Display Name Configuration for User ¢ RCDC configuration.

Target Resource Type

) person D load the fil

Which resource type this configuration ownloa efie

B —— http://msreport.free.fr/articles/User-Creation
= Click here to view the value of this attribute

It is a configurationData type. [ Browse... | Clear V7.xml

Configuration Data Export cofiguration

It s configurationData type. & Import the new RCDC (browse button).

Applies to Creste
The configuration applies to create ¥
mode of the target resource type C“Ck on Submlt

Applies to Edit

The configuration applies to edit mode a

of the target resource type .

rppies 2 view Restart IIS with the command IISRESET.
m

The configuration applies to view
mode of the target resource type

In this example, we will define the rule on the RCDC and not in the attributes or binding to avoid applying
this rule on all MIM 2016 forms.

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog
https://social.technet.microsoft.com/wiki/contents/articles/24421.forefront-identity-manager-rcdc-regular-expression.aspx
https://social.technet.microsoft.com/wiki/contents/articles/24421.forefront-identity-manager-rcdc-regular-expression.aspx
https://social.technet.microsoft.com/Forums/en-US/4ec97bd5-c8bc-4c8c-be4b-8773c620355f/fim-2010r2-regular-expression-restrictions-for-dropdown-list?forum=ilm2
https://social.technet.microsoft.com/Forums/en-US/4ec97bd5-c8bc-4c8c-be4b-8773c620355f/fim-2010r2-regular-expression-restrictions-for-dropdown-list?forum=ilm2
https://regex101.com/
http://msreport.free.fr/articles/User-Creation%20V7.xm
http://msreport.free.fr/articles/User-Creation%20V7.xm

You can define attribute format from the schema, but the validation field has a limit of 128 characters (the
workaround is to edit the proper attribute in advance mode).

For specific attribute, we prefer to define rule only a specific form.

That’s why we will define the format directly on the RCDC.

For Global_ID: A[S][0-9]{9}[E][0-9]{9}5

For EmployeelD: A[H][R][S][0-9]{9}[E][0-9]{9}S

For Company attribute, we must choose a value from this list: ENTITY1, ENTITY2, and ENTITY3

Each tab of the form is a tag named <My:Grouping>

Each field of a form is a tag named <My:control>

To define Global_ID and Employee ID, we will use a regex directly in the RCDC.

<my:Control my:Name="Global_ID" my:TypeName="UocTextBox" my:Caption="{Binding Source=schema,
Path=Global_ID.DisplayName}" my:Description="">

<my:Properties>

<my:Property my:Name="Required" my:Value="true"/>

<my:Property my:Name="Columns" my:Value="34"/>

<my:Property my:Name="MaxLength" my:Value="20"/>

<my:Property my:Name="Text" my:Value="{Binding Source=object, Path=Global_ID, Mode=TwoWay}"/>
<my:Property my:Name="RegularExpression" my:Value="[S][0-9]{9}[E][0-9]{9}S"/>

</my:Properties>

</my:Control>

For the company attribute, we will define the list of values directly on the RCDC.
http://www.wapshere.com/missmiis/listing-choices-in-rcdc-dropdowns
https://social.technet.microsoft.com/wiki/contents/articles/24421.forefront-identity-manager-rcdc-regular-
expression.aspx

It’s not possible to use Constant specifier because the synchronization engine doesn’nt have access to this
information and could not translate the regex.
https://social.technet.microsoft.com/Forums/en-US/4ec97bd5-c8bc-4c8c-bedb-8773¢620355f/fim-2010r2-
regular-expression-restrictions-for-dropdown-list?forum=ilm2

Enter the following information in the RCDC.

<my:Control my:Name="Company" my:TypeName="UocDropDownlList" my:Caption="{Binding
Source=schema, Path=Company.DisplayName}" my:Description="">

<my:Options>

<my:Option my:Value="ENTITY1" my:Caption="ENTITY1" my:Hint="ENTITY1"/>

<my:Option my:Value="ENTITY2" my:Caption="ENTITY2" my:Hint="ENTITY2"/>

<my:Option my:Value="ENTITY3" my:Caption="ENTITY3" my:Hint="ENTITY3"/>

<my:Option my:Value="ENTITY1" my:Caption="ENTITY1" my:Hint="ENTITY1"/>

<my:Option my:Value="ENTITY2" my:Caption="ENTITY2" my:Hint="ENTITY2"/>

<my:Option my:Value="ENTITY3" my:Caption="ENTITY3" my:Hint="ENTITY3"/>

<my:Option my:Value="ENTITY1" my:Caption="ENTITY1" my:Hint="ENTITY1"/>

<my:Option my:Value="ENTITY3" my:Caption="ENTITY3" my:Hint="ENTITY3"/>

</my:Options>

<my:Properties>

<my:Property my:Name="Required" my:Value="true"/>

<my:Property my:Name="ValuePath" my:Value="Value"/>

<my:Property my:Name="CaptionPath" my:Value="Caption"/>

<my:Property my:Name="HintPath" my:Value="Hint"/>

<my:Property my:Name="ItemSource" my:Value="Custom"/>

<my:Property my:Name="SelectedValue" my:Value="{Binding Source=object, Path=Company,
Mode=TwoWay}"/>

</my:Properties>

</my:Control>

Perform the same thing for the edit form with the following file.
You can download the file http://msreport.free.fr/articles/User-Editing-V7.xml.
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3.18 BACKUP THE POC ENVIRONMENT

Lo Import-Users.sql - POC
File Edit View Project Debug Tools Window Hel
P~ - (5 e @ | o NewQuery [T oy 15 5
2#]’_{;{|HF‘ |?Execute 2

Object Explorer > b x

Connect~ 3 4 m 7 7] 3
=] LB POCMIM\MIM (SOL Server 11.0.6020 - POCMIAM\s|
3 Databases

= 3 Security
3 Logins 3 . .
£3 Server Roles A backup of the 4 virtual machines is performed every day at 3
[ Credentials AM. You could also perform a manual backup of SQL Server
23 Cryptographic Providers
3 Audits databases of POCMIM.
L3 Server Audit Specifications
3 Server Objects .
(3 Replication Start SQL Server Management Studio.
g :‘;WEV‘O” H'f'”“"a"ab"'t-"’ Go to Management | Maintenances Plans and right click on
anagemen .
2t Policy Management Backup then click on Execute.

.E Data Collection
@ Resource Governer
[ﬁ Extended Events
= 3 Maintenance Plans

] Bsckug
[ SOLS Mew Maintenance Plan...
Lﬁ Datab Maintenance Plan Wizard
oy Distrit

[ Legac View History
3 Integratio Modify
[F saL serve Executh

Database Properties - FIMService =0
Tsont - Qren
o e . Torestore the MIM Synchronization service,
e = © | https://technet.microsoft.com/en-us/library/fim-service-backup-

P and-restore-fim-2010-backup-and-restore-guide(v=ws.10).aspx

You must also enable again the broker on the FIMService

database.
;,_::m . —— https://social.technet.microsoft.com/wiki/contents/articles/16834
Z';”;m ) :":“‘::‘:’ = N fim-troubleshooting-the-sqgl-server-service-broker-must-be-
—_ F— — | enabled-on-the-forefront-identity-manager-service-database.aspx
¥

The following error appears if you don’t enable the brocker service.
Log Name:  Forefront Identity Manager

Source: Microsoft.ResourceManagement
Date: 05/02/2017 16:39:32

EventID: 3

Task Category: None

Level: Error

Keywords:  Classic

User: N/A

Computer:  POCMIM.msexp76.intra
Description:

Microsoft.ResourceManagement.Service: System.InvalidOperationException: The SQL Server Service Broker
must be enabled on the Forefront Identity Manager Service database. Refer to the documentation of the SQL
Server Service Broker, or the Transact-SQL ALTER DATABASE statement, for instructions on how to enable it.

at Microsoft.ResourceManagement.Data.DataAccess.ValidateConnectionString(String connectionString,
Boolean validateBroker)

at Microsoft.ResourceManagement.Data.DatabaseConnection.lnitializePrimaryStoreConnectionString()

at Microsoft.ResourceManagement.Data.DatabaseConnection.get_ConnectionString()

at Microsoft.ResourceManagement.Data.DatabaseConnection.Open(DataStore store)
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https://social.technet.microsoft.com/wiki/contents/articles/16834.fim-troubleshooting-the-sql-server-service-broker-must-be-enabled-on-the-forefront-identity-manager-service-database.aspx
https://social.technet.microsoft.com/wiki/contents/articles/16834.fim-troubleshooting-the-sql-server-service-broker-must-be-enabled-on-the-forefront-identity-manager-service-database.aspx

at Microsoft.ResourceManagement.Data.TransactionAndConnectionScope..ctor(Boolean
createTransaction, IsolationLevel isolationLevel, DataStore dataStore)

at Microsoft.ResourceManagement.Data.TransactionAndConnectionScope..ctor(Boolean
createTransaction)

at Microsoft.ResourceManagement.Data.DataAccess.GetDatabaseVersion(Int32& databaseVersion,
String& databaseBinaryVersion)

at Microsoft.ResourceManagement.Service.PlatformBasics.CheckDatabaseVersion()

at Microsoft.ResourceManagement.Service.PlatformBasics.Initialize(Boolean isService)

at Microsoft.ResourceManagement.Service.Application.CreatePlatformBasics(Boolean initialize, Boolean
isService)

at Microsoft.ResourceManagement.Service.Application.Start()

3.19 DATABASE SIZE

MIM Service database will generate lots of log file.
To avoid this, go to the properties of the SQL Server database named F/IMService.
Go to the tab Options then select Simple for Recovery model.

Selectapage .
o Genera 8 Seipt ~ [ Help
17 Files
ﬁ’ Filegroups Collation: |Latin1_GenemI_1DD_CI_ﬁS W |
Eorics] | _
ﬁ' Change Tracking Recovery model: |S|mp|e ] |
ﬁ’ Permissions Compatibility level: |SQL Server 2008 (100) Y] |
%7 Extended Properties ) _
ﬁ' Mimoring Containment type: | Mone Y] |
|2 Transaction Log Shipping Cther options:
=
Auto Shrink False ~
Auto Update Statistics True
Auto Update Statistics Asynchronoushy False
4 Containment
Default Fulttext Language LCID 1033 =
Default Language English
MNested Triggers Enabled True
Transform Noise Words False
Two Digit Year Cutoff 2049
Connection 4 Cursor
Server: Close Cursor on Commit Enabled False
FOCMIM\MIM Defautt Cursor LOCAL
4 FILESTREAM
Eoorgmarl:svcmiminstall FILESTREAM Directory Name
FILESTREAM MNon-Transacted Access Off
_‘!j View connection properties 4 Miscellanecus
Allow Snapshot Isolation False
L
P ANSI ML Nefank T
Allow Snapshot Isolation
Ready

Create also a task which will save the database then remove the log (maintenance plans).
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3.20 MIM PORTAL CUSTOMIZATION
3.20.1 MIM Portal components

MIM Portal is made of several components that can be configured through the Ul.

Microsoft |dentity Manager

Banner and Logo

I’ Huoame: '\'

Distribution Groups [DGs)

Security Groups {56s)

Mamagement Pobicy Rubes

Revuiests & Approvals

Privileged Acoess
[ —

Advanistratasn

Nawgatlon
" Bar

Welcome, administrator |Search Scope — P

Distribution Groups (DGs)

Create a new DG

Seem

y DG

nage my DGs

£3=§

nemberchips

Jain a DG

Security Groups (5Gs)

Lrgate a new ol = iy S0
& Manage my 555 memhberthips
- "l\_l et

See G
gmb

Users, Profiles, and Passwords

Edit my prafile Register for

f%

Requests

Approve req

reset

wests See requests 've made

Home Page Center F{egij

Home Page
Right Region

v

\| Computers /

The Banner and Logo appear at the top of each MIM Portal page.
You can set them in the Portal Configuration resource. There is only one Portal Configuration resource for each
MIM deployment. It also contains other MIM Portal global settings, such as cache duration.

The Navigation Bar is the vertical menu on the left side of the MIM Portal. The Navigation Bar helps the user
move among various self-service and information technology professional (IT pro) tasks. The list consists of
selected Navigation Bar resources. Each item in the list points to a unique URL.

Search scopes appear on the upper right area of each MIM Portal page. A search scope includes a search input
box and a search scope drop-down list. The search scope is critical for controlling what appears in a page list
view, that is, the main area of a portal page where resources are listed. For example, the search scope All
Distribution Groups (DGs) displays all the DGs in the system, while the search scope My Distribution Groups
(DGs) displays only the DGs for which the requesting user is an owner. Users can enter their search string in the
search input box and click the search icon beside the box to look for matches within the search scope that is
defined in the drop-down box. Each entry in the search scope drop-down box maps to a Search Scope resource.
IT pros can define the behavior of different search scopes and show different search scopes on different MIM
pages by creating and modifying a Search Scope resource.
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3.20.2 Navigation bar configuration

Navigation Bar Resource

MiCFOSOf‘t |dE § Search for: Search within:
4 £ | | All Navigation Bar Resources >
r\ Mew Advanced Search ¥
Distribution Groups (DGs) [T Display Name = Description Parent Order Order Navigation Url
[T Administration 6 0 ~/TdentityManagement/aspx/configuration/configurationSettings.aspx
[T Approve Requests 5 2 ~/TdentityManagement/aspx/requests/MyApprovals.aspx
Seiie f r Authenti.caticn Workflow 3 3 ~{IdentityManagement/aspx/authn/AuthNWFUserRegistration.aspx
Registration
[ Distribution Groups (DGs) 1 0 ~/IdentityManagement/aspx/groups/DLs.aspx
[T Home 0 0 ~/TdentityManagement/default.aspx
- [T Manage My Requests 5 1 ~/TdentityManagement/aspx/requests/MyRequests.aspx
7 Management Policy Rules 4 0 ~/IdentityManagement/aspx/policy/AllPolicies.aspx
[T My DG Memberships 1 2 ~/TdentityManagement/aspx/groups/MyDLMemberships.aspx
B T MyDGs 1 1 ~/TdentityManagement/aspx/groups/MyDLs.aspx
T My Profile 3 1 ~/IdentityManagement/aspx/users/EditPerson.aspx
7 My 56 Memberships 2 2 ~/TdentityManagement/aspx/groups/MyMemberships.aspx
s [ MySGs 2 1 ~/TdentityManagement/
) [T Requests & Approvals 5 Q ~/TdentityManagement/aspx/ s.aspx?previous=RequestApproval
[T Search Requests 5 3 ~/IdentityManagement/ sts/SearchRequests.aspx
[T Security Groups (SGs) 2 0 ~/TdentityManagement/aspx/ s/Groups.aspx
:Iivul.t?r:?:u‘rm\ [T Sets 4 2 ~/IdentityManagement/ lISets.aspx
[ Users 3 0 ~/IdentityManagement/aspx/users/Users.aspx
T Workflows 4 1 ~/TdentityManagement/aspx/process/AllProcesses.aspx
Adwinistration
Sates

Each entry in the Navigation Bar has a corresponding Navigation Bar resource that you can use to customize.
You can customize the following attributes in a navigation bar resource:

» Display Name
This is the displayed label of the Navigation Bar resource. This attribute is mandatory, and it takes a string of up
to 448 characters, inclusive

» Description

This attribute is a field where Portal Administrators can enter comments on the Navigation Bar resource. It
does not appear anywhere else in the portal other than in the detail view of a Navigation Bar resource. This
attribute is optional. It takes a string of up to 448 characters, inclusive

> Navigation URL

IT pros can use this field to specify the URL of the target page. This URL must be unique among all Navigation
Bar resources. If it is a duplicate of another Navigation Bar Resource, neither Navigation Bar resource will
appear in the Navigation Bar. This field does not support new pop-up URLs, and will not appear in the
Navigation Bar if a pop-up URL is used. It supports only relative URLs, such as
~/identitymanagement/default.aspx

» Usage Keyword (optional)
Used to customize which set of users can see a given Navigation Bar resource

» Resource Count (optional):
An XPath expression that shows the count of matches the XPath expression satisfies

Arrange Navigation Bar Resource Positions

» Parent Order

There are two levels of order in Navigation Bar. Navigation Bar resources in the first-level order appear as
section titles, bold and indented towards the left

Parent Order determines which first-level Navigation Bar resource the current Navigation Bar resource appears
under. The lower the Parent Order, the higher in the Navigation Bar the resource appears
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Zero is reserved for out-of-box Home Navigation Bar resources and cannot be reused for other Navigation Bar
resources. Microsoft recommends that you leave some room between the numbers so that new Navigation Bar
resources can be created between existing resources.

» Order

Order determines where a Navigation Bar resource will be placed under the first-level Navigation Bar resource.
The lower the Order, the higher in the section it appears

Zero means that the Navigation Bar resource is a first-level Navigation Bar resource. Microsoft recommend that
you leave some room between the numbers so that new Navigation Bar resources can be created between
existing resources

When a language pack is installed, users can customize how Navigation Bar resources are localized via the
Localization tab of the Navigation Bar resource. This tab consists of the following settings:
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3.20.3 Home Page configuration

Home Page Resource

; Search for: Search within:

. h) 2 IAII Home Page Resourcesj
Mew Advanced Search ¥
[T Display Name = Description Region Parent Order Order MNavigation Url = |

About Forefront . - ;
r Identity Manager 3 3 0 javascriptILM2AboutWindow()
[T Administration 3 1 0 ~ldentityManagement/aspx/configuration/configurationSettings.aspx
[T All Resources 2 1 10 ~/TdentityManagement/aspx/customized/AllCustomized Object Types.aspx
[T Approve requests 1 4 1 ~/TdentityManagement/aspx/requests/MyApprovals.aspx
[ Create anew DG 1 1 1 javascript:PopupPage("/IdentityManagement/aspi/groups/CreateDistributionList.aspx");
[T Create a new SG 1 2 1 javascriptPopupPage("/IdentityManagement/aspx/groups/CreateSecurityGroup.aspx"); —
Distribution
Groups (DGs)
provide an easy
way to send
Distribution =mail to 2
r group of users, 1 1 0 ~/ldentityManagement/aspx/groups/AllDLs.aspx
Groups (DGs)
When you send
email to a DG,
the email will be
delivered to all
its members.
r Domain 4 1 50 ~(ldentityManagement/aspx/customized/Customized Objects.aspx?
Configurations type=DomainConfiguration&display=Domain+Configurations
[T Edit my profile 1 3 1 javascript:PopupPage("/IdentityManagement/aspx/users/EditPerson.aspx");
. ~/IdentityManagement/aspx/customized/Customized Objects.aspx?
m] e 4 ! 70 type=EmailTemplatefdisplay=Email+ Templates
™ Filter Darmiccinne n 1 an ~/ldentityManagement/aspx/customized/Customized Objects.aspx? ﬂ

Home Page items are dynamically controlled by Management Policy Rules. Each entry on the Home Page has a
corresponding customizable Home Page resource.

Home Page Ul is divided into three regions:

» Center

» Right

» Administration

Position of each item is controlled by Parent Grouping and Order attributes within a given Region.

More details are available in this article Understanding Configuring and Customizing the FIIM Portal
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3.20.4 CSS customization

customize the Ul look and feel.
The style sheet located in C:\Program Files\Common Files\Microsoft Shared\web server

customized to match the company web sites branding.

MIM portal, as a SharePoint solution, can also be leveraging SharePoint themes and CSS style sheet to
The colors, layout and spacing of MIM Portal items can be changed by editing the FIM.CSS style sheet.

extensions\<12,14,16 depending on SharePoint Version>\TEMPLATE\LAYOUTS\1033\fim.css can be

Default CSS

template Microsoft Identity Manager
flome . Search for:
Welcome, administrator
Distribution Groups (DGs)
My DGs

My DG Memberships

Distribution Groups (DGs)

Security Groups (SGs) & » Create anew DG  SeemyDG
HIEES = » Manage my DGs memberships
My SG Memberships ——] » Join a DG

Distribution Groups (DGs) provide an easy way to send email to a
group of users. When you send email to a DG, the email will be

Users - :
delivered to all its members.

My Profile

Authentication Workflow

Registation Security Groups (SGs)
Manag t Policy Rules » Create a new 5G ) Seemy SG_
g ¢ » Manage my SGs memberships
e 3 » JoinaSG
Tn b Security groups (5Gs) are used to secure network resources.
When permissions to a resource are assigned to a 5G, all
Requests & Approvals members of the group can access that resource.

Manage My Requests
Users, Profiles, and Passwords

Approve Requests

Search Reguests

» Edit my profile ,. Register for password

o reset
Privileged Access -
Management ) Profiles allow you to see information about users in your
crganization. You can also update certain information in your
RARIECEY profile, such as your phone number. or register to reset your
PAM Requests password.
Administration
Requests
Sites ! » Approve requests » See requests I've made
X See requests you've made, or approve requests that others have
Computers

made to you.

contosolAdministrator | Site Actions @

Search within:

2| Al Users

& Administration

» Unlock Users

« Schema Management

« Search Scopes

» Workflows

« Management Policy Rules

» Sets

« Synchronization Rules

= All Resources

 Resource Control Display
Canfigurations

« Home Page Resources

« Navigation 8ar Resources

@ Help

@ About Forefront Identity

Manager

Customized CSS

° & hitp//mimportal contoso Jocal IdentityMansgement) O « € | [ Microsoft Identity Manager %

template

All the relevant information to edit and customize the CSS style sheet are available in this article Introduction

to Configuring and Customizing the FIM Portal
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4 USE CASES (STEP BY STEP)
4.1 PROVISION NEW USERS

4.1.1 Global overview

Description:
Create a new user in the HR database.

Success criteria (after one hour):

User has an Active Directory user account and an Exchange 2013 mailbox.

User is created on MIM 2016 portal.

The SamAccountName must be generated based on these rules (the second rule is applied only in case of
conflict).

FirstName + “.” + LastName

FirstName + “.” + LastName + “-“ + random value

If EmployeeType is equal to External, DisplayName is updated based on this rule:

Last name + space + first name + -external

Else

Last name + space + first name

An Exchange 2013 mailbox is created on POCEXCH1.

The target database is determined based on the value of the HR entity (D/VISION attribute).

User is created in the OU corresponding to his company name.

All HR attributes has been copied in the MIM 2016 portal and in Active Directory.

Manager is updated properly in MIM 2016 portal and Active Directory based on the EMPLOYEE_ID reference.
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4.1.2 Step by step

Prepare two files: one with a list of entries to import,

import).

one with a list of available entries (for the next

Connect to the server pocmim.westeurope.cloudapp.azure.com with the user account pocmiam\svc-

miminstall. Start SQL Server Management Studio.

Cut the line corresponding to the new user in the file C:\_adm\Base\Available-Users-To-Import.csv.
Past the line to the file named C:\_adm\Base\Users-To-Import.csv.

S
File Edit View Project Debug Toocls Window Help
§;‘ﬂ':|'ﬁzﬂ§|.:lﬂm%w Ly i ofy i | & 23

Object Expl :
ject Explorer New Query (Ctrl+N)

Connect~ 3 @) m 7 E;
- L:_'L POCMIMYMIM (SCL Server 11.0.6020 - PO
= 1 Databaszes
+ [ Systern Databases
# [ Database Snapshots
% | FiMService
+ lJ FIMSynchronizationService
= [J HR
+ [ Database Diagrams
= [ Tables
+ [ System Tables
+ [ FileTables
=
+ [ Columns
H L Keys
# [ Constraints

= [ Trinners
£ 5QLQuery25sal - POCMIMMIM.HR (POCMIAM\sve-miminstall (561 - Micros
File Edit View Query Project Debug Tools Window Help
Pl S | ANewQuey DR % 4 a@ |9 - -S3-5 (<] »
Pl ]|t bacue [pDebug B w35 5 |3 Q| E 2 |3

Execute (FS5) F\- PO..vc-miminstall (38))* X
Slse AR

Bbulk insert [dbe].[Users]
from 'C:\_adm\Base\Users-To-Import.csv'
with (fieldterminator = ';',
ed

Object Explorer

Connect~ 3 &) m T [2] 3§

= (25 POCMIMWMIM (SOL Server 11.0.6020 - ~
= [ Databases
% [ System Databases
% [ Database Snapshots
# [ FMService
# |1 FIMSynchronizationService
= | HR
% [ Database Diagrams
= (3 Tables
% [ System Tables
) [ FileTables
= = dbolsers
© P Columne

rowterminater = '\n')

&
File Edit View Project Debug Tools Window Help
R ERAEE R | @|.':£.N3WQUE'T Liy et T:_E’igﬂ $h -
Object Explorer
Connect> 33 3 w 7 (2] &
= [:_'1) POCMIMYMIM (SCQL Server 11.0.6020 - PO
= [ Databases

+ [ System Databases

+ [ Database Snapshots

+ [_J FIMService

+ [_J FIMSynchronization5ervice

- 0 X

= [0 HR
+ [ Database Diagrams
= [ Tables
+ [ System Tables
¥ [ FileTables
- 3
= & Co MNew Table...
# [ Ke Design
# [ Co Select Top 200000 Rows
= Tri -
* '—E" Ny Edit Tyg 200000 Rows

Insert the content of the file C:\_adm\Base\Users-
To-Import.csv in the existing table.

Click on the button New Query.

Copy the query below.
Use HR

bulk insert [dbo].[Users]

from 'C:\_adm\Base\Users-To-Import.csv'

with (fieldterminator = ';', rowterminator = '\n')
go

Click on the button Execute.

Edit the table to review the result.

A new line is created in the Users table (HR
database).
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IFiIe Edit Format Help

‘Synchronization Service Manager on POCMIM

Fie_Tech Acboms Help
Eowmenn  S)vvsmmrnionn W8 waree Dsrer 8 Mtre Soach (v

s5EEESSSEEERES

{B950BB2F-91E4-E611-80D3-00003A20A9B3}
Merlin CAINE
person

Unigue ideniifier (GUID):
Display Mame:

Connectors

Distinguished Name | Management Agent Join Method
CN=Merin CAINE.OU=Users,01U=055 - AMECAA,DC=poc. AD provisioning-ules
5840955-6833-4eed-81dd-933e87df 5051 MiM provisioning-rules
S000000002E000000001 HR projection-ules

(5] Synchronization Service Manage
File Tools Actions Help
MensgementAgents

Name. Type Description Sate
HR SQL Server Ide:
AD Active Drectory Domain Services ide
MM FIM Senvice Management Agent e

[ Fitersfor.  person

| Operator | Value l‘

Iml_ 2

Fter | Atbute
51

Remove the content of the file C:\_adm\Base\
Users-To-Import.csv.

Start MIIS.EXE (synchronization Service) application.

List all existing users in FIM Metaverse.

Configure the Column settings to display the
Global_ID attribute.

Display the setting of a user.

Go to the Connector tab.

You can review the values of each attribute in each
Connector space (management agent read only copy
of all objects of the target system).

You must now add the new user.
Go to the tab Management Agents tab.

Go to the properties of the Management HR in then
click on Configure Connector Filter.

Only user with a valid Global_ID will be added.
Global_ID start by the digit 1.
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Start the script C:\_adm\Synchronization\
StartFimSynchronization - manual.bat.
This script will start the full synchronization cycle.

= O =jagmay YOU need to press on a key to resume the script after
: eachstep.
Copyright €G3 Ric Corporation. A1L rights reserved. Full Import HR /Full Synchronization HR
Export MIM
Proos any fey to continue - .- - Full Import MIM / Full Synchronization MIM
Export AD
Export HR
Full Import AD / Full Synchronization AD
Full Import HR

Profile Name: FIFS User Name: POCMIAM \svc-miminstall

\/ StepT‘!’IJEC Full Synchronization
+ Step 1 StartTime:  1/30/2017 3:55:17 PM
Synchronization Statistics
Inbound Synchronization
Projections 1
Joins ] .
Fitered Disconnectors 142 Go to the Operation tab.
Disconnectors ] . .
Conmectors wih Flow Updsiss 1 You can review the result of the step:
Connectors without Aow Updates 13 Full Import HR /Full Synchronization HR
Fittered Connectors i}
Deleted Connectors o
Metaverse Object Deletes ]
Outbound Synchronization MIM
Export Attribute Flow 1
Provisioning Adds 1
= Synchronization Service Manager on POCMIM
File Tooks Actions Help
&l commons | ] Managenert Agerts Bl Metaverse Desgner 8 Matavemse Search i Joner
Mame ______ [fpe  [Owsowten ______[Sm
(e JsOisee | . ]
AD ‘Active Directoey Domain Services ide
MM FIM Service Managament Agent ide
Optional task (only in case of error):
If MIM display the error duplicate object, you have
imported the same user multiple times.
Tt A g 2t T
FProfie Nome: Full import User Name: POCMIAM gve miminstol
StepType:  Ful Inport (Sage Onky) Partison: i
StartTime:  2/2/20178 1420 AW EndTime  22201731425AM  Statis: oompleleddscoveryemors
Synchronization Statistics Connection Status
Staging ‘
o = Drscovery B 1 Emor)
o 000N drcasoting

To solve a duplicate object error, list all the users with the Global_ID in conflict by starting this request.
use HR
select * from [dbo].[Users] where Global_ID = '100000000001'

Then remove the lines in conflict in SQL Server:
use HR
delete from [dbo].[Users] where Global_ID = '100000000001'

Click on the Save button.
You must add again the user in the HR SQL Server database.
End of optional task.
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Synchronization Service Manager on POCMIM

B cponmora ) Managemars sgerts (B Metwesna Desprss | Metoverss Semon ol Jsnar
Soope by Olzré;"mf == =] Collwion: [ aefat: =]
Fortnse | Opewr Vo
= Metaverse Object Properties =
Unique identiber (GUID):  (35104C7E-0457 66118004 0000 4204561
i play Mosee:
Obiect bpe: P

Retreved 14.of 14 matching mcords

setutes | Comectonn

Tertads N

Vi

oty
compwry
courty
(depatioart
mpioyeell

:\_adm\Synchronizatiol
icrosoft (RY Windows
opyright (C> Microsoft
Running HR.Execute("F
Fun completed with re

:\_adm\Synchronization>Pa
Press any key to continue

:\_adm\Synchron
icrosoft CRY
opyright <C>

tion>es
Windows Serd
Microsoft Co
Running MIM.Execute " Expor
Run completed with resu

:\_adn\Synchronization>Pas
Press any key to continue

empioyseSixtDate

ipt C:\_adn\Synchroniz
Host Uersion 5.8
poration. ALl rights
uccess
use
ipt C:\_adn\Synchronization“\Export-MIN.vhs
Host Uersion 5.8
rporation. All rights reserved.
uccess

use

This new user doesn’t have currently a DisplayName.

This attribute will be generated later by a MIM 2016
workflow.

Click on a key to resume the script.
An export is performed to the MIM management
agent.

The new user has been created on the MIM service database and could be managed via the MIM 2016 web
portal. The attribute AccountName or DisplayName are empty for the moment.

; |;| https://poc

mirm.pocmiam.intra/ldentityManagement/default.aspx

File

Edit  View

Favorites

Tools  Help

Microsoft

Home

Distribution Groups (DGs)

My DGs

G Memberships

Security Groups (SGs)

Identity Manager
Welcome, sve-miminstall

Distributio

Create anew D
Manage my DC

Distribution Groups
When you send ema

Security Gr

Microsoft Identity Manager

Users
e T
e &
Users
2‘ 2 ~

Connect to the website:
https://pocmim.pocmiam.intra/ldentityManagement

Click on Search button.

You can see the new user.

The user has no email, domain or SID for the
moment.
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Microsoft Identity Manager

= Search Requests
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e =] Requea e egnson o
- S ————— e r——— M
b [ Update s )

AL Raquent

Remest
i CALDEROM i
o CALCEADN et

A Wifond CALDERON Feauest f "
et [ it CALDERON S Compiees Fefron oty Maage Semicn Aeseurt M
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[t Apusin.our Comiatad Faiont bty Mg S Akt G
ke ] Cree xpecseshuseinty WOV Expecset e by Compiees Foeiron oty Manage Sevdee heceurt €1
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sy P [ Ui o Mt sttt Rt Conieted ButtnSychucinion Acciuet
Synchronization Service Manager on POCMIM
Fle Took Actions Help
[ oowers ) Mmoot Aty 3 Moo Do | Mot e oo
Trpe: [perscn 2] coaion  [aicfas =
G et
Mame: Wiford CALDERON
Rmseved 1o machcots | Gt —
Jestutes | Connecion |
M CAINE o
Gutoson Enmands =
Wirired KRAMER =]
sl KENTOS g
Bermand COLLUING g
RAMOS g
Fick VANCER g
g
ki SARGEN -Ecemal
- =
s BALEY
Wiater DANEL wrg  10TIBITAM
Tomn HUFF wrg  1ATIBITM
Waferd wng 1T IHITIM
wng AT
expoctedfliesia o rerence 173072017 41154 P
ord A wng  VITIHITIM
Horma M CH - -Det sbawes CHieEnche . MM #ig V201743154 PM
oTt A wng  VIATIHTM
wtams OERON WA wrg VRATISTM
madtickname  Mord CALDERON [ wrg  1RATENSM
manager A u s V0TIBATIM
< L] >
e
) Synchronization Service Manager on POCMI

File Tools Actions Help .
{8 Overtons &) Management Agerts B Metaverse Designer 8 Metaverse Search 4 Joner

Profie Name Satus St Teme End Time
success 1/30/2017 41924 PM 1/30/2017 41940 PM
FIFS. success 173072017 411:41 PM 1/30/2017 4:11:55 PM
success 173072017 40321 PM 1307201740323 PM
FIFS success 173072017 355:16 PM 172072017 35518 PM
) success 173072017 35256 PM 17202017 35257 PM
FIFS success 173072017 35254 PM 1/30/2017 35255 PM
Epot sucoess 173072017 35253 PM 1/30/2017 35253 PM
ot success 173072017 35252 PM 1/30/2017 35253 PM
FIFS success 173072017 35241 PM 1720/2017 35252 PM
success 173072017 35240 PM 1730/2017 35241 PM
FIFS success 173072017 35237 PM 1730/2017 35240 PM
Full Iroot success 1/30/2017 34720 PM 1/30/2017 34721 PM
Epot Partibon:  DCepocmiem OCertra
1/30/2017 41924 P EndTime:  130/201741940PM  Status: success
Expot Qatistics I [(Connection Status. I
Adds 1 POCDC1 pocmiam itra 389
Updates 1
Renames [
Deletes 0
Delete Adds 0

Total cbjects retrieved: 1

B Vi CALDERON - utio.. *

Mail Calendar Pecple Tasks

@ new mail B searcn ws and Peopie
e comsasnons o oare -
al unread tome fagged

sfavontes

-
Sent s
st

.« Miford CALDERON
[

Daafs

There e ra tems to There aee o e 0 show in this vie

Senthems show in this view

Deleted hemms
Sonk Emsd

Nates

Press a key to continue synchronization script.

You will now import the MIM service configuration.
A workflow has generated values for DisplayName,
HomeMdb (Exchange database) and AccountName.

You can review the workflow activities by click on
Request & Approvals.

Go to the Metaverse Search.
The accountName, HomeMdb and DisplayName
have values.

Press a key to continue synchronization script.
The new user will be created on Active Directory.

The user has been created in Active Directory and
added automatically in dynamic group (/nternal-
Users or External Users)

The user has been created properly in Active
Directory and has an Exchange mailbox.

To connect to his Exchange mailbox:
https://pocexchl.pocmiam.intra/owa
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=] Synchronization Service Manager on POCMIM

Hownors ) [ & et

Name. | Prois Nama. [ sann | 1

0 S = BN 1ARTEEN

@ Evon fre Do ez

0 Eon fre 4 701741540

i T N avamasen

un o BoiPw 1A%

I’ i

Iy R irpot Connector Space Object Properties B
frs

] Eoun

i E et AMECAA Dpocrion i

Wy StewTume Pl oot Gge Ort)
Vaml  SwnTae awmissuEm

o Seviseiefomaion
Unchanged s Granges | Aevtute Name | Type | Vake
B 1 ating. Campensation & Benefits
Lot 1 g Mifced CALDERON
ey : = on
L H—
ooy e
L. 3 D
Fitered Cbjects 2 g Millord
=
o
=
=
2
braey
=

Microsoft Identity Manager

= Users

Windows Security

Run as different user
Please enter credentials to use for C\Program Files\Internet
Exploreriiexplore.exe.

[ Mitford. CALDERON |

Domain: POCMIAM

Connect a smart card

Internet Options [2] x |

£ - @ ¢| @ pocmimpocm

Local intranet X

Use the settings belon to define which websites are incuded in
thelocal nfranet zone.
e locelinfrenet zone You can add and remove websites from tis zone. Allebstes in
this zone il Lse the zone's secuity settings.
[Cautomaticall detect intranet network >
[PAtnciuc allocal ntranet) stes not isted n other zones
[¥Aindluce al sites that bypass the proxy server

[W]indlude all network paths (UNCS)

Advanced oK Cancal

Alowed levels for this zone: Al
Medium-low
- Appropriate for websites on your local metwork [m]
Aintranet)
-Maost content wil be run without prompting you
signed ActveX controls wil not be downioadied

Add this website to the zone:
Add

Websites:

= pocmiam.intra

Remave

- Same as Medium level without
) Mde (requires restart

Local intranet *

Custom fevel..,

Reset all zones to defaultlevel

Default level

Press a key to resume the synchronization script.
This will export change in SQL Server (no change).
Press a key again. This will import the changes in the
AD Connector space.

Exchange Recipient Address Policy has generated an
email address to the new user.

MIM has imported it to the AD connector space.
The synchronization has updated the FIM Metaverse
and the connector space of all others MIM 2016
Management Agent.

That’s why an update must be exported to the MIM
Management Agent.

Press a key to continue the synchronization.

This will import all changes from the HR database
(no change).

Start the script C:\_adm\Synchronization\
StartFimSynchronization.bat.

This will perform all the synchronization steps
without manual action.

Go to the MIM portal again:
https://pocmim.pocmiam.intra/ldentityManagement
The user has now an email address.

Start Internet Explorer in the context of the new
user account.

Add *.pocmiam in the local Intranet.
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Run as different user

Please enter credentials to use for C:\Program Files\Internet
Exploreriiexplore.exe.

| Start Internet Explorer in the context of the new

| Mitford. CALDERON user account.

Go to the MIM 2016 portal.
https://pocmim.pocmiam.intra/ldentityManagement

Domain: POCMIAM

Connect a smart card

£ 86| vt ey W ¢

Microsoft Identity Manager

Heme Search for: e e
‘Welcome, Milford CALDERON F 2 S:ll)(r: ~
e
e
e Distribution Groups (DGs) @ rep
= & e T —
o = - ety
i, Apgmon b e

Moty s
g s

3
NE

D i oottt Managaeet/ dut g
Fle tde View Favcts Took Wep

£ 86| Bucmenium i You can now use the MIM 2016 portal.

' Milford CALDERON

oy g E— > User can update his phone number (require

. J— P = Manager approval) if the Type of this user is equal to
e I P Cadre dirigeant.

Reaquests 8 Approvals oo —

s — e

| E——
Milford CALDERON x|l
General | Workinfo | Contactinfo | Provisioning -2e
Single-Value Attributes Old Value New Value
Mobile Phone +44 [0)60 7404 0110 +44 [0)60 7404 0111
‘Office Phone +44 [0)20 7404 0110 +44 [0)20 7404 0111
Click on Submit button.
'Microsoft Identity Manager %
30
User Update
Description Date. Status
User Update 1/30/2017 8:44:54 AM Pending approval. [Details]
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Milford CALDERON

General | Work Info | ContactInfo. | Provisioning

Employee Start Date 12/31/2009 4:00:00 PM

Format as M/d/yyyy hkmm tt

Employee End Date

Employee Type Internal

Employee ID 5000000002E000000014 This change requires an approval because this user
— ——— has a Type equal to Cadre Dirigeant.

Company ENTITY1

Department Compensation & Benefits

Job Title Manager

Rank
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4.2 DEPROVISION

4.2.1 Global overview

Test 1: user account (based on EmployeeEndDate attribute) are disabled automatically 30 days after departure
and move into a DisabledUsers OU.

Test 2: user account (based on EmployeeEndDate attribute) are removed automatically 365 days after departure.
Exchange mailbox become a disconnected mailbox and will be remove after 30 days.

Test 3: remove user in Active Directory.

Test 4: remove user in HR database.

Test 5: remove user in Active Directory.

Take care of the format of date in HR database (US format - MM/dd/yyyy).

Success criteria:

Test 1: user is disabled and moved in the DisabledUsers OU.

Test 2: user is removed in Active Directory, MIM portal and SQL server portal.

Test 3: user is recreated in Active Directory (new user account)

Test 4: user is removed in MIM portal and Active Directory.

Test 5: objects is disconnector in RH and AD then the object is deleted in Metaverse and remove also from MIM
portal.

4.2.2 Step by step

Log on POCMIM (RDP) with the service account pocmiam\svc-miminstall.
Start SQL Server Management Studio. Click on Connect.

&
File Edit View Debug Tools Window Help
Pl i | D NewQuey [Ty £ 6 ()
Object Explorer > ox
Connect~ 3 @) m T (2] .5
= [ POCMIM\MIM (SOL Server 11.0.6020 - POCMIZ
= [ Databases
% 1 System Databases
¥ 1 Database Snapshots
# || FIMService
# | | FIMSynchronizationService .
- [ R Edit the Users SQL Server table.
# [ Database Diagrams
= L@ Tables
# [ System Tables
= [ FileTables
= 2 [
% [J Views New Table...
# [ Synony Design

# G2 Prograr | g, ject Top 200000 Rows
¥ [ Service

% B3 Storage Edit Top EDﬁgDO Rows

Use the user you provision previously. In this example: SO00000002E000000014.
Set the Employee End Date to the value 03/03/2016 (US format).

.-33_
File Edit View Project Debug

gl i S | =l New Go the next line and save the change.
i =] H =) = | Change Type~
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J | E} L= | Application Tools

Home Share View Manage

i(—) * 41 | .. ¥ ThisPC » Local Disk (C:) » _adm » Synchronizatio
0 Favorites LT
B Desktop Export-AD.vbs Start the synchronization cycle:

& Downloads Export-HR.vbs

15| Recent places Export-MIM.vbs

- at
[£] FIFs-ADwbs
18 This PC FIFS-HR.vhs
FIFS-MIM.vbs
' =
€l Network 2| FI-HR.vbs
StartFimSynchronization - manual.bat
StartFimSynchronization. bat
2] Start the Synchronization Service console and review
: the change.
bynchroniz...
Service
5 Synchronization Service Manager ¢
File Tools Actions Help
Operstions. (1] Managemert Agerts  / Metaverse Designer (8l Vetaverse Search (/1] Joiner
Nanagement Agent
Name. [ Profie Name | Status | Start Time [ End Time |
HR Full Import success 1/30/2017 7:49:56 PM 1/30/2017 7:49:57 FM
AD FIFS success 1/30/2017 7:49:53 PM 1/30/2017 7:45:55 FM
HR Export success 1/30/2017 7:49:53 FM 1/30/2017 7:49:53 FM
MM FIFS success 1/30/2017 T:49:33 PM 1/30/2017 7:43:50 PM
MM Export success 1/30/2017 74338 PM 1/30/2017 7:49:39 FM
HR FIFS success 1/30/2017 7:43:34 PM 1/30/2017 7:45:37 FM
HR Full Import success 1/30/2017 4:3129 PM 1/30/2017 431:30 FM
AD FIFS success 1/30/2017 4:31:26 PM 1/30/2017 4:31:28 FM .
HR Bt success 17302017 4:31:26 PM 1/30/2017 4:3126 PM Go to the tab Operatlons.
AD Export success 1/30/2017 4:3125 PM 1/30/2017 4:31:26 FM
MM FIFS success 1/30/2017 4:31:13 FPM 1/30/2017 4:31:25FM
MM Export success 1/30/2017 4:31:12 PM 1/30/2017 4:31:13FM
HR FIFS success 1/30/2017 4:31.09 PM 1/30/2017 431:12FPM
HR Full Import success 1/30/2017 4:2322 PM 1/30/2017 429:23FM
AD FIFS success 1/30/2017 4:25:31 PM 1/30/2017 42533 PM
HR Bxport success 1/30/2017 4:2527 PM 1/30/2017 42527 FM
AD Export success 1/30/2017 41924 PM 1/30/2017 4:15:40 FM
‘rofile Name: Bxport User Name: POCMIAM \svc-miminstall
Step Type:  Export Partition: DC=pocmiam,DC=intra
StartTime:  1/30/2017 74951 PM End Time: 1/30/2017 74953 PM Status: success
Export Statistics | | [ Connection Status
Adds 0 | POCDC1 pocmiaminra 383 success
Updates a
es 1 Export Emors I
D s L]
Delete Adds 0
|E Synchronization Service Manager on POCMIM
| o & o ¥ s
Nome. 1 Profie Name | 1 St Time 1 End Tme ]
o . =
0 RS (5] Object Details =]|
~ e ‘
o Eoct Toultjch rviret 1
g = = =
" Pl oot CHeMEcd CAL - Connector Space Object Properties . .
5 e = Review the result of the AD Export operation.
A o U OU05S - AUECARDC ocrsam OCrn .
= = et - The user account has been moved and disabled.
o Fs e i
2 o
b & s (End of test 1)
Step T Boot < Tietnte Nama | Tipe. -
TS e SSEnTERRNES
= o R LTI
o | e s 005 150000 0818008206 1 % 26 S CCBE EE 400
Berunes | )
o e
SR ‘ = R
=l - =
e i I
- -
W
T T
&
e | (o] _me |

Go again in the SQL Server table Users.
Use the user you modify previously. In this example: SO00000002E000000014.
Set the Employee End Date to the value 11/01/2015 (US date).

Start all synchronization cycle 2 times because MIM service requires time to generate the list of ERE to
delete a user account in the target system.
C:\_adm\Synchronization\StartFimSynchronization.bat
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5| Synchronization Service Manager ¢
File Tools Actions Help

&l Operations 5} Managemert Agerts |8 Metaverse Designer {# Metaverse Search (1] Joiner

Management Agert Operations
Name | Profile Name [ Status [ Stant Time [ End Time [
HR Full Import success 1/30/2017 7:59:52 PM 1/30/2017 7.53:53 PM
D FIFS success 1730001 1/30/20
HR Export success 1/30/201 13020
AD Expart success 1/30/201 13020
Wil FIFS success 1/30/201 1430720 . . .
i Eot vz The Active Directory user account is removed.
HR FIFS success 1/30/20
HR Full Import success 1/30/20° H H
D FIFS sucsess 1730720 The entry is the Users SQL server table is also
HR Export success 130
AD Expart success 9 PM 1/30/2017 7.57:31 PM
Wit FIFS success 1/30/2017 7:57:16 PM 1/30/2017 7:57:23 PM removed.
Frofile Name: Export User Name: FOCMIAM\sve miminstall = =
StepType:  Export ] Object Details
Start Time:  1/30/2017 75731 FM
Export Statistics Total objects retrieved: 1
Adds 0 Distinguished Name
dpastes ! S000000002E000000074
Fenames 0
Deletes 1
Delete Adds 0
Users

Hew

Start again the synchronization script.

The user is also removed in the MIM service and in
the Metaverse.

Recreate a new user in the HR database with the same Global_ID of the user you removed previously.

o E:-,‘ J | Application Tools
“ Home  Share  View Manage Start all synchronization cycle.
© = [ » ThisPC » Local Disk (C) » _adm » Synchronizatio  C:\_adm\Synchronization\StartFimSynchronization.b
- Favorites Rame at
B Desktop Export-AD.whs
& Downloads ] Export-HR.vbs Wait 30 seconds and start again the synchronization
= Recent places 8] Export-MIM.vbs steps.
£ FIFs-AD.vbs A new user account is recreated in AD and the MIM
1M This PC 5] FIFS-HR.vbs 2016 portal.
+| FIFS-MIM.vbs
€l Network 8] FI-HR.vbs

Start again the synchronization.

StartFimSynchronization - manual bat

| StartFimSynchronization. bat

: [-iam
P ae|Quum G o CALDRRIN - Ot . *
Microsoft dentity Manager N " The user is recreated in Active Directory and in the
Users MIM 2016 portal.
—— o — —
e v o (End of test 2)

Delete a standard user (not a manager or a top level user) in Active Directory
Start the synchronisation script 2 times and check result.

The user is recreated in Active Directory (new SID).

(End of test 3)

Delete s standard user (not a manager or a top level user) in HR database.

Start the synchronisation script 3 times and check result.

The user is not deleted in Active Directory and MIM 2016 portal but is disonnect from HR management
agent.
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David WUIBAILLE x
8@

More information

General | Work Info ‘ Contact Info | Provisioning

Expected Rules List Display Name Expected Rule Entry Action Synchronization Rule Status
s resource has been added to hese A ysER.QUT A Applied
ynchronization Rules and will be
manifested in external systems HR-OUT Add Not Applied
according to the Synchronization Rule
definitions.

(End of test 4)
Remove again the user in Active Directory.

Start the synchronization script.
The user is disconnector in AD and HR. That’s why the user is deleted in the Metaverse. Then the user is

deleted to MIM 2016 portal because the Metaverse object id deleted.
(End of test 5)
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4.3 CHANGE USER FIRST NAME AND/OR LAST NAME

4.3.1 Global overview

HR team changes the FIRST_NAME or LAST_NAMIE.

Success criteria

The user account is renamed in Active Directory.

The SamAccountName, mailNickName and UserPrincipalName attributes are changed automatically.
Exchange 2013 will update email address based on Exchange Recipient Address Policies.

4.3.2 Stepbystep

Log on POCMIM (RDP) with the service account pocmiam\svc-miminstall.
Start SQL Server Management Studio.
Click on Connect.

A5
File Edit View Debug Tools Window Help

falr il G @ | o NewQuery (B 05 5 |
Object Explorer v ix
Connect~ 3 %) m T (2] .5
= [ POCMIMAMIM (SQL Server 11.0.6020 - POCMIL
= [ Databases
+ [ System Databases

+ [ Database Snapshots
4 || FIMService
¥

[l FIMSynchronizationService Edit the Users SQL Server table.
[ HR
+ [ Database Diagrams
= [ Tables
+ [ System Tables
+ [ FileTables
=] oo User:|
% [ Views Mew Table...
+ [ Synony Design

% [ Prograr Select Top 200000 Rows
¥ [ Service

% B3 Storage Edit Top ?_OngO Rows

Change the LAST_NAMIE for a user who exists in the Metaverse (in this example SO00000002E000000014).

o E:} ih = [ Application Tools
Home  Share  View Manage Start the synchronization script.
®© = [ » ThisPC » Local Disk (C) » _adm » Synchronizatio  C:\_adm\Synchronization\StartFimSynchronization.b
- at
[ Favorites LT
B Desktop Export-AD.vbs . . . .
& Downloads Export-HRbs Wait 30 seconds and start again the synchronization
i Recent places Export-MIM.vbs script.
[£] FIFS-AD.bs
I This PC FIFS-HR.vbs Wait 30 seconds and start again the synchronization
(2] FIFS-MIM.vbs script
€ Network [Z] FI-HR.vbs pt.

StartFimSynchronization - manual.bat
StartFimSynchronization. bat

The Active Directory user account is renamed.
The SamAccountName and UserPrincipalName are
changed.
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Melanie MATHIEUDO Properties |2 | X |

ished Certficates | Member Of | P

Coar rih I <

d Replicati |[§di’1l0l'
i Remote control

The primary email address changes. The old email
address is kept as secondary email address (email
alias).

smip:Melanie. BERTRAND @miam msreport fr [ S ‘
SMTP:Melanie. MATHIEUDO @miam msreport fr - !
Users
| — L
O e o e el i et The user account is updated on the MIM 2016
. SOOI portal.
[ Buit-in Synchranization Account
] Eusetio DECKER. pociam  Eusebio DECKER Mansger (+1)301 9874000 Eusehin DECKER@mism marepart ir
a pocam Manager IT <3300 ME5TS08
[ Jerold RAMOS. pocmiam men.i'u\dos Manager +33 (01 ST 75428

e pocmiom Execu m 3301 30857500 Melanie MATHEUDO@mism msreport

4.4
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4.5 CHANGE HR INFORMATION

The user is moved to a new entity. The change is performed from HR system and consolidates in the HR database
(the attributes DIVISION, DEPARTMENT, JOB_TITLE, MANAGER, EmployeeEndDate, EmployeeStartdate,
EMPLOYEE_ID and EMPLOYEE_TYPE have been updated). Global_ID is not changed.

If DIVISION changes, the Exchange mailbox is moved on the proper mailbox database (require an additional script
to move Exchange data).

Success criteria:
The user account is updated in MIM 2016 portal and Active Directory.
The user is moved automatically in the OU corresponding to his new HR entity.

4.5.1 Stepbystep

Log on POCMIM (RDP) with the service account pocmiam\svc-miminstall.
Start SQL Server Management Studio.
Click on Connect.

R
File Edit View Debug Tools Window Help
P31l S | oL NewQuery [y v 0% F | 4
Object Explorer 1 x
Connect~ & @ @ EQ
= Lij POCMINMAMIM (SCL Server 11.0,6020 - POCMIA
= [ Databases
+ [ System Databases
+ [ Database Snapshots

# || FIMService
# || FIMSynchrenizationService

Edit the Users SQL Server table.

= [J HR
+ [ Database Diagrams
=] 3 Tables
+ [ System Tables
+ [ FileTables
=] dbo Users]
+ [ Views MNew Table...
+ [ Synony Design
+ [ Prograr

! Select Top 200000 Rows
+ [ Service

= BF Storage Edit Top ZOﬁgOO Rows

Change the attributes DIVISION, DEPARTMENT, JOB_TITLE, MANAGER, EmployeeEndDate,
EmployeeStartdate, EMPLOYEE ID and EMPLOYEE _TYPE. Use the user account created previously.

Notes: you must use a valid company name (company which has an Exchange database and root OU created
in Active Directory).

Take care of the format of EMPLOYEE_ID
Exemple of valid value SOO0000008E100000121.
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| l::'} )= | Application Tools

Home Share View Manage

/(-:' - T | . » ThisPC » Local Disk (C:) » _adm » Synchronizatio
- Favorites (s
B Desktop Export-AD.vbs Start all synchronization steps:
& Downlozds Bxport-HiR.vbs C:\_adm\Synchronization\StartFimSynchronization.b
=] Recent places Export-MIMvbs
FIFS-AD.vbs at
1% This PC FIFS-HR.vbs
FIFS-MIM.vbs
€l Network 2| FI-HR.wbs

StartFimSynchronization - manual.bat
StartFimSynchronization.bat

The Active Directory AD account is moved in the OU corresponding to the company.
The Exchange mailbox is also moved in the target Exchange 2013 mailbox database.

Notes: the mailbox content is not moved. It’s not supported to change HomeMdb to move Exchange mailbox
to a new database. The workaround is to start a PowerShell script via a MIMWALL workflow to start the
Exchange PowerShell command named New-MoveRequest.
http://practical365.com/exchange-server/moving-exchange-server-2013-mailboxes/
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4.6 EMPLOYEETYPE CHANGED BY HR TEAM
4.6.1 Global overview

HR team changes EmployeeType in HR system.

Success criteria:

Change is applied on MIM 2016 portal and Active Directory.

If EmployeeType is equal to External, DisplayName is updated based on this rule:

Last name + space + first name + -external

Else

Last name + space + first name

The user is added to the group External-Users and is removed from the group Internal-Users.

4.6.2 Stepbystep

Log on POCMIM (RDP) with the service account pocmiam\svc-miminstall.
Start SQL Server Management Studio.
Click on Connect.

3]
File Edit View Debug Tools Window Help
Pl il 1S | L NewQuery [Ty 1y 05 T |
Object Explorer v X
Connect> 3¢ & @ °F EIQ
= [B POCMIMAMIM (SCL Server 11.0.6020 - POCMIA

= 1 Databases

+ [ System Databases
1 Database Snapshots

B
# | ] FIMService .
% | FIMSynchronizationService Edit the Users SQL Server table.
= lJ HR
+ [ Database Diagrams
= 3 Tables
+ [ System Tables
+ [ FileTables
=] dbo User:|
¥ [ Views Mew Table...
# [ Synony Design
# [ Progran gtect Top 200000 Rows
¥ [ Service

% £ Storage EditTopZO&OO Rows

Change the Employee Type from Internal to External in the Users SQL Server table for a user (in this example
S000000002E000000014).

I® = Application Tools
Home Share View Manage . .
:(-) - T| . » ThisPC » Local Disk(C:) » _adm » Synchronizatio Start a” SynChronlzatlon Steps'
o - C:\_adm\Synchronization\StartFimSynchronization.b
¥ Favorites
B Desktop [B] Export-AD.vbs at
8. Downloads ] Export-Hevos Wait 30 seconds and start again all synchronization
% Recent places Export-MIM.vbs
FIFS-ADivbs steps.
18 This PC
@‘j Metwork
StartFimSynchronization - manual.bat
StartFimSynchrenization.bat
Microsoft Identity Manager
>>>> Users
i 25 ——=  This start a MIM 2016 workflow which generate a

new value for DisplayName based on Employee
Type, First Name and Last Name.
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Search Requests

x P P—
— T

. T

a Regues: Tive Date Submitted = Openic
1 Update to eme-data: Metaverse canfiguration cbject Request 1302017 14384 P Mty
1 Updete 1o ma-data: ‘AD" Requarst 1IR01T 1435 M Modity
1 Update to ma-data: HR” Request 1307017 14235 P i Mty
F Update o Persan: Mélar MATHIEUDO' Raguest AR0TT 1431 P Comprieted  Fevelrant Identity Manager Senvice Accourt Madity.

=] Synchronization Service Manager on P

File Tools Actions Help

t')p;;nré}]umwmmn ¥ Metaverse Desgner 8 Metaverse Search  J{J Joner
Monagement Agent Opesgtons

Name Profie Name Status Start Tine, End Tine
HR Ful knpot success 1/30/2017 34951 PM 173072017 94952 PM
A0 FIFS success 1730201734948 PM 1/3072017 34950 PM
HR Expot success 1/30/20173:49.48 PM 1/30/2017 94943 PM
AD Export success 1/30/2017 34946 PM 1/30/20173:43.48 PM
MM FIFS success 1/30/2017 94932 PM 1/30/2017 94946 PM
MM Epot success

HR FIFS success | [l Object Details
HR Ful inpot success

AD FIFS success

HR Expot success

AD Epot uccess

MM FIFS success

CN=Meianie MATHIEUDO.QU=Users O!

StepType:  Bpot
StartTime:  1/30/2017 949:46 PM roaa
| Emot Satistics I
e % Object type: user
R 5
D 0 Attribute information:
Delete Adds [ Avrbute Name | Ty Vale
none accountBpres  number  9223372036854775807
none c stng R
none o sting Melanie MATHIEUDO
none < sting FRANCE
none company sting ENTITY?
none ‘countryCode rumber
none depatment sting

Published Certfiicates | Member Of | Password Replication | Dialin | Object
Security I Environment I Seszions I Remote control
Remote Deskiop Services Profle | COM+ | Aftribute Edtor

Genersl | Address | Account | Profie | Telephones | Organization

& Melanie MATHIEUDO

First name: |Mélanie | Initials: | |

Last name: [MATHIEUDO |

Display name:

[ External-Users

General | Members | Owners |

Select user that match all of the following conditions:

Employee Type is Bxternal
Add Statement or Add Sub-condition

Adrian SARGEN -External
Mélanie MATHIEUDO -External

Display Name

The DisplayName attribute is updated to Active
Directory.

The User is added automatically to the group
External-Users and is removed from the group
Internal-Users.
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4.7 MANAGER ATTRIBUTE

4.7.1 Global overview

Test 1: change the manager from HR database with a valid value.

Test 2: change the manager from HR database with an invalid value.

Test 3: change the manager (with a FIM administrator) from the MIM portal.
Test 4: change the manager (with AD administrator) from the Active Directory.

Success criteria:

Test 1: change is applied on MIM 2016 portal and Active Directory.

Test 2: no change is done. The previous value is keep.

Test 3: the change performed from the MIM 2016 is replaced by the value defined in HR database.

Test 4: the change performed from the Active Directory is replaced by the value defined in HR database.

4.7.2 Step by step

Log on POCMIM (RDP) with the service account pocmiam\svc-miminstall.
Start SQL Server Management Studio.
Click on Connect.

e
File Edit View Debug Tools Window Help

P - - (5 e @ | L NewOuery [ ) i1 |
Object Explorer - 1
Connect~ 3¢ &) m °F ﬂﬁj
= [ POCMIMAMIM (SOL Server 11.0.6020 - POCMI4
= [ Databases
+ [ Systern Databases

[ Database Snapshots

| FiMService .
[ FiMSynchronizationsenvice Edit the Users SQL Server table.
[ HR

# [ Database Diagrams

= [ Tables

+ 3 System Tables

# [ FileTables

= o ET

L Views New Table...

[ Synony Design

(3 Prograr Select Top 200000 Rows

[ Service
[ Storage Edit Top EDEEDD Rows

1 H FE

OE O E

The Manager is a reference to another user based on the value of the Employee_ID attribute. Change the
value of the column / attribute MANAGER. Click on the line below and save the changes.

o | C\Windows\system32\cmd.exe I;E

DoadnSynchronizationdescripe Cin_admnSynchronization\FIFS-HR.ubs
icrosoft (RY Wi Script Host Usrsion 5.
opuright <G> Microseft Corporation. ALl rights reserved.

Running HR.Execute("FIF§">.
Run completed with re

S adnsSomeion o0 Synchranizat isn\Export-NIM.ubo Start all synchronization steps:

1|:|n.,nft > Window: i Uersion

eowriant (65 RiLreiart Cofporttion. RL1 risnes rosseved. C:\_adm\Synchronization\StartFimSynchronization.b

Running MIM.Execute (" Export'>...

Run completed with re at
\_adm\Synchronization\FIF§-MIM.vhs

icrosoft (R> |h.n(luw‘ Snlnt t Version 5.8

opyright (C> Microsoft Corpo. ion. All rights reserved.

[Running MIM.Execute("FIFS">...
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=) Synchronization Service Manager on POCMIM =

[l pstiorn ) Managemert rgents | 8l Matmuerse Desgrr 8] Metaverss Search 15 Joer

Start the MIM Synchronization console.
Go to the tab Metaverse Designer.

rpot Fow |

Select the class Person then the attribute Manager.
Click on the link Edit attribute.

Manager is a Reference (DN) attribute.

A new manager is assigned on MIM 2016 portal and in Active Directory to the test user
(5S000000002E000000014).

The manager attribute changes. The FIM Synchronization Services display none on the Changes column
because the tool compares the value between the AD connector space and the Metaverse.

We have performed a Full synchronization. That’s why the console displays a change but not the value which
has changed.

Change the manager of another user in the HR database. Perform manually the following synchronization
sequence:

HR Full Import: review change of the HR connector space.

HR Full Synchronization. Check the value in the Metaverse.

MIM Export: check that the change has been done in the MIM portal.

MIM Full Import: check that the change has been applied in the MIM Connector space.
AD Export: check that the change has been applied in Active Directory.

HR Export: no change

AD Full Import: check that the change has been applied in the AD Connector space.
MIM Full Synchronization

AD Full Synchronization

HR Full import

8

File Tools Actions Help
ﬁ Operations Qﬂj Management Agents g !

f e To retrieve the Connector space data, go to the tab

Name [ Tyoe Management Agent then right click on the
HR SQL Server
[ 2 — Management Agent.
4 Refresh B .
i ; : re: ] Click on Search Connector Space.
Create.. -+ .
& Droperties.. - A new window appears.
K Delete... Del Click on Search. You could display the pending
¥ Configure Run Profiles... actions like Export, Import.
® il You can only display Connector (object synchronized
im St
B > Metaverse / others Management Agent) or
i Export Management fgent... . . . .
I s Disconnector (object synchronized with Metaverse /
Tota L Irport Management Agent..,
Bidfl (5 Update Management Agent.. others Management Agent).
jf £ Refresh Schema.. Try to change the value of a Manager with an
4 Search[Jennector Space.. incorrect value (bad Global_ID value).
wh

Create Extension Projects.., 4

The HR-IN synchronization rule (import data from HR database to the Metaverse) has not changed the
previous value in the Metaverse because the Manager attribute is a reference attribute and the
Employee_ID entered in the Manager field is not defined on any object.

Guillaume MATHIEU — CTO Metsys — http://msreport.free.fr — http://www.metsys.fr/blog



http://msreport.free.fr/
http://www.metsys.fr/blog

The current Manager value in Active Directory is not changed because no change has been performed in the
Metaverse.

Microsoft Identity Manager

Home Administration

Distribution Groups (DGs)
Go to MIM web portal.

« Unlock Users Go to Administration | Synchronization rule.
« Schema Management

My DGs
My DG Memberships

« Search Scopes
Security Groups (SGs)

« Workflows
My SGs + Management Policy Rules
My SG Memberships o Sets

. Sync%:nization Rules
-~ All DacAnirrars

' Outbound Attribute Flow
‘ General | Scope | Relationship ‘ Workflow Parameters | Outbound Attribute Flow |_

Outbound Attribute Flow
3 x

New Attribute Flow Delete Attribute Flow

D Initial Flow Only Use as Existence Test Flow (FIM Y
OO 1 empl |D=extensionAttri 1 . . .
a0 O oCN= +sccountName="0U_usersou—: | YOU edit the AD-OUT synchronization rule, you
OO O city= could see that the synchronization engine is
od O company=company configured for the attribute Manager to not replace
oo O department=> department an existing value by an empty value.
O 0O O jobTitle=title
OO O mypager=manager
|Flow Definition
Source | Destination ‘
Destinati
= nasen Imanager
The attribute to flow values to.
Allow Null [ Allow null value to flow to destination.

Enter the previous value (SO00000002E000000001) in the Manager field and start again the synchronization
script.

| Mélanie MATHIEUDO -External

Pubiished Cs | Member 0f | Password Replication | Diakin_ | Object [ General | Work Info | Contact Info | Provisicning |
Security I Environment | Sessions I Remate control
Remate Desktop Services Profile I COM+ | Aftribute Editor
General | Address I Account | Profile | Telephones | Organization Employee Start Date 12/31/2016 4:00:00 P!
Format as M/d/yyyy himm tt
Job Tille [Executive Assistart NEWIT | eoployes End Dote r——
Department:  [NEWIT | Format as M/d/yyyy mm
Company:  [035 - AMECAA | Employee Type BT
Manager Employee ID
NewEmployeelD00O1
Name Wedin CAINE] |
M . =
| Change. . ‘ | Properties | | Clear | anager Merlin CAINE v el
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Mélanie MATHIEUDO -External

Gene Provisioning |

Employee Start Date 12/31/2016 4:00:00 P}

Change the value from the MIM portal. You must
Empl: End Dat .. .
npeves e e L2/31/201933:00:00/p) use a MIM 2016 administrator account like
pocmiam\svc-miminstall.
Employee Type Externa ﬂ
Employee 1D — Change the Manager value.
Manager Merlin CAINE v {b
Employee Start Date 12/31/2016 4:00:00 P!
Employee End Date 12/31/2019 4:00:00 P?
Define another user and then click on submit.
Employee Type External ﬂ
Employee ID NewEmployeeIDO0O1
Manager Noel KENTOS v Eh
=X CA\Windows\system32\cmd.exe \;‘E
“_adn“\Synchroniz :mn)cr ipt C:%_adn\Synchronization“FIFS—HR.uhs
n:xu..uft <R> W Scri) Host Uersion 5.8
opyright <C)> Mic t Corporation. All rights reserved.
Start twice the synchronization script:
ft ne i ﬁt E a adm\Syncluunl._atlun\Expult MIH.vbhs . d h . . . h . . b
:S;i‘lzm & hit ;;ft c:.pmﬁm..“nﬂ“ugm SE— C:\_adm\Synchronization\StartFimSynchronization.

. at

i pt C:s_adm\Synchronization\FIFS-MIM.uhs
1\:1u.,uft (H) ¥ ! i)

Host Uersion 5.
opyright <C) Microsoft Cmpu)atmn All rights reserved.

[Running MIM.Execute( FIFS">...

Profile Mame: FIFS User Mame: POCMIAM\svc-miminstall
~ Step 2 StepType:  Full Synchronization
+ Step 1 Start Time:  1/31/2017 7.44:27 AM

Synchronization Statistics
Inbound Synchronization
Projections 0
JF_OH'“S o t ? The value defined on the MIM portal is replaced by
litered LISCoNNECLOns 18& .
Disconnectors 0 the value in the HR database.
Connectors with Flow Updates 0
Connectors without Flow Updates 14
Filtered Connectors 0
Deleted Connectaors 0
Metaverse Object Deletes 0
MIM
1
- B —_—— _a1 x  Start the FIM Synchronization console.
= ; : § Go to the tab Metaverse Designer.
[ oventens 2 ot s | 0 v Do 8 Mot Sonch o
Matzverse Designer
r—— = .
s (— Select the class Person then the attribute Manager.
" S Click on the link Configure Attribute Flow precedence
[ attribute.
e r,p= [Miveied |bdewed | mpotFow | 1| | 25 Add Amibute
= Confgure AtiibuteFlow Precedence S .| THE change has been removed because we have
o
st e oo o defined that the HR Management Agent is
i i T{ authoritative for the attribute Manager.

Change the Manager attribute from Active Directory and check that you obtain the same result
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4.8 MOBILE, TELEPHONENUMBER EMPLOYEETYPE (BIDIRECTIONAL

SYNCHRONIZATION)

4.8.1 Global overview

Test 1: HR team changes Mobile, TelephoneNumber and EmployeeType attributes in HR database.
Test 2: manager changes Mobile, Office Phone and EmployeeType fields in MIM 2016 portal.
Test 3: AD administrator changes Mobile, TelephoneNumber and EmployeeType attributes in Active Directory

Success criteria:

Test 1: the change is applied in all systems (HR, MIM 2016 portal, Active Directory).
Test 2: the change is applied in all systems (HR, MIM 2016 portal, Active Directory).

Test 3: the change is replaced by the value in HR system.

4.8.2 Step by step

5| Synchroniz
File Teols Actiens Help

ﬁ Operations g‘j Managemert Agerts | [yl Metsverss Designer . Metaverse Search |
letaverse Designer

Jbject types

Name Object Deletion

function

synchronizationFule

expectedRulsEntry

detectedRuieErtry

person declared-ast

organizationallUnit

organization

locality

domain

computer
printer
aroup declared-any
“otal number of object types: 13

Atiributes

Name = [ Type

| Muttivalued [ Indexed | mport Flaw
manager Reference (DN) No No 2
middieName Sting (ndexable) No No 0
mobileFhene Sting (ndexable) No No

1
MsExchHomeServer String (ndexable) No Yes 1
- Crim fimArnsmhlnl [ [N n

Edit the Users SQL Server table.

Start MIM Synchronization console.
Go to the tab Metaverse Designer.

Select the class Person then the attribute Mobile,
MobilePhone, EmployeeType, EmployeeTypeFIM,
TelephoneNumber and OfficePhone.

Click on the link Configure Attribute Flow
precedence.

The Import Flow is set to 1 because only one
management agent update values of the Metaverse.

Change the Mobile and TelephoneNumber and EmployeeType attributes of a test user from HR database.

Start the synchronization script twice.

The change is applied on all systems. DisplayName is updated based on EmployeeType value.

Mélanie MATHIEUDO

Contact Info | Provisioning |

Cffice Phone

+33666540000 x

Mabile Phone +33666540000

Office Location

Mélanie MATHIEUDO

General | Work Info | Contact Info | Provisioning

Employee Start Date 12/31/2016 4:00:00 P}

1at as M/dfyyyy hemm tt

Employee End Date 12/31/2019 4:00:00 P}

as M/dfyyyy himm tt

Employee Type IE"tE'”a h ﬂ

Change the Mobile and TelephoneNumber and
EmployeeType attributes of a test user from MIM
2016 portal.

Start the synchronization script twice (sometimes 3
times).

The change is applied on all systems. DisplayName is
updated based on EmployeeType value.

All the attributes are updated in the HR system.

If you change the value from Active Directory, the change is replaced by the value of MIM portal / HR

database.
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4.9 ADDRESS FIELDS

49.1 Global overview

Test 1: HR teams change address fields in HR databases (STATE, ZIP_CD, CITY and C)
Test 2: MIM administrators change address fields via MIM portal databases (Postal code, Address, City and

Country).

Test 3: AD administrators change address fields in Active Directory portal databases (PostalCode, StressAddress,

I'and C,Co, CountryCode attributes).

Success criteria:

Test 1: the change is applied in all systems (HR, MIM 2016 portal, Active Directory).
Test 2: the HR configuration replaces the value defined in MIM 2016 portal.
Test 3: the HR configuration replaces the value defined in Active Directory.

49.2 Step by Step

= Synchranization Service Manager on POCMIM

[ p———!

= Configure Atribute Flow Precedence. =

COT——

S Tt ot |G on | Sore e | o
2w = a =B 3

™ s s procacince.

o Grcd | s

Start MIM Synchronization console.

Go to the tab Metaverse Designer.

Select the class Person then the attribute City.

Click on the link Configure Attribute Flow precedence
attribute.

The Import Flow is set to 2 because this information
is synchronized from MIM portal and from HR
database. The order must be HR and then MIM to
define that HR is the source of authority for the City
attribute.

The same configuration must be defined for country,
postalAddress and postalCode.

The attribute C, Co, CountryCode of the Metaverse
are not used in this configuration.

Perform the 3 tests and validate the result. Start synchronization twice for each test.

Outbound Attribute Flow

[ Generat | scope | Relationship | Workfiow Parameters | Outbound Attribute Fiow | *3 @

More infarmatior

Outbound Attribute Flow
3

New Attribute Flow

[ initial Fiow Only Use as Existence Test

oo

Flow (FIM Value = Destination Attrioute)
CustomExpression(”™+HomeMdb)=homeMDB

MsExchHomeServer= msExchHomeServerName

CustomExpression(lIF(Eq(country;” United States"), US" JIF(Eq(country, United Kingdom')'GE"," FR')))=...

country=co
B -l

Joooo
I0o0o
Joooodg

" United States") (Eqf ,"United Kingdom")826,250))) = cou..

512 userAccountContral

Flow Definition

Source ‘ Destination ‘

s

Concatenate Value

O

CustomExpression W
D ITF(Eg{country, "United Stat A
eg")  "US", ITIF(Eg(country, "U w

Go to Administration | Synchronization rules.

Edit the synchronization rule AD-OUT.

Go to the tab Outbound Attribute Flow and edit the
synchronization rule which are used to generate C
and Co attribute based on the Metaverse Attributed
Country.

Active Directory requires that 3 attributes are
populated to define the country of an Active
Directory user (address fields).

We use a Custom Expression to generate this.
To generate C attribute:
IIF(Eq(country,"United

States"),"US", IIF(Eq(country,"United
Kingdom"),"GB","FR"))

To generate CountryCode attribute:
IIF(Eq(country,"United
States"),840,1IF(Eq(country,"United
Kingdom"),826,250))
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4.10 USER SELF SERVICE

4.10.1 Global overview

Test1: users can update his office phone or mobile phone (with or without HR approval based on Type) from
the MIM portal. If Type is “Cadre dirigeant”, an approval is required else no approval is required.

Test2: users can register his mobile and email from the web site http://aka.ms/ssprsetup.

Test 3: users can reset his password from the website http://aka.ms/ssprs by enter a passcode received on his
mobile phone.

Success criteria

Test1: users can change his office phone or his mobile phone with or without approval based on Type.
Test2: users can register his mobile phone to reset his passcode.

Test3: users can reset his passcode with his mobile phone.

4.10.2 Step by step

Select 4 users in HR database:

» One standard user (Type is equal to Cadre) and his manager.

» One standard user (Type is equal to Cadre Dirigeant) and his manager.

The Manager attributes in HR database is a reference to the Global_ID of a user (the manager).
Lowell HEAD has the Employee Id SO00000002E000000103.

His manager is Bernard COLLINO has the Employee |d SO00000002E000000005.

Type of Lowell HEAD is “Agent de maitrise”.

Windows Securly = itemer Ogions =]
Local intranet [x]
s 10 use for C:A\Program Files\intemet Locl imranet =3

o can sk and v eebtes fram s e, Al webstes i
25 20wl e e o0’ sty setinge

[ LoweliHEAD

H S ‘ Start Internet Explorer in the context of the user
[—— S e
‘M e account Lowell. HEAD.

Comecta smartcord

)

R serser weificaton fn) for o sites o thi rone

[ Cancel coae

Add *.pocmiam.intra in Local Intranet (required).
Connect to https://pocmim.pocmiam.intra/IdentityManagement

e@|@ https://pocmim.pocmiamintra/|dentityManagement/default asps £ - & ¢ @ Microsorti

File Edit View Favorites Tools Help

Lowell HEAD -External

Microsoft Idi\ General | WorklInfo | Contact Info | Provisioning |
Office Phone
Home +44 (0)20 7404 0119 . 3 .
Edit the Office Phone and Mobile Phone.
— - . .
Distribution Groups (DGs) Mobile Phone T D] % C||Ck on Submlt.
My D&s
My DG Memberships Office Location
= Address One Southampton Row
My Profile
City Londan
Requests & Approvals
Manage My Requests Postal Code WC1B SHA
CrrmmlEr=h Country/Region United Kingdom

The change is applied without approval because the Type of the user is “Cadre”.

Perform the same action with the user with a Type as Cadre dirigeant. An approval of the manager will be
required.

Alan PACHECO (Alan.PACHECO, SO00000002E000000106) has a Type with the value Cadre dirigeant.

His Manager is Jerold RAMOS (S000000002E000000006).

Change his Office Phone and Mobile Phone.
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https://pocmim.pocmiam.intra/IdentityManagement

Fie Edit View Favoites Tooh Help
Microsoft Identity Manager

Manage My Requests

Search fan Search within:

8la

Requast Tt

Dete Submitied =
T3 Update to Persors Alan PACHECT' Request

2272007 34717 A

‘Microsoft Identity Manager
Approve Request

Summary Approve requests

The following summarizes the operation or

operations that you are requesting. * Approve Update to Person: 'Alan PACHECO' Request

Status
Description Date Status
Approve Updste to Person: "Alan PACHECO' Request. 2/2/2017 351:13 AM Completed.

[ successtul changes may ot be visble immedistey in other systems, such as email applications

e tomsumapmvees YT Y [ ——

P Gt vew fae e Hep

Microsoft Identity Manager

= Manage My Requests

- o
e 5 https.//login.microsoftonline.com/* O ~ @ Identified by VeriSign & {17 77
8% Connectez-vous 3 votre co... %

File Edit View Favourites Tools Help

L= 12—
Ak O

oD | @

When you click on Submit, an approval is required.

ae
Log with the Manager user account on the MIM
2016 web portal and approve the request.

The change is applied on the MIM portal.

(End of test 1)

] Office 365

Compte Microsoft personnel, professionnel ou scolaire

adminpocmiam@miam.onmicrosoft.com

[soeeecsssaseed

[ Maintenir la connexion

Votre compte n'est pas accessible ?

© Microsoft 2017 B® Microsoft
Conditions dutiisation ~ Confidentiaité et

Connect to Office 365 portal
i (https://login.microsoftonline.com) with the user
account adminpocmiam@miam.onmicrosoft.com.

® Supprir tilisateu

Alan.PACHECO@miam.msreport.fr

Internal-Users
055-AMECAA-DIST

S AMEFaa cEr

Assign Azure Active Premium P1 license from the

Office 365 portal to an existing user (Alan.PACHECO
in this example).
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mailto:adminpocmiam@miam.onmicrosoft.com

Alan PACHECO

Licences de produits

Emplacement *

France

“  Enterprise Mobility + Security E5 -I Activé

249 licences disponibles sur 250
Microseft Cloud App Security Désactivé
Azure Information Protection Premium P2 Désactivé
Azure Information Protection (plan 1) Désactivé
Azure Rights Management Désactivé
Intune A - Direct Désactivé

Azure Active Directary Premium P2 Désactivé

Azure Multi-Factor Authentication Désactivé

Azure Active Directory Premium (plan 1) -i Activé
1] Office 365

Compte professionnel ou scolaire

Alan.PACHECO@miam.msreport.fr Connect to Alan.PACHECO

|..l.l........" -

[ Maintenir la connexion

-

Votre compte n'est pas accessible 7

1] Office 365

Each user must register the first time to SSPR
Informations supplémentaires website
. (https://account.activedirectory.windowsazure.com/
requises passwordreset/register.aspx?client-request-
Votre administrateur exige que vous ajoutiez des id=27b72609-d7f0-4551-bddc-

informations de sécurité supplémentaires pour vous aider 3 f2b6eael0b4d&sspr=1)
récupérer votre compte.

You could access to this site by using also this short

Se déconnecter et se connecter avec un autre compte

Plus d'informations

Microsaft Azure A3 PACHECO@iam.msreport 1 ?

ne perdez pas |'acces a votre compte !

Office phone and Mobile phone are replicated by
default by Azure Active Directory Connect.

Click on the link Verify. You can change the default
mobile phone used.
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https://account.activedirectory.windowsazure.com/passwordreset/register.aspx?client-request-id=27b726b9-d7f0-4551-bddc-f2b6eae10b4d&sspr=1
https://account.activedirectory.windowsazure.com/passwordreset/register.aspx?client-request-id=27b726b9-d7f0-4551-bddc-f2b6eae10b4d&sspr=1
https://account.activedirectory.windowsazure.com/passwordreset/register.aspx?client-request-id=27b726b9-d7f0-4551-bddc-f2b6eae10b4d&sspr=1
https://account.activedirectory.windowsazure.com/passwordreset/register.aspx?client-request-id=27b726b9-d7f0-4551-bddc-f2b6eae10b4d&sspr=1
http://aka.ms/ssprsetup

Microsoft Azure e

ne perdez pas I'accés a votre compte |

vons collecter quelques informs
te, mais seulement pour sicuriser o

s permettront
tage voire comate. Vi

mBlions 50t pénbes Dar VOIS AOTInSULE

]

). Comfigurer maintenant

@ 1isonons ourem est e

s retépnone drauthentincation est céfnite) sur +1 6015874

L] troriqus g suthentiicaton

Microsoft Azure

ne perdez pas l'acces a votre compte !

Vérifiez votre numéro de téléphone d'authentification ci-dessous.

Téléphone d'authentification

France (+33)

0666548993 |

Mous appelons votre numéro de téléphone. Réponder pour pouvoir continuer.

Microsoft Azure

ne perdez pas l'acces a votre compte !

Merci ! Nous utiliserons les informations ci-dessous pour récupérer votre compte si vous oubliez votre mot de
@ 1éiéphone (bureau) est défini(e) sur +1 3019874010, Ces informations sont gérées par votre sdministrateur

o Téléphone d"authentification est défini(e) sur +33 0666548993. Changer

O cressc iectronique d suthentification st pas confiqurie). Conﬁguﬂr maintenant

Microsoft Azure

ne perdez pas l'accés a votre compte !

Veuillez vérifier votre adresse e-mail d'authentification ci-dessous. N'utilisez pas votre p

Mdresse &lectronique d'authentification

msreport@fres.fr X

m'envoyer un courrier

Click on Call me. Respond to the call and press on
the key #.

You could also enter a personal email address (avoid
using your primary email address).
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2 Reply [EaReply All (2} Forward Gi&iIM
sam, 04/02/2017 17:35

Microsoft Online Services Team <msonlineservic

Miam account email verification code

To msreport@free. fr
ﬂ Click here to download pictures. To help protect your privacy, Outlook prevented automatic downlh

this message.

Verify your email address

Thanks for verifying your Alan.PACHECO@miam.msreport.fr account!

Your code is: 305262

Cinrarahs

Microsoft Azure

ne perdez pas |'acces a votre compte !

Veuillez vérifier votre adresse e-mail d'authentification ci-dessous. N'utilisez pas votre princip

Adresse électronique d'authentification

Mous avons envoyé 3 votre adresse un courrier &lectronique contenant un code de vérification.

* m réessayer

305262

Microsoft Azure

ne perdez pas l'accés a votre compte !

Merci ! Nous utiliserons les informations ci-dessous pour récupérer votre compte si vous oubliez votre mot de passe
Téléphene (bureau) est définife) sur +1 3019874010, Ces informations sont gérées par votre administrateur.
Téléphene d'authentification est défini(e) sur +33 0666548993, Changer

Adresse électronique d'authentification est défini(e) sur msreport@free.r. Changer

w annuler

13 g poratoffcecomacce

10 Microsot Office - Accusl 1 Mon comgte x
ouites  Tools  Help

Parametres

@ Wous recherchez les paramétres de séeurité et eonfidentiaité ? Cewn-c ont changé d'emplacement. C st parti

Théme
Choi otre thime Trime par sitsat

D#finie votre page e émarmage

[o

User can view his setting from Azure Active Directory
portal, review is applications, download his software

and manage his settings.
https://portal.office.com/account/#settings

(End of test 3)
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[ Ol T e —

1] Microseft Offica - Accusil 1 Mon compte

Favourites Tools  Help

Executive Assistant Financial controlling, Financial controlling

Détails du contact
AlanPACHECOBmismmsTeport
A propos de

AlanPACHECO

Alsn
y (+1) 601 987 4010
PACHECO
(+1) 301 867 4010

Executive Assistant Financial conralling

Financial controlling

Adresse

MD 20878

United States

Microsoft

Retournez sur votre compte

Qui étes-vous ?

Pour récupérer voire compte, commencez par saisir votre ID d'utilisateur puis les lettres situées dans Iimage ou la bande-son di-dessous

Go to the website http://aka.ms/sspr and reset the
e — password of the user account
Alan.PACHECO@miam.msreport.fr

[+

vi3vsl X

Su@ﬂ Annuler

Microsoft

Retournez sur votre compte

Pour quelle raison ne parvenez-vous pas a vous connecter ?

@ i oublié mon mot de passe
Ne vous inquitez pas, Nous allons vous aider & réinitiliser voire mot de passe & Faide des informations de sécurité que vous nous ave fournies.

O Je connals mon mot de passe, mas e ne parviens pas & me connecter

Suivant  [ESRE

Retournez sur votre compte .
Select the proper phone number and enter it

étape de vérification 1 > choisir un nouveau mot de passe manua”y as requested

Choisissez la méthode de contact & utiliser pour la vérification :

o] Envoyer un courrier Quel numéro de téléphone voulez-vous utiliser pour la vérification 7
électronique sur mon adresse de

messagerie secondaire
® Appelez-moi au *sarseeeiig3

O Envoyer un SMS & men

téléphone mobile O Appelez-moiau msmmmmrmss=ri

@ Appeler mon numéra de

téléphone mobile

O Appeler mon numére de

téléphone de bureau

Press the key # of the phone to verify the
connection. You can now reset your password
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Retournez sur votre compte
étape de vérification 1 > choisir un nouveau mot de passe

Choisissez la méthode de contact & utiliser pour la vérification :

dons de bien vouloir entrer votre
+11493) ci-dessous. Vous allez
ensuite recevoir un appel. Veuillez y répondre pour poursuivre.

O Envoyer un courrier Pour protéger votre compte, nous vous

Slectroniaue sur mon adresse de numéro de téléhone mobile complet (+

messagerie secondaire

O Envoyer un'SMS & mon [ ossesaase] x

téléphone mobile

@® appeler mon numéro de B Précéaent

téléphone mobile

O Agpeler mon numéro de

Retournez sur votre compte
étape de vérification 1+ > choisir un nouveau mot de passe

* Saisissez le nouveau mot de passe: Enter your new password

* Confirmez le nouveau mot de passe :

oooooo.ooooooool -

Terminer LTS

Microsoft

Try connect to

https://pocmim.pocmiam.intra/identitymanagemen

t from the computer POCMIM to check that the
Retournez sur votre compte Active Directory user account password has also

@ votre mot de passe a eté réinitialisé changed.
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